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Sessionchais opening remarKks
Mark Pritchard MP, ChairmanpPality Parliamentary GroajCybeSecurity

We | | good morning |l adies and gentl emen, itds a gre
and organised by the Westmukstem.

The number of applications and benefits of cloud, or cloud @mpatieg, timely and manifold. They have opened
up new opportunities, knowledge boundaries, technolebmal kisomell as new challenges. It is like the discovery of
yet another galaxy, stars beyond the stars. It allows for the handimguitao¥asta and information without the

use of super computers or advanced IT infrastructures. In that sense it is technologically liberating, exter
inclusivity and brings what is vast to what is disproportionately small. The deskiugeP@ashkpoken free. The
cloud offers research computing for everyone. Private, for example, through virtualised servers, or a public
example, using the internet to access applications and data hosted by someone else, perhhpsyscaneouimntse els

of data are now universally accessible, manageable and can create increased efficiency and savings for both
consumers alike. It is particularly advantageous to a public sector with an increasing squeezeresoitscaseady sca
But | suppose we will only really know when cloud computing has come of age, when Homer Simpson mention
episode of the Simpsons. What issthedrjust like the British weather with rapidly developing hardware and softwa
clows are here to stay and | hope today that we are going to have a very informed discussion and | am delight
have the glittaraf cloud thinking and innovatiod visionaries and it gives me great pleasure to introduce the We
Services EvangiétisAmazon, Simone Brunozzi. Welcome, thank you.
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The Cloud as a platform for business and Government
Simone BrunoZdigb Services Evangelist, EMEA, Amazon

So good morning everyone. Thank you for the vergchicdan and thank you for inviting me here at this nice venue.

So, we have limited time today, just 15 minutes and another 15 minutes for your questions. Hopefully | will be ab
you some hints and some information and stimulate thiercafitezveards.

This is a quote | stole from Seth Godin, it @eys t
spending your time today, in a surely busy day in London, so hopefully this next 30 minuiasywill be useful

So what | wi || cover in the next, |l et ds say rdig min
a lot of confusion around it, because cloud is such a buzz word today that everyone is talkingsidooutyiv@and | wil
the point of view of Amazon Web Services. Then some words on how the enterprise is adopting the cloud and
the Government is adopting the cloud.

So why Amazon is in this space? Why | am here today? Why an Amazon Web Sgyi€eanfetbhd here
today? Just out of curiosity how many of you, of course | guess that most of you know Amazon, the retail comp
how many of you buy things from Amazon, raidste ryad usre
their hand we have to speak in private later, okay. So people know Amazon for being a retailer, but Amazon is
technology company and about 10 years ago, 1999/2000 Amazon faced a huge problem, the problem is scale
efficiency.So we were using systems that were not able to scale and to keep the pace of theogroeticeof the e
website, so we decided to change the architecture and moveOtieat&bichitecture, SOA, which means web
services, APdllsand looselyoupled small pieces of software talking together using a common interface, this is the
idea behind Service Oriented Architecture, or SOA. We started building our system from the ground zero up an
saw that after a while we became very igooe decame very good at building Service Oriented Architecture ar
running data centres and running them at a high scale, huge data centres, a huge amount of data, of traffic o
power. So this is why at a certain point, more than 4 weadeeided to say okay, maybe these web services could |
useful for other people as well, because we faced some problems, scalability, efficiency, power efficiency, that
are facing as well, so this could be a business for us. St Amdaonc8, the first of the Amazon web services, 4
years ago, it was | think March 2006. And then on Business Week there was a cover with Jeff Bezos on this ¢
guote that said, Amazonds Ri sky Hseatretaileb gty shogldetheyndn s t
computing, why should they offer IT seiitd#en after 4 years, today | am proud to say that most people consider
the leader in cloud computing.

Which brings us to again why the cloud has become sodmiatstahtbmpanies, from smalugsitb huge large
enterprises and the Government and the reason resides on the main concept around cloud computing wh
necessarily a technol ogy, itieceniive thargethings becausé thetcloud meansb
using large scale systems that are made available by cloud providers, and these cloud providers have such a |
they can first offer unprecedented scalability and flexibility on these infrasind¢tines caeaffer the services at a
very low price and the economic drive behind cloud computing is what really changed things. Most companies
adopting cloud computing because it makes economic sense, and especially in this econdnsic dpwanturh,ii ¢
important to say well we can save money here, we can avoid large capital investments on the IT infrastructure ar
di fferent model , a pay per use model, and tve®s goo
money at the beginning and then hopefully use these resources. Second you will not have unused resources be
just rent the amount of resources that you need. And this is, of course, a huge changbi-clatapesat ¢s tdra
thatwas just behind.

So most companies see the economic advantage of using cloud computing first of all, and thed wktpiirse they s

makes economic sense, |l et ds see |if it a | saose asaydue s S
know it is quite easy for a-stgot t o say | etds start on Amazon Web S
situation, they dondt have existing infrastosapct ur e
yes, l etds start with virtual data centres, runni

investments, existing business logic, existing apps, existing rules in place, this is, of course, a littladiitatifferent ar
the beginning when we started offering Amazon Web Services we thoughtdhaestldpers or small businesses,
were the natur al mar ket for us and we thoughtt, wel
have certifications, we dondét have specific dervic
adding services or features to existing services and then we launched, for example a few months ago we lau
Virtual Pivate Cloud. So the concept behind Amazon Web Services is offering storage, computing and other tl
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demandButwhen you rent these services, of course you have limited security, which means to be precise, that y
your own machines, yoomgmur own and of course you have to take care of the security of these machines. We
environment security, we provide, you know, isolation for machines, we provide built in firewalls for these machir
built in security is very highybutstill have to keep these machines safe, you bacé&fitondo you have to do
updates on these machines, so you have to make sure that these maatisesusreandfén some enterprise
environments, in some enterprise situationg, simpbaaccept the fact that if one machine is not secure, someone fro
the outside can just hack in and mess up with your data. So VPC is a way eaistibenohfyastructure, in the
cloud, so using thexibility and the good, ¢neat pross of cloud computing, keeping everything secure. You can
connect to the VPC only through a VPN connection, a secure VPN connection from your own data centre, fro
own, l etds say, | ocal net wor k i VPCisao dcaessiblé from the outsid&h i

| would just access it from the inside to run, for example, file servers or apps or other things, which immediately
cloud as secure as you need.

And then, of course, we started being audited frolraediiemsaand we obtained security certifications such as
Sarbané3xley or SAS 70 Type Il certifications and this brings trust to the enterprise and in fact 2009, | can say
been the year for the enterprise in the cloud because we steetedasgeiagterprises, even companies bigger than
Amazon, such Eli Lilly to usezdmaVeb Services or even, you know, academic institutions such as Harvard Me
School or other big companies in many verticals, financial, banking, media heedbiiigsandd of course we

build partnerships with Microsoft, IBM, Oracle, Sun MicrosystemsCRagkhigtAccenture. These partnerships
enable us to bring the cloud to the enterprise.

And what about the Government? | have a few key ¥mrgsthef®o there has been a summit recently and RCTO
was there and al§eek Kundravhich is the US CIEO, he is just 35 years bléally admire this guy @adey
Coleman the GSA CIO were there and they announced a few things and | seertbet @S &signal, what they are
doing | see it as a signal of what other Governments will soon do in the future. For example they spend,
Government spsathout $75billion every year for IT and they announced a few things among whigthApps.gov wt
essentially a way to get cloud resources from the Government. Of course the Government is facing the same ch
we had at Amazon Web Services, the challenges are how to scale, how to be efficient, how to run thousands
thousandsf machines together and how to build applications that can get the power of the cloud, because you kn
are different design patterns, desiganimes. You can't just move everything into the cloud and use it right aw
because in some casewmegawot using all the power behind cloud computing. For example, cloud computing in our
we offer data centres in different parts of the world and in each region, we call a region like Europe or US West o
or Asia Pacific, in each regionffere naultiple availability zones which means separated clusters of data centres
different power grids, different flood plains, multiple hemndwiethvith providers. This means that since things fail

all the time, it can happen that even anéamticentre fails or maybe the network connectivity for that data centre fa
if you build your app using multiple machines on multiple availability zones, you are using the power of the clout
distribution of computer power to actually keeppiaeation up and running and be resilient to failure. So you have ft
take this into account when you move things into the cloud and | think that the Government, in particular, is a v
example of a situation in which the efficiency of iss@mnce®ry low and of course it can be improved using the lates
technology, using cloud computing.

So this is my last slide, my contact details, email, Twitter, you find roinkedhsiot Facebook, this is a very

uniqgue name, there are jusgtwey s wi t h my name on eart h, the secon
publish anything, I dondt think he is even on Fac:/
things.

So | will just stop here and leavestiud ney time for questions.

Thank you.
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The Cloud as a platform for business and Government
Questions and comments from the floor

Mark Pritchard MP:

Robindhra Mangtani:

Simone Brunozzi:

Robindhra Mangtani:

Simone Brunozzi:

Robindhra Mangtani:

Simone Brunozzi:

Mark Pritchard MP:

Reuven Cohen:

© Westminster eForum

Well thank you very much indeed, it was most illuminating. It would be
very helpful if yomant to ask some questions, just state who you are and
where you are from and if you could keep it fairly brief so we can get €
many people in as possible, so we have got people wandering around v
microphones. So first question, sir. Thank ydtiyofindould like to

stand because we love to see our guests.

From the GSMssociation.
Sorry | lost the first part of your name.

From the GSN Association.
So if | am consuming web seraitésEn in the UK and your data centre
isinSao PauloorPaloAltoer i nstanceé

Even in Ireland.
Or even in Ireland, who data protection laws apply.

Okay, so this is of course a question thett asked, you know, lots of
timesand | am not a lawyer, luckily for me, so | will just give you a very
simple answer, but my suggestion
let me give you the answer first, so the answer is if you store data, f
exanple, in Europe, we guarantee you that this information, these files a
kept in Europe and in the US of course, we are part of the Safe Harbc
Agreement, which, you know if | were a lawyer | could easily explain to yc
all the details of that, but | thii& is a general question, this is not just
Amazon or other cloud providers. Whenever you store files in a remote de
centre, being a hosting provider or a cloud provider or whatever, whene
you use someone else to do your stuff, your IT staffe youake this
into consideration and of <course
proximity of their data or they
For example, in your case, in the UK. We are not able to offer this at th
momet) we are not able to give you data centres in the UK as well. In
Europe we have data centres in Ireland, in the US we have data centre
East and Westé.you know East Coa
going to launch data centres in Singaporeamitige months, which
means of course that we know we are covering regions we are covel
continents, but we are not covering every nation, you know, in the next fe
months. Which means that for some specific needs you might want t
consult a lawyer oeckwith our legal department if everything is okay for
you, and this is the best answer | can give you beEnyernon

Wonderful, well | think that is music to some of the lawyers ears in here, t
consult a | aewswho smwetdhlad d Nexgpw od a
question, thank you Simone, and it was a very good question. Any oth
guestions.

| will ask a questibacause | like asking questi®ng anhearing a lot

about the US Patriot Astd in paicular there is a new question that
people are asking in terms of an American company that has data cent
overseas, so that the basic premise of the question is that itthppears that
Patriot Actan extend beyond the borders of the United States, so

have data centrér@lancr Singapore or some other offshore location, the
same laws apply because you are an American company. How do Y
address that?
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Simone Brunozzi:

Mark Pritchard MP:

lan Osborne:

Simone Brunozzi:

Mark Pritchard MP:

Robert Frood:

Simone Brunozzi:

Robert Frood:

Simone Brunozzi:

© Westminster eForum

[ dondt know, I am not a | awyer s
think that you need a specific competence to be able to answer that questi
It is not clear for me. | think we have some statementsyailailiely

that and you know, our lawyers did these statements. However | think th
the concern coulddmenething to consider, at least, you know something to
look upon and again this is good material for lawyer consultancy firms he
because | think that, you know, the cloud market is exploding and there w
be more and more companies that will neednagtncy as well as
technical consultancy. So | per s
is not exactly my field of study, | am just a computer geek and so | just lea
it to our legal department. If you have specific questions on this, m
suggestion would be to email me and | will put you in contact with our lege
department and they will look into your specific case.

Thank you and | think thatodos a v
sanctions and people thirtkard products, but it also includes services to
some countries as well.

From Intellect.
Simone how do people usually get started with the cloud?

Okay, thatdés a very good gqueadkti on
manuals and to train for months before being able to use the cloud, actua
if you know something about technology, you can just create an account,
our case, and start using the services right away, and since it is a pay pe
model, of courseuyhave to put your credit card on the system to be able to
use AWS, and then right away you can launch instances, store files, y
know, |l etds say mess up with ser.\
play with these services and see if they fityaeie d s . So itéo
in fact lots of people are surprised by how easy it is to just start right awa
Of course, after you have played with it for a while then you can realis
okay this might work for me and then you have to sit dowit andtle

think of how to use it for your business and for your production
environment s, but agai n, just to

Amazing. Sir.

From Capamini
I just wondered if you could say a fewalbordsvhere you see the next
wave of innovation coming from in the cloud.

| lost part of your question, can you say it again.
Where is the next wave of innovation coming from?

Okay, t hat 06stHon.al haveenmypersgnalamsweqg, Utkink there
are multiple answers to this question. My point of view is that since wi
lower the barriers for anything that is IT related, it brings innovation in the
sense that companies are able, for example, tevawachices or
products very easily. The time to market for new ideas or for new busines
is shorter than before because, for example, even in IT companies, we
some examples, of course | can't name names, but some examples
Amazonians that usedvork for other companies and they say that they
were surprised to see that with Amazon Web Services you can actually s
something in a few hours and instead, if you have to provision hardwar
even in other companies that are doing IT businesallymeed weeks

or months and this brings to anot
because | think this explains a lot. The New York Times, so the New York
Times had archive of scanned images of old issues of the New York Time
| think from 870 up to 1930, something like that, and it was a few
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Mark Pritchard MP:

Justin McAleer:

Simone Brunozzi:

Mark Pritchard MP:
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terabytes of data. They wanted to put this online and create searchable pi
So a single guy in the IT department decided to do itaord ANiESguy
saiddokay | et ds try ttask unstead & dgkngfoo p
10s of 1,000s of dollars, you know IT budget, and waiting a few weeks o
maybe months to get the hardware up and running, he decided to do tf
over a weekend. He launched 100 instances, created the pdfs, in, you kn
| thirk, 24 hours, something like that, then he saw that all pdfs had a sma
error, a small mistake at the bottom of the page, he launched another 1
instances and ran the process again, and by the end of the weekend the T
Machine on the New York Timesitgelvas up and running. And this
single guy was able to do everything with a credit card without the need
wait for budget approval, without the need to wait for servers deploymer
and on the Monday, you know the next Monday, his boss was just, yo
know was around and looking at this Time Machine. Of course the idea o
doing this was already approved, but the time t@mizakservice was

a few days, a weekend, and they did a mistake, you know the first time tt

ran it, they did a mistake,ar@ly s ai d, we |l | |l et 0s 1
itds just very easy and the inves
to buy servers and then ydgteknowthis service saliere shall we throw

the servers, b e c aus eanymoreoSo evemtlew ,  \

economics of doing business in the cloud computing space are very differe
so | think that indirectly we have a new wave of innavetieanse of
companies or teams inside companies that are much faster, they can innc
muchaster, therefore you know innovation comes in a quicker way.

Did | see a hand. We have got two more, we have got 4 minutes, so we h
got time.

| work for a Telco actually.

One question | leais, regarding dozomputing. atge, let's say, online
gaming compani es a@danyxlatenqgy amdovens w
time, latency is obviously a network issue of course, but any down time is
critical issue for them. Would you thatkhese types of large custs

are going to be trusting to put their applications on servers in your sites?

Okay, a very good question. So the first part of the answer is we provi
multiple availability zones and multiple regions which means you can ac
redundary to your apps and make sure that if something bad happens tc
for example a single data centre or a single availability zone, the oth
availability zones within that region or other regions will still be available
because, you know, when something pagddan's it 6 S US U«
problem, itds not a worl dwide pro
the US region and the European region are separated. If you have the
images or storage in the EU region and you want to use it in the US regio
youhave to replicate this information into the US region. If you want to use
it locally of course, otherwise you would just read it over the internet whic
would be slower, which means that if you build your app using the cloul
and using this kind of rednaogayou are, you know, very durable and you
availability will be very, very close to 100% or maybe 100%. The secon
part of the answer is what is their current availability? Because you kn
these companies, they want to run online games, okaheyhene it t
Where do they run these games? On data centres, on their own data cen
what is there up time? We offer, for example, SLA on the uptime for EC:
or Amazon S3 and that SLA covers the single availability zone. So if yc
add availability zmto the equation, your total SLA actually improves a
lot. So | think that for this, you know, use cases, the cloud is actually a ve
good solution. Time for a last question | think.

Yes, over there. Thank you.
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Guy Mucklow:

Simone Brunozzi:

Mark Pritchard MP:
Simone Brunozzi:

Mark Pritchard MP:

Simone Brunozzi:

Michael Kipp:

Simone Brunozzi:

Mark Pritchard MP:
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| 6 he Managing Director of postcodeanywhere.
In your view does the cloud computing model spell the death of the
traditionatlientservemodel.

Ok avy, thatds a tough question be
predict the futureVhat | see is that for these, let's say general purpose
systems, it is very easy if they have to start from scratch, very easy to de
and say |l etds start with the cl ot
existing, for example, software apgispfnthe time you have to balance
between what you have already invested in terms of developmer
infrastructure and deployment and what is the savings that you are going
have with the cloud. And you mentioned cliepiasadigmthink that

thecloud is bringing a new kind of approach in how to build services, how
to build IT. And of course the maiadigrn our casessrvice oriented
architecture, API calls etc. and in fact lots of companies that build on AW:
they also decide to provids AP well because they want other partners or
other service providers to use these APIs as well, and even if you go out:
Amazon Web Services, most new companies or recent internet giants |
using APIs as a way to, you know, to create interaeioafdpivetions

which means that | think there is a change. | can't tell you how fast is th
change, | can't easily predict in X years we are going to see the death
client server apps or client gaEmaatigraver another kindparadigml

d o nndw thik | just see that this is happening in some way or another an
of course | think, you know, something is changing very quick. How quick
That s not easy to answer. Okay.

Okay thank you.
Thanks a lot.

We have got one more. Do you want to ask it sir. Just very, very briefly tl
last one. Thank you Simone.

Yes, thank you.

From the UK Council f@usiness.
Do you think that the cloud will ever bg fea use in defence and
military applications?

That s an interesting question.
have very strict requirements for example in terms of security. Of cour
other things as well, but securitgbalgy the biggest concern for them,
and of course the second thing 1is
case a private company. | think that on the one side what we are doing v
well is to provide certifications, for example for th&\@aitdrted with

SOX,| mentioned it before, or SS 70 Type I, we are adding more and mor:
certifications. For exampl e, j u
some certifications in terms of storage decommissioning which is somethi
critical if you wato make sure that when you decommission hardware, for
example, rane will be able to read your data using specific techniques,
which is something that goes into
are going to be there or how, you know, howegeiticow in terms of
offering the exact certifications and guarantees for that particular sector, t
| see that we are going in that direction in some way or another so | thin
that at least part of their IT operations would be running on the cloud.

Okay, thank you very much. Can | ask one question, if | may, on pricin
structures. You know as these th
but very quickly | can see that tailing off as competitors decide to give mo
informationperhaps for free or give information at a discounted price in
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order to perhaps to continue charging a premium price for other service
How do you see the pricing structure and companies actually being able
create revenue and more importantly profit?

Okay, a very good question. So first of all at Amazon we constantly lowe
prices whenever we can. Whenever we reach some kind of economie:
scale, or some kind of savings, we bring these savings to our customers
in fact we haveeatly lowered the prices for S3, fwiodim and a few

weeks ago for EfD&tances, for example the small one used to be 10 cents
an hour, now itods 8.5 centsinan h
price and on the same, you know on the saing,réagm look at three

tiers for usage, most of the time there is something, let's say, to b
considered around you know free usage of resourceelbécause,

when you offer something for free, most of the time you want to do it
because you wamble to use it, try it out and see if they like it, and of
course, in some way or another you hope that your pricing model will ge
revenues eventually, maybe a second tier or maybe a deadline for the
offering and things like that. Amazon islgdytiduthink, particularly

good at providing efficiency which means lower costs, which means reven
and profits, I dondt know the exe
di scl ose it we donot di scl ose t
profitable or not, we mentioned, | think more than a year ago, that we
invested more than $2billion in the overall cloud operations, of course
dondét know how to split this huge
or maybe Amazon itself, but you cdmatstest business is growing, this is
here to stay and | think that Amazon has found, as weltlaadother
providers as well, has found an interested value proposition for custome
because customers are saving money using the cloud which raeans that
is a business opportunity there, so as long as you are able to use high s
data centres and high scale infrastructure, which is our case, | think you
really bring a lot of prices to the public and of course bring profits home, ir
the long term.

Okay, thatdéds very helpful, thank
Thank you very much.

| think there are some seats here, there are one or two people coming in s
Well thank you very much. Can | iitpanel up please, | think you
know who you are, welcome.

So now we are going to get an overview of cloud computing, or ar
additional overview. | think | am certainly learning a lot already today an
hopefully you are as well. And as | mentitiawe westar panel to answer

the who, what, why, how and where of cloud and it gives me great pleas|
to introduce our first guest speaker this morning on the panel, Stephe
McGibbon, Regional Technology Officer for Microsoft Corporation in
Europe. Jusdh remind the panellists, if you could speak for 5 minutes
please each, and then we will have some more time for questions a
answers. We also have a very good looking male model at the back wh
going to hold up a yellow card when you have gaiteriefinand a red

card when you are either going over your time or playing for Chelsea.
can | welcome Stephen McGibbon. Steven.

Am | going to speak from here.

We | | at t he | ect e rbatterifof theyaodiencey theyh |,
would like to have a look at you.
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An overviewcloud computing
Stephen McGibhdRegional Technology Officer, Europe, Microsoft Corporation

Good morningror Microsoft the cloud is really about scale and | jusijoteetbdonumbers, just to give you an idea,
some of the scale we are talking about. With hotmail, right now we host over 1.3 billion, billion mailboxes. We h
155 petabytes of storage, a pet ab ytabgtes ia snonth right,nbwW 0 ¢
Typically there are about 40 million people logged
300 million people, 76 countries and 48 languages using Live Messenger at the moment.

Now when we talk abaloud we have to manage infrastructure and services at that schéealleagkidaoviously

that therdrives engineering disciplines and processes so that you can do that, so that you can deliver that. Typi
kinds of services, cleevices, are end user centric, and nobody comes between the consumer and the service th:
consuming, they go and they register themselves, they set themselves up, it all has to be very, very highly autom
to bemodelled Now as witall kind of technology dissemination, what is happening in data centres at that kind of sc
having an i mpact then, that technology is bleeding
the reason why cloud computmtpigic that everybody is talking about today because the growth of the internet ha:
to these kind of internet scale services, that technology is being assimilated and starting to be deliebsed at enterj
that enterprises can take advaniiaae well.

Enterprises have some of their own particular concerns though. Somebody asked questions dodaly dbout
willing to rely on my enterprises readiness on my clopd serviaath €anrseétivity. Somebody else agkied

whdds data protection | aws apply. Somebody el se m
attention to their own particular requirements for data protection, for information assurance and indeed f
sovereignty. There areaaeso the questiontba Patriot Adbr example, but they are complex answers. American
companies do host data all around the world but there are legal constructs that need to be applied there
responsibility for enterprises are not the samsuaeers, rest with enterprises. And so we are now starting to see
enterprises start to look at how do we take advantage of these cloud technologies within the constraints that th
operate with, we now start to see this kind of hybriddéb@dnarging, where they are saying well we can secure, as v
mentioned with Amazon, where we can have adag@pon vat e
premises and our compute tasks off premises, or we can keep ls@rlewthjadnto catch it and then move it very
quickly into a private secure model.

What are the consequences of these technology transitions for Government and for Westminster. Well | think o
maj or factors t hat écauseglesenhigstare abbuascate, oa the intemetaaicdtwithin €nterpli
you start to have to talk about shared infrastructure or shared services and where Government IT has traditio
delivered in a departmental level, so HMRC, for exaitspbeymavay of deliveyP itd @wvn etc. | think you will

start to see HMG as a whole, if you like, UK Plc Government has to start looking at infrastructure as a horizontal
and that then has to be dynamic, so you will still have the ting c i v i | servant or even
want to do the end user provisioning so they?ofll go
service, s@fovisioning and having this shared serviceinfegastow have to be able to do two things. The first thing
you have to be able to do is model what you want to happen, you have to say like a flow chart, if you imagine, wh
clicks here, if they have selected that, this needs to happen andéhe e 6s t he t hings tF
traditionally run around and done need to happen automatically, so you need to have a model to explain what n
done and then you need to be able to automate what the model says, and sorthé tieakinGg@aetrnment IT,
whet her this is happeningé. whether these things ar
cloud model, will be public sector particularly, will have to look at what are its modelsfihevitpescesses and

how does it automate that to then try to deliver those capabilities.

From an end userd6s perspective it should be essen
somebody said is this the ediofent ser ver ? ltds just an evolution
that was maybe sat in a back room somewhere or in a data centre, in the future you won't know whether that is a
your organisation is controllinghether it has been outsourced to a hoster or whether it is running in one of these
very green mega data centres.

As for evolution and innovation in the future, we are only at the beginning of this journey, | mean literadly this tech
juststarting to move into enterprises and this evolution, it will take organisations 5, probably moreedlyo 7 years
start to understand and take advantage of the opportunities that these technologies deliver. Today the two class
computinghat youhearmost about, infrastructure is a service, so automating those servers andrgeting those
provisioned and softwareaaservice, you know kind of the delivery of email or, share points, things like that,
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something will intersedhisnmiddle of those and that will something called platform as a service, and platform as a
will allow developers to take advantage of all of the things that the infrastructure can do and build eftectively wh
software as a service.

Sol think thereds a very, very bright future for t|
make IT service delivery a higher quality, improved security, but it should be and | believe it will be, Within the c
degpartments still and the people responsible for data will still retain that responsibility and ability to control that.

I think I dm okay for ti me.

Mark Pritchard MP: Thank you. Now our next speaker is Steve Hughes who is the Clou
Specialist from COL30 welcome.
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An overviewcloud computing
Steve Hughes, Cloud Specialist, COLT

Thank you. First off | think | will just go throu

COLT is traditiolly a telecoms company. We own 40,000 kilometres of fibre throughout Europe, which is
important when we start talking about what cloud is about and how we can actually deliver service. From our poi
the network is a key element of amyydefieloud services. We also have a metro network which runs through 33 ci
throughout Europe and, this is the important bit, we have 19 data centres in 13 countries throughout Europe. I
may notice there we have more data centres thansoowhieie people are talking about availability zones, we actual
have data centres that caiithia country to actually provide service to customers. Now where COLT has tradition:
been playing in the financial services market, we then hedsstaaat regulatory environments, we understand the
issues of latency and bandwidth and we understand the issues of keeping ajpistaties atieadly want them

to run. We do a lot of work, for example, in the financial servicex dremofprg host i ng, wher e
applications very close to where the exchanges are actually hosted to cut down latency. All this starfs to feed in
the issues that we talked about with cloud computing.

So, we | au mwe dse Haveocawery ldrge managéd. network services division within COLT which is wher
from, CMS as it is down on the 1ist, and from t ha
services for quite some years throughout&uropé. her ef or e t hat és COLT.

COLTO6s involvement in cloud, we | aunched our firs
offering which is a software as a service offering, delivering Microsoft office environments rhasicallyao custo

virtualised desktop. Now the advantage of this is that we actually launched that software as a service platfol
infrastructure as a service platform as part of that stack. We felt it was very important that we acta$ launchec
service using our own infrastructure service. We have just launched our infrastructure service, which is ¢
infrastructure services which was in December and this month we have -apneithcBE@a®eDataSynapse to be

able to provide managgulications and managed grid services based again on our cloud infrastructure services, a
that is throughout Europe. So thatds our backgrou

Ok ay, |l etds move on to what i s c¢| ou dsthat@mypalktofiintme, w |
cloud really, people then start talking metaphors and start waving their arms about and getting very excited ab
going to the cloud. Now, from a Governmental point of view, no let's think back, from a seswicevpemivef

were actually developing the services within COLT, the amount of discussions, and | am sure all the other guys
the amount of discussions about what was infrastructure as a service and what was platform and what was s
whee this actually fitted and the definitions were, | think when we first looked at it there were about 33 definiti
cloud computing. Now | came across the NIST definition of cloud computing towards the middle of last year. No
people talk abaie US Government cloud and what they are doing, that is predicatedthadbfiiiitions that

NIST came up for, for cloud computing. Now | think the most important thing to take away, hopefully from this f
is that cloud computing is an dapgratethod, it is a means of delivering services to customers, it is an IT opera
method, it is not some sort of nebulous services that people sort of go and worship at. It is another siring to the |
as customers are concerned.

So when ya@iart with an operating environment, okay what are the characteristics of cloud commuting, now NIS
defined the characteristics that said well this is cloud computing, which involved scalability, broad network acc
comes back to the pointd making about not all of this will be over the internet, or should be over the internet, i
about self service, it is about a measured service. This is also another problem, if you like, with cloud computin

people say wel |l Waldls tphagt Gass oymeu ngood e | pay as you
interesting things is looking at models elsewhere within the market. You look at a mobile phone, you have a pay
mobile phone, if it actually changes to a pal mon, it doesndt stop being a m

you actually charge for the service, so a measured service is the important element.

Now when you move on from there, from the key characteristics you have thenngctethicaifferdels,
infrastructure, platform and software as a service. Now really when someone was asking about innovation, t
innovation that we see is platform as a service, this is the ability for people to develop within cloudrenvironmel
then get on to the client server environment, but also the means of actually taking their applications and migrating
a cloud environment where they can take advantage of that scalability, measured sesépdcedtmantselSo
platform as a service is the area that we see as the differentiator as far as providing services to customers. £
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service is very important in the delivery of those services to customers wherever they actually want liteto be. So
sevice models.

From there you then go on to the deployment models, you have got private, public, communéy.and(the fast ana t

publ i c, communityé.) and hybrid, there you go. N
commnity cloud. What you are doing is pulling like minded people together to share infrastructure and to share
Now that doesnot mean it has to be via the intern

doing is usinthat methodology to your best advantage, and really when we are talking to enterprise customers,
are talking about is, from a CIO point of view, how do you help solve our problems, not how do we go and use the
is a very, very good pmderful technique to do that, but customers are building private clouds, they are building h
clouds, they are using our network to keep a completely private link between our data centre and their infrastr
means that they can mix and aratcctually get the best of whatever world they want to play in as far as their busin
concerned. So really look at the operating models that are there and pick the best one, and certainlyelook at, in 1
community cloud, | think, is gtirge a very, very important model.

Mark Pritchard MP: Thank you Steve. Can | welcome lan Osbornddgct¢ine who  is

director of Digital Systems Knowledge Transfer Netviioidifrt. So
welcome lan.
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Anoverviewcloud computing
lan Osborne, Director, Digital Systems Knowledge Transfer Network, Intellect

Yes hello. Thank you very much. A quick word on what a Knowledge Transfer Network is and then | will talk a |
about cloud.

I 6 m f uthedechliholdyy Strategy Board which is sponsored by BIS, my job is to find best practice in industn
adoption of computing, distributed computing practices and then telling anyone else who needs to know about t
along the way | have beaivied in distributed computing standards as well, so | am very interested in how we adop

models as c¢cloud and as has just been observed, ito
sorts of other things as we goghrthis.

The one important thing about c¢cloud that | think w
software and hardware when we brought virtualisation back to life again. Like several of you, | imagine,
virtualsation first in the 1970s when IBM introduced it. In faptdabahly invented before then, but IBM have a habit

of claiming those sorts of successes at the time, and virtualisation has come back and given us a huge new oppo

Once you habeoken that link between hardware and software and once you have commodity hardware that can 1
softwar e, you have the opportunity then to run s
opportunity of going into the cloud.

But [ woul dnoét | ike you to think that the cloud i ¢
platform as a service that Amazon has built, those things are designed and architected to be what they are,
17,000 servelusters and it builds all its software on Linux, on those clusters, there is not virtualisation being use
So for those of us who are mere mortals, who are looking at our installed legacy applications in our data centres,
legacy hardwaour only real path in the short term, short of rewriting everything, is to migrate them to the cloud a
virtualisation as the tool for doing that. That brings a lot of challenges to bear, not the least of which is your |
access, do you hineebandwidth, when you choose a vendor to go to can you get the latency you require?
discussion from Steve just now is a very important thing to bear in mind.

So what seems to me, the big value proposition without question, you meadyhirard Bienone is you have gone
from months to provision down to minutes or even microseconds, if you put your mind to this, you can switch o
server just I|ike that, and then you davernmneatexamplepfo ur
that, Ordinance Survey talked to the Parliamentary IT Committee a couple of weeks ago, and again at a Govern
about their new service where they have used Amazon Web Services and they have allowed accessdrsm a few t
concurrently up to 9 million users concurrently. Now this is the sort of scalability challenge that we face in our
because 60/70% of the UK now has access to web browser, which means 60/70% of UK citizens are going to
access yowrgice, so we need now to think about how to build scalable solutions and a way of doing that is sca
over the |l arge numbers of servers instantly provi
assessment service, if you lookraeY#ins and oth&VLA road tax, for example, these are all services that need tc
scale at particular times of the month or times of

So | 6ve act ual | ystfauaronths, inevorlpin they & Claug Projeeté we havé leeenlthenking
about how we bring cloud computing into Government. | won't talk about that in any great detail here because (a
really supposed to because | have signed a Non DisclosuyddtgiBeyoeincan just read it for yourself because two
weeks ago the Government ICT Strategy was published in which it describes many of the key features. But li
enterprise, like any Government Department, we are looking at three @nesstieta. centre consolidation.
Hewlett Packard have gone from something like 85 data centres in the world to 6, which is 1 + 1 in each major gt
Just think of the scalabiligt Wirtualisation has enabled there. So Government isbthittigkigg its data centres

down to a number-mcm e knows what the right answer to that i
service, with a combination, perhapsook@private networks but also potentially looking retpuaoks as well.

There is a big issue about information assurance, what sorts of information can be published anywhere, but that
also being faced within the G Cloud programme too.

And finally the piece that | had most to do with waticagaspstore, not the current version of application store which
is really an automated procurement system, but looking forwards to an interface for a civil servant wiegre all the s
have access to are made available to them onlinehabfttee tation, and dynamically provisioned. Now this is
something that will take some time to produce, but the big value, as far as | am concerned across Government,
access through one portal to all the shared services and they ceintseadierttante So this is a very important
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enabling function that cloud computing can give, this infrastructure model allows you to scale up and provide thos
on demand.

So | think of cloud computing as something that is broadly appkcatdestry, it is a technology of course, it is a
model that we have. What we need to do now is figure out how to make it work, and it will take some time to do t

Okay, thank you.

Mark Pritchard MP: Thank you very much. | would like to weltatn®ardley, Partner at

Analysys Mason which, as | am sure you will know, is a technology strate
consulting firm. Welcome.
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An overviewcloud computing
Matt Yardley, Partner, Analysys Mason

Thank ya Mark. Good morning everyone.

My interest in cloud computing has really sparked from the kind of telecoms and network side. dlteren4 a hint of
we seen all this before as well, if you think back 10 years, there was a lot of disciSBioncaledutthink some of

that has come back, but I do think there are some things that are new as well here, so it is a very irtenesting arec
advisory firm.

I'n my mind cloud computing issaladet amllr se¢ ot aigreg |8 ,n «
about wide area | P networks and importantly the gl
two work and the intelligent dynamic resource enabling capabilities that they khave. htat 6 s wher e t
market is.

I n terms of the market opportunity. ltds undeni a
corporate market, one thing that we do see is clearly thereiisutiomoédiseénd from kindGfapex t o Opex
not necessarily a massively growing market, but also potentially from the kind of traditional telecoms spend |
networks into IT. So there is a word of caution there when you look at markeufosbeasiga add up IT and
telecom spend, it won't necessarilp aaldhe total value, there may be a hint of double counting in there and we h:
seen that on many occasions. But | think the SME market is particularly interesting. &linobriiedalk tmy

mind, has been about the large enterprise market and there is good reason for that, but for me the SME mar
interesting. Perhaps where the biggest market potential is, but also therein lies the biggest problem. | thir
penetration in the SME market, the telecoms players find that a challenging market given the huge diversity there
needs, and | think particularly in computing yas we
the most interesting area shortly.

On requirements it seems to me that all of the network computing power and intelligence is already here today
really lies at the heart of unlocking this market potential is the networks that piece ridepartageésnisr lrghly
resilient, highly available networks. Now in many markets, including our own here in the UK, we are just starti
new networks being rolled out, new higher awvyli |l ab
availability and ubiquitous coverage of those networks, and particularly if we think about both fixed and mobile r
thatds manyandahgr ymarsthawb§ys really where thge iss
to change very, very quickly, | suspect for full coverage of high speed, high availability networks in tha UK, we ar
decade away from it, so that places a natural constraint, for me, the SME market potential.

But perhaps the most intagegtart of this market opportunity is really the value that companies will place on tl
network quality, that network availability. Now a see a strong analogy between what we are talking about here ar

and IT in the corporate business markethw wh a t we see in telecoms and me
who has control, who is able to command control of that value in the distribthiohk @reizre going to have the
same debate again. 2@ is the largemlayers, thé arpdiases, havesakiygdplaymp o r

in this markethaerms of their network spending capability, the SME guys haven't, so what | see as the biggest c
for cloud computing, where the bighgvotential is, andwill only be unlocked by working together with the telecoms
market, is how you really seize that SME market potential and tetiatidisgetaling power.

Thank you.
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Thank you. Thank you Matt. Many of you will know tltsagitaée
Economy Bill is going through Parliament at the moment, it started in the
Lords, itdos stildl being discussed
if you are aaware of that bill, please have a look at it. In fact | think
Westminstes=orum have had seminars and they have some notes outside
notice and if you have any particular views, do let them know to Minister:
Ben Bradshaw or the Shadow Secretae, 6fC3ts Jeremy Hunt, or
indeed Ken Clarke, Shadow Business Secretary, because your views
absolutely vital. We have got to
but from a national perspective, from the community, public, private an
hybrd, we need to make sure that this roll out programme is both univers:
and at speeds where we can not only help SMEs but large businesses as
So we need your input from industry, so thank you.

We have some time now for questions and answeérs;, &buoinutes, |

can tell this is a npalitical audience because it says questions and
comments from the floor, and we
the floor if it was in a political audience, you would never get the
microphone off somebodylgestions and comments. Sir.

From Becta.

| was wondering if the panel had any opinion on how to avoid cloud
computing accelerating the digital divide issue. | mean it has been touct
on in the | ast s p e a kfearhighs speedfallyne n t
resilient network across the country. How can we mitigate those issues.

On speed, you mentioned about speed.

I dondt know if this is specific
of initiat v e s, particularly out of Lor
will start to address that. How that is going to get forwardxh the
Parliament is not clear to me yet. | think everybody has acknowledged tt
t hat ri sk i sscdrthirdyraeuch bigged groblene thah it veas d
7 or 8 years ago with first generatiobt@aadd net wor ks . Wh
potentially the interlinking between thesarkeismthe analogy between

the media in the consumer market and between telacsimesand this

market is quite interesting and what | was talking about, about the potenti
for shifting value around that chain could support more extensive

deployment. Now the divide issue is really bBra n é . we | | pri
urbanfural problem, sball comes down to location of businesses and
generally they are more urban tha
but generally the concentrations
cloud really alleviates that, lpau#tart to thik about all of the potential
that it could wunlock for smal/l b

strong overlap with the kind of rural agenda and we know Defra and CLC(
are particularly interested in the kind of exclusion issues around lack
boadband in those kind of outlyin
not obvious that thereds a very s

Thank you. Steve do you want to add something to that?

| thinki t 6 s a | thinkan thei geosl gide.increased use of cloud
computing will drive up demand and that could lead to a virtuous cycle.
think on the Digital Britain Report, | think it was a missed opportunity, it
doesndt seem tr@competiohgas anation with cobnaries w
|l i ke Korea, you know theydve got
we look at the stimulus funds, we are talking about high speed rail networ
and investments there and completely missing the natds féthewh
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equi val ent of our industrial rev
opportunity. | think that we have the right to expect that Parliamentarian
create the conditions where these things can happen and they either hav
do one of two thingsther they provide the investment to overcome this
issue and to get a reasonably high speed network across the UK,
alternatively they create the conditions that allow private enterprise to c
that and they seem to be sitting on the fence in &yimg, afedl you

need to put all this investment in but then we are not going to allow you th
opportunityor thet i me t o take the rewards
failure of policy and very disapp

| completely agree and as | say get your views and thoughts in sharpish if
woul d. Thank you Steve for your
asked a question and I will come back to you if | may. Sir and then you sir

FromEURIM, Information Society AllianceRasgarcher to Nick Palmer

MP.

A question primarily for lan but also to pick up on the remarks just made b
Steve McGibbon. A couple of months ago | attended a workshop a
Inmarsatwith a similar range of dedsgahd a similar number to those
present today and one of the guestions that the various teams we split ir
had to answer or addrgas the inevitability of Government services
migrating to the cloud. The only delegates who thought this was no
inevitale were two members from the Cabinet Office. Have you been
talking to the Cabinet Office about how you can bring the plans to
Government?

Well, wonderfully ironigabf course, Martin Bellanho leads the G
cloudprojecworks for the Caleit Office, as do several of the others who
are sponsoririge apps store is sponsorficabgcriptggg o |t hi nk
inevitable that Government services such that can be delivered will |
delivered by the internet and therefore cloud comphbérag thié heart

of that because we published the swine flu database, it broke moments I
when 6 million people tried to access it, well we have to build systems th
are scalable like that, so we have to build applications and services that
can deler the system at home. A lot of you will have found over
Christmas, when we had snow, that you wanted to know when your dustk
was going to get emptied next and
not published. The obvious place to go ihenntertnet. We can save a
great deal of money by making seil
the right way to do it. | did ascribe this yesterday as Googlefication of th
world or Amazowell Simone has gone now but the Amazonisation of the
world. You know we expect to go online and get things there and then &
any time of the day or night, so we have to build systems that will scale
me et demand and we have to be ab
what our kids are growing up &cexp

My comment as far as the Cabinet Office are conteined, c | ear t
get thisThey wunderstand it I donot
Government particularly empowers them to do anything about it and so it
a kind of rore federated CIO Council that is making decisions and | think
the evidence seems to suggest that they all see the benefits of shared se
| also think though that it is going to be very important for UK Plc that
Local Government participates is this, my concerns are
the role going to be of Local Government than it is of Cabinet Office and |
think that thatds the thing that

Excellent. Thank you. Sir.

FromAanonxe.

| am running a nfar-profit venture to bid for some funds from the
European Union to put in one of these rural fibre networks, so this goe
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lan Osborne:

Mark Pritchard MP:

© Westminster eForum

back to the digital divide. We have three or four different problems. The
first problem is we candilgainderstand what the costs of putting in the
fibre are going to be and the Government take in particular on rates is n
clear. Second problem we have is that the regulator isn't releasing t
spectrum, so there is spectrum there that we might beealidat we

can't. The third problem is, how far do,wepgoticulain promoting

and talking about the benefits of carbon offset and the kinds of things the
could be done there, and there might be a role for Government in promotir
projects dthis sort, because if you could offset carbon and you could say
that the data centre would reduce travel, would that not be of real benefit
the economy?

| will start the ball rolling. You are quite right. Carbon emissions, | fear a
themoment that carbon emissions and the carbon offsetting argument, tt
whole carbon debate climate change might be undergoing one of tho
wobbles, just because a couple of scientists perhaps might have mad

mi st ake, everyone i dpiteofeal ther egidedce. | i ¢
So itdés quite right that we shoul
at wor k. Dondt examine mine too

in Scotland, but you know. The truth of the matter is we shiakilagbe thi
about how we can substitute services for which we jump in a car and dri
somewhere with another way of doing work and there are a lot of thing
online now that you can do that just come sort of for free. Skype with
video, for example is a wondeafulof working with people. So | think
there does need to be a push. | have to say the G Cloud Project has tha
part of its agenda too, the idea is to reduce the carbon footprint of the
existing estate and enable collaboration which would thenttdhe p
remove the need to travel, so those are goals that are part of that program
but | dondt think we are doing el
the European Code of Condwetr Dat a Centres and
for registering thearbon emissions that you currently generate and a
commitment to reducing those over
and friendly but we are not really moving very far. Government, | think, ce
really lead on this, it can decide to do it agd tféand do it and then

beat the rest of us with a stick.

lan thank you. You mentioned climate change and | think that leads u
nicely on to our next panel discussion, Security and Reliability. Whethe
there is a cyber attack particular university to extract this information, |

will leave it for other experts in the room to confirm or deny later on. But
can | encourage you to thank our panel, it has been a great discussion
also whilst clapping, if you want to stretdagetor 30 seconds, feel free

to do so and | will invite the other panellists up in the meantime. Thank
you.

Okay ladies and gentlemen we will go into our next Hessiogou.

And | would also like to recognise, as the Americans say, labrd Harris
Haringeynice to see you Toby, welcome, who is going to be Chairing this
afternoonds session, soé. Well we
security and reliability and information assurance and again we have a g
panel to talk us throubgbge important issues, we touched on it earlier but |
think we are going into more detail with our current panel, which is grea
news. Again gentlemen, 5 minutes each if you would and | am glad to rep
we have something different at the end, armddbet feom Peter Bradley

and Richard Prodger, so we are looking forward to that duet at the end.
can | welcome, first of all, Tom Greenback, Solicitor for Outsourcing,
Technology and Commercial at Pinsent Mason and we are looking forwa
to a legalew. Thank you.
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Security and reliability
Tom Greenbank, Solicitor, Outsourcing, Technology and Commercial, Pi
Masons

Thank you very much. The focus of this particular panel is on the security and reliability of cloud computing

Other menbers of the panel are probably better placed to address the more technical aspects of these issues, bu
guestions on the agenda, do fall fairly squarely into my areé.whatseetke legal issues surrounding the storage of
data onlirkeRAnd who is responsible for safe storage and the contents of files in the cloud?

Tackling the first question first, | think the legal issues tend to fall into three general categories:
1. How is the cloud regulated?
2. What is the contractual position betineenpplier and the customer and how is that balanced?
3. Related to the contractual points, what practical issues should customers and suppliers bear in mir
entering into these agreements?

In terms of regulation, probably the most widely appficabieiscthe Data Protection Act. The Act imposes broad
obligations on those who collect and use personal data and it confers rights on individuals about whom tha
collected. The meaning of personal data is actually very wide, bueirsa fjeaktaissto data that can identify living
individuals so it would include things like names, addresses, email addresses, phone numbers and so on. The
from European law and it says that generally personal data should not hesicnsfetihedEuropean Economic
Area, although there are a few exceptions to this. So obviously, as we have heard today, one of the key featu
computing is that data services are shifting from the server room to somewhere elsewnthkerefcally Ns
somewhere could be anywhere. So if you are signing up with a cloud provider without checking where your d:
located, that could quite easily land you in breach of the Act and this could be a quite complicatad @ercise bec
have already heard from some of the service providers, these data centres are distributed globally, &g it might be
to find out where your data will actually end up.

So what do you do if you know that your data is going to badistettioe European Economic Area? Well if your
service provider is based in the US and we have heard about this already, then make sure it is signed up to the
Scheme. This assures an adequate level of protection. If your datdhis efdgwealistic option is to get the
provider to sign a contract that contains European Commission approved model clauses which provide similar sa
the Act.

Another effect of the Act is that a cloud provider is likely to be ctagsifeedrasessor. This is because the service
provider is holding or manipulating the data custeomesway. The effect is that the customer, which could include :
Government Department, as the controller of that data, must obtain sufée®ftoguan@ntioud provider that it is
taking appropriate technical and organisational security measures to prevent unauthorised access to er loss of th:
customer also needs to take reasonable steps to ensure compliance with thbses filedguceseghie an audit.

Now obviously this isn't going to involve wandering around the data centre with a clipboard counting little blinkin
lights but it will mean asking real world questions about security, access controly,diszestammenvein the event

of a fire, and how they vet their staff.

Outside of the Data Protection Act there may be significant other regulatory requirements. For example we h
already Sarbafiedey. In these circumstances, you migbturelsdtake detailed due diligence into the operations of
your cloud service provider.

The second legal category relates to the contract between the customer and the supplier. Broadly spea
procurement should be treated in exactly theysasneowaal IT procurements, but there are a few quirks to bear ir
mind. If you are procuring a standardised commaodity service from an established provider, such as web based
applications or some CRM platforms, it will come as no stihesstdindard terms and conditions for those services
are weighted heavily in favour of the provider. | have got some examples with me today which are from some of
cloud service pthefestodeer s out there. Her eds

6 We d o nntbat thewservice afferings will function as described, will be uninterrupted or error free or fr
harmful components or that the data you store with in the service offesemsevdlr bt otherwise lost or
damaged?d

So put another way, #mwise won't work, we can corrupt your data with viruses and then lose it for you. From ani
provider:
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6We shall not be responsible or l'iable for the
customer data. o

l.e. we tooave the right to lose your data. And even if you do get some assurances these are usually pretty v
example service credits are commonly the sole and exclusive remedy for any outages. Other types of losses al
excluded. If you tiy hegotiate these terms, the response from the likes of Amazon or Goahisviks loeimo
model , if you amend our terms then we can't teeli ve
a customer into the sermidéeg ht not be appropriate for the Govern
talked about, and to be fair to the service providers those are inexpensive off the shelf tools. If you arg procuring
a little more bespoke, or if youshdfigient commercial clout, you would hope that you could negotiate more favours
terms.

Which leads me on to my final point and that is to ensure that the practical issues are understood before you Iz
the cloud. You lose control of yata when you hand it to a third party provider, so you need to cater for this in tl
agreement. You might want to switch providers in the future or the service provider might exit the market.
circumstances, how do you get your data back&ckmtabke taken and when? What format is the data in and is it
compatible with other service providers? Government customers are likely to want to know the answers to thes
and they are going to want common standards as well.

So, with albf what | have just said today in mind, the second question on the agenda asks, who is responsible
storage and the contents of files in the cloud. To that question, all | can say is this. Unless it has leien agreed c
the contract, tikeneral position is the customer is responsible for the data it hands over to the cloud services provi
Thank you.

Mark Pritchard MP: Thank you. Great, Tom thank you very much indeed. | would like to invite

Rik up to the podium or lectern. RtkdsSenior Security Adviser at
Trend Micro. Welcome.
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Security and reliability
Rik Ferguson, Senior Security Advisor, Trend Micro

Thank you. Good morning still to everyone. Confirm my geek credentials by havimgyntgpbapesnd not on a
piece of paper. I have tried to blend in today, I

When it comes to cloud adoption the major barrier to ClOs, certainly in this country accordinig teesuritgy data
threequarters of CIOs cite security as being their major barrier to adopting cloud services. But, if you look u
services in Wi kipedia, I know itds Wi kipedia so h
seurity is cited as one of the major benefits of cloud cogputing.her eds obvi ously a di
thinking about how can that be and | think really the problem as well as the technology is also one of language, ¢
cloud, awe have already heard today from several people, has different meanings to different consumers of cloud
can be applied in a multitude of different ways. In fact the term cloud when applied to clouds can have a whol
different meanings well, so there is not a lot of clarity there and unfortunately, the same is true of security. You k
you ask a sysadmin, a network admin, a security guard, and auditor or a 3 star General what their meaning, the
of security is, yae @oing to get a different answer every time.

When it comes to executives, really security for them is all about control and accountability, they are &vo key phr:
executive lexicon when it comes to security and the problem is whenlowel carsioes we outsource a substantial
amount of control, but we donot out source any acco
reason why it becomes a barrier to executives to adopt those services. Sdthe dhallerspeise, how do we
provide the appropriate level of control and security to reassure those executives that they can be held account
services they are consuming and the protection of their data. So we need to look atithieuedariddbefuffy

term cloud and some of the biggest ones have already been mentioned, things like virtualisation, things like mt
and storage area networks, these are the engines that power cloud and we need to work cose amalyHovsecure th
can we secure data and how can we secure systems and make sure that that security is sticky because things
and multi tenancy where virtual images can move around from one server to another, from private cloud to public
you won't necessarily know at any given point in time where you system is or where your data is, means t
consumers of cloud and we as security providers need to rethink our security model and | think this is probably t
challenge. Thewd@y model traditionally has been one of outside in, so we build our strong perimeter and then we
different layers behind that to build our layered security model, always focusing on the intruder coming into our
trying to steal our stu¥i/lhen we become consumers of cloud, we actually have to change the way we think and fc
inside out security, so first of all securing systems, securing access rights, securing data and makirge sure that \
whole computing chain because @oititethe components can exist anywhere and we look less from inside out and r
from outside in.

Trend Micro are a security company of 21 years pedigree and you may think well whalvaar e @uystinow

about cloud security? Trend Micrthevdisst company to build a fully integrated cloud based network that powers o
technology, so we have learned very organically about the problems manifest in building and operating a cloud s
built our smart protection network on a globabbaisivide rapid dynamic updatdmeupdates to our installed

base and it is through that that we have learned the pitfalls of securing virtualised infrastructure and made some
acquisitions over the past 12 months as well and we amaocsgice some very exciting stuff as well around data
security. In data security terms, if you are a cloud consumer, one of your biggjésbotracrogtito X provider

and | give them my data, how can | be sure when | want to chantatpmoyidata has really been removed from my
previous provider. So we are building technology which allows you to only put encrypted data in the cloud and y
in full control of the keys at all times, so when it comes to moving servicgsdatareeven should it remain with

that service, it will remain in a format which is unusable to the provider.

Welcome any questions about the technology and also about how can we ensure that control remains with the
and not with the cloudyder.

Thank you very much.
Mark Pritchard MP: Thank you Rik. Trevor if you would like to go to the podium because |

have great pleasure to introduce Trevor Dearing, Head of Enterpris
Marketing at Juniper Networks. Welcome.
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Security and eddility
Trevor Dearing, Head of Enterprise MayHetiqger Networks

Thank you. So | am going to do things slightly di
have to admit your stamina, if this was a financia\sayiees would have had two coffee breaks by now, so | think
you are all doing very well.

I really must reinforce everything that everyone
traditionally built, as we said, likesatcl e i n our data centre with a moat
of some servers and said that device secures that application for that group of users who are using this particula
the world of virtualisation, and Wast to add another new as a service which has crept up recently which is deskto
service and desktop virtualisation, everything moves around. A security policy was traditionally built @round defir
in a firewall or intrusion preventevcethatsaidthis server with this IP address and that device with that IP address h
a rule between it. The challenge with virtualisation is that can change from minute to minute, second to secc
application moves and as the user movesesbameew model and that model really is around changing to somethi
more like a hotel. When you go into a hotel, you give your details in at reception, you are given a card, you car
room, every time you ¢ omeasurediandave knowowho hashbean intwhaarboin and whe
has had access to what device and what information. So we sort of have to change and start to go away fro
protects this application to, this security as a service protects what we are doing

And really the key pieces to this are around the concept of identifying the identity of the user, the loahtion of the
the application because we sort of have to stop thinking physically and start to think where these people are anc
ae doing and what application they are using. So it sort of starts to change the whole process, the whole way w
and potentially the types of devices we use and how we link them together because if you start to think about the
the clad and how that is made up, we are made up of potentially a group of clients, a high performance network
data centres. And traditionally as we said, we have sort of been responsible for our own bit, but if oureown bit is s
else, how are woing to be responsible for that. So potentially, we have to start to think about, you know, how !
securing things within servers and within the virtual machines within the server because, you know, when we

about the cloud it could Hegte cloud, it could be hybrid it could be whichever piece. A lot of the attacks that we

see may come from the virtual machine, so potentially we have to be sure that we are providing that and whethe
service providers will allow acdessatt | ayer to sort of be able to emb
have to make sure that as information moves around
important and also we have to make swe dhatproviding support from the client to the data centre. So you are s
of thinking about the whole concept of a virtualised security service. And the other key piece that goes along w
being able to measure it and report on it, sb gbgetdo a point and this is something that is happening within the
vendor community where we sort of have to start to work together a lot more. So organisations and we are part
have to standardise to a certain extent security, ahdaalseewet o open up what we ar e
opened up our operating system and opened up some other aspects of what we do to third party developers wh
applications that actually automate the security process as well amthermtadployment process.

So as | said, really the key to this is to sort of stop thinking about the device, stop thinking about the thox and thi
security as a service, and the other thing that happens is that the benefits of clodd/icalmdingndrom an

economic perspective are quite obvious and so the drive to go down that route and to go down that route to m
savings quickly are very strong, but | would ask to make sure that as you go down that route tgustitdke a minut

about what are the security implications and what ¢
model or a virtualisation model and make sure that as you do that you are taking that into account as well as loo
benefits and theé..the economic benefits of going

So obviously we take questiagthe panel, but | would like to thank you for your attention.

Trevor Deariigs Power Poi nt pr e sremthedotlowingdinkc an be downl oaded
http://www.westminsterforumprojects.co.uk/forums/slides/Trevor_Dearingfeb10.pdf

Mark Pritchard MP: Thank you very much. Thank yeudr. It gives me great pleasure now
to introduce our next panellist, John Colley, Managing Director of (ISC)2.
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Security and reliability
John Collefanaging Director, EMEA, (1SC)2

Good morning. | am going to look at this from a slightly diéfiepmint. | have been in information security now,
running security department more of late being responsible for a security professional organisation for about 19 y

Sorry, can | ask how many people would describe themselves a steimithepeoial? Okay a handful. Right, so
okay, that means | have got a fairly wide brief on what | can say.

Okay, well when you talk about cloud computing to your information security departmgrgayhaivedl the first

thing they say isbthe sky is falling, the sky is falling, hi
what we can trust, how can we be sure that what these people are providing is what they are going to do, should
it, whatodbusheesisslandoml it hehe rest of it. So they
t hought about, they donot know how to secure it.

people, their response isite wmolicy. (This is definitely not working). Here we are, and the policydisually say
donot , under adiyt @d rtcaamsdamgesousise Now we have se
mobile devices, we have seen itwighlwe ss net wor ks and we see it now \

reaction of the information security department. But of course what they have actually got to do is get real. The
case for cloud computing, as we are begheangaaday is actually overwhelming. So it will happen and it will happe
with or without the blessing of the information security department. So the people working in information secu
those of you clearly who are not working in informaiign mecyou have got to go back and tell your information
security department that this is what they have got to do, they have actually got to change the way they work.

So the information security role really is to work out how to make it happeorkseairbow to minimise the risk,

but at the same time ensure the business understands both sides of the risk benefit equation because quite ofter
will only look at the benefits side, but ignore the risk. So you have got totoratipouséairity department round,

so that it actually looks more at how things can be done rather than why things can't be done and that quite often
change in mindset.

There are some things to be concerned about though, and sonee ofdhlese baa dy been ment i one
|l i ke service | evel s, how can you ensure that t he
guarantee on service level. How can you guarantee contingency and@esovery® &Vhat e s i | i ence r
you know your data is secured unless you are using something like the Trend product? | have called it software |
people know what | mean by software hamburgers? When you buy a hamburger, ndnay@rehgoea bayidea

what goes into that hamburger unless you actually made it yourself, or unless you have actually gone into the k
watched them make it you know i f it i s a Gadutdon |
the point is you dondt really know what has gone |
know what has gone into the other aspects on this slide as well, you know the service levels, comdagehcy and a
it, you are taking a hell of a lot on trust.

But there are some other stuff you have to worry about as well. If something goes wrong how do you carr
investigation over the cloud? How do you carry out computer forensics over the clondastutibt pamyveahat

things have happened? What happens if you are involved in a legal case and you are asked to show disclosure
is held in a jurisdiction where maybe you can't disclose it? And how do you go about auditinghetdh@aking sur
service you are getting complies with your securit
other things as well, there are some people stuff. We heard the very first speaker this morning sayiggt, anybody |
a credit card can actually start a cloud service. Those of you responsible for IT, if anything goes wrong with tl
service, no matter where it has been initiated from, you are the ones that are going to take the blame, not the po
hasjust thought he is doing good by contracting for a cloud service. How many of your people are using thi
salesforce.com without you knowing about it? How many of your HR are actually using an HR software service
you really needtoundersd how i td&ds being controlled and how it
they can't just contract for a cloud service because it is actually committing a lot of reputation and rigk to the org
unless it has been thoughighroSo basically how do you stop the rogue use of those services?

So the wawrfward then, | think, is thi@d really. One is changing the information security mindset, so that is rea
concentrating on how to do things rather than concentratmgraent of why you can't do thigs.obviously

need to identify and think of all the service issues, not just the obvious ones like availability, scakthilitig, and all the
but some of the security ones as well, but | would strefisirtagdhenave really got to concentrate on are on the
people issues, things like education, understanding and awareness and they are different. You know you can ed
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but do they really understand what it is they are doing and arefthdyabsiturations are required when they have to
do those things.

And finally to quote the old Russian proverb that Ronald Regan made so verydfgowhave tiab got to actually
trust people but you also should verify that they arecauguiiltyraght things.

That is all | have got to say. Thanks very much.
Mark Pritchard MP: Thank you. Thank you John. Can | welcome now Peter Bradley Stal

Officer Operations for the RNLI and also he is going to be supported by
Richard Prodger, Tatcal Director, Active Web Solutions. Thank you.
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Security and reliability
Richard Prodger, Technical Director, Active Web Solutions

You wi |l have heard fr om myfcensetnareundksecurtyaamdeadlidbilitysandsa loh e
of peopl e wildl be put off by whatds been heard. I
Peter, | am going to give you a real life case study of how youecanebaild eeable service using the cloud.

Security and reliability
Peter Bradley, Staff Officer Operations (Communications & Information), RNL

Good morning everybody, Peter Bradley from the RNLI.

We were concerned over the years about the hiivabdostotamongst fishermen operating small boats because they :
not as regulated as they could be. Bet ween 20 anc
not knowing where they are, having to do massive sesrohsattdiry and find people, so we developed a system i
conjunction with AWS which has been hardwired for the time being and now we have just deployed the systen
cloud and we also use a cloud based system for our customer relationperatimyamevelo So | am going to
hand back, just very quickly to Richard to explain how it was deployed, but at the forefront, | am just echoing w
was saying, at the forefront of t he thBsHis aclually addrassek i n
in this presentation. Thank you.

Richard Prodger, Technical Director, Active Web Solutions

Thank you Peter.

ltdéds quite a fussy slide but | will try,anddsalke syr
of electronics that is fitted on to a fishing boat, down in the left hand bottom corner there. The fisherman wears
wireless pendant round his neck and if he falls in the water that sends a man overboaidiuatasediite the
constellation down to a ground station and then we pull those messages back into two data centres. One |
i mpl ementation where we are using Microsoftds offe
system which is ur avon dataeaotre and then those alarms are processed and the appropriate action is taken and m
are delivered through to the RNLI operations headquarters down on the south coast and then on to the coastgua
responsible for initiating terch and rescue. So from a safety perspective, and this is a safety of life system, this I
reliable.If any of the elements of this system were to fail, then there is a potential impact on the service level a
providers of this systemfot he RNLI, as you can probably apprecia:
into our contract. So we have to be very comfortable that the service that we can offer is actually going to deli
those service level agreemeriteere are a number of particular aspects of this solution which | would like you
consider. As Peter mentioned, we initially started with our own on premise system in two separate data centre
which allowed us to replicate the data.s M@have moved to the cloud, essentially what that has done, it has given
third, or a fourth, or a fifth, or as many as we actually want. So not only does it provide us with a adiability poin
provides us with a scalability point. Bie asrvice develops and we extend it out to further markets, what it mean:
that we can grow this service in an organic way as the customer demand increases.

There is a very important issue here around what data is stored in the cloud prehigeatpiarocularly as this
system is regarded by the fishing community as a
they are fishing particularly, this i sheRNLIeheywtmuste gul
with that data, so the information that is stored in the cloud is no way attributable to an individual. The informatio
who they are when it comes to a search and rescue situation is still retained on premise in ¢ha ¢uaentiinmple ,
encrypted on premise even, but there is a requirement here for the cloud to be able to talk to the on premise sys
is a hybrid solution here. The customer information is never transmitted or never stored in tesedalidcdtlys acce
by the end user console applications.

So as far as information security across the wire is concerned, that is handled currently by digital encrypt
certificates and encrypting the channels that we are using across theinterriety ®geirements of this system in

the early design phase was that should there be a catastrophic failure of the internet, which there hakdeen, in fac
lifetime of this project there was a major outage in a BT core node arndsiveuaatatdlycentre went off the air, our
main data centre went off the air. Fortunately we werealitetteereraffic immediately to theupadita centre on
another segment of the internet. Now actually providing multiple points ofodi¢plsysnériion means that in
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reality the whole of the UK could go off line and this system would still work. So these challenges that we have h
security and reliability can be o0V e indhismpaticulanadea, but e r €
from our perspective and from the RNLIG&s perspecti

Peter.

Peter Bradley, Staff Officer Operations (Communications & Information), RNL

Just coming back to me. We have got 350 fishirfiftedssel$ar, installing at a rate of about 10 a week at the
moment. We have actually saved 9 lives with this system and others assisted as well where there have been f
vessel or whatever and they have wanted us to come to resfiohdetotikab s a r e al opportun
and rescue response through cutting down search time, taking the search out of search and rescue and a
operational costs and improved information to the coastguard as it says onrtlieglaéngBatthe cloud as well,

if we did eventually switch off the hardwired system which we will be facing that challenge in the future, we will k
reduce costs significantly and | am looking at Microsoft, Steve there. Firsti@tath sawptichhk you to Microsoft

for the A5S5million donkthnhda donaheoRNaf bmeecabfywa
deploying through the cloud is to enable the RNLI to apply money to other serviceddikaalmigdingliid if any
anybody else in the room wants to match the donation by Microsoft, | will be very pleased to talk to you. Thank yt

Richard Prodger, Technical Director, Active Web Solutions

Just finally, | touched on this briefly earlmrt drthink the key thing here is that this infrastructure now gives us the

ability to scale globally to support millions of d
from organisations like the international maritinsatiwmgaregulation of the sea is going to become more important fol
smal l er vessel s, so thereds an opportunity here to

the ability to scale it out without massive step chapges weCQan do this almost entirely on an Opex thing now and
grow it organically. That helps us drive end user adoption because what that means is that we can keep the end
RNLI can keep the end user cost, or other search and resmre dogahatamatter, the end user cost of this system
down to an absolute minimum. | also talked about the benefit of an off-ppesyiseetadk the fullness of time, as
Peter said, we will migrate the whole thing to the cloud once tiemederdidéace there that we have that in place

and al so it means, and | have heard some of t he s
know whether we can upscale it in microseconds which | think was one tf éaglieontaeyou can certainly do it
within minutes, so if there is an increased demand

One other key thing on here is that because of the use of the Microsoft offering Windows Azure, it allowed us tc
our exting application, which was all Microsoft based, and the dot net framework for those of you who may
development twist, move that very easily into the cloud withoutemgivegerimg exercise, so the actual cost of
migration was considerablicesd

So we will take some questions at the end.

Thank you.
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Security and reliability

Questions and comments from the floor

Mark Pritchard MP:

Vince Braithwaite:

Mark Pritchard MP:

Lisa Randles:

Mark Pritchard MP:

Utkarsh Guleri:

Mark Pritchard MP:

Richard Prodger:
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Thank you. Thank you Richard and thank you Peter, thank you Microsoft
and also do pass aur thanks to everybody at the RNLI for all the
excell ent work you do, we remain
going to change and rely very heavily on the expertise and excellent w
that you all do, so thank you.

Public Mdia.

| was very interested, certainly in the last presentation in particularly, b
picking up on Rikds point about
admit my thinking about all the issues about the cloud was very muc

around continuity of keepimgths er vi ce goi ng, so t
that Richard brought up the point about the continuity of service. But wha
I am a bit confused about i Sé. bec

are using is very much based in this country, evgoutmoagive using
possibly new systems outsida @rder to support the service if there is a
power outage or an earthquake or whatever in a certain place, sol am a |
bit lost as to why is that not under UK laws, you know what | mean, becau
youar e operating the system from
because it goes into the cloud, if it goes into another country it suddenl
becomes under their jurisdiction, could somebody explain that.

Okay, given the shortagenos if | mayp u 6 | | recogni se t
Leeds United Hat Trick and take three questions and then we will have t
wrap up. So we will take another two, thank you, and then the panellis
will choose. Over there. Wonderful, the first ladiagf thenderful.

From the Business Software Alliance.

This is probably a related question, but | wonder if the panel could talk a b
about the policy implications for the cloud and not just here in the UK, but
when you look at this beimgal cross border service model, what are the
policy implications and what do you see coming down the pipeline there?

Thank you. Final question. Right at the back.

From Argiva.

All these security issues andngfbatk to lan about the virtualisation

that all this is not new, this has happened in the past and we hav
experimented quite a lot with this, | am referring to ASP which went dowr
with dot com bust. So what makes us think that cloud computing is goin
to sustain. I mean these i1issues
like ASP have fallen down, why not cloud computing.

Okay thank you. On the second question, Tom do you want to prepare fc
that if you are happy to unlessvgat somebody else and who wants to
take the first question. Yes go ahead.

The first one, with regard to the location of data and where it is stored an
the relevance of that. Yes in this particular scenario when we were fir
develapg this application in the early part of last year, the only locations
that Microsoft had for their data centres were in the US, so that was a
issue, or certainly one that we considered because at that stage we v
considering putting customer datahateloud. However, since then

Microsoft have an EU data centre, recently announced in Dublin, so w
could put the sensitive data within the EU boundaries. However, the
application, as it is currently designesotdsésre any, what would be

regardeds sensitive data in terms of Information and Security Act and sc
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Mark Pritchard MP:

John Colley:

Mark Pritchard MP:

Tom Greenbank:

Lisa Randles:

Tom Grenbank:

Lisa Randles:

Tom Greenbank:

Mark Pritchard MP:

Rik Ferguson:

© Westminster eForum

on. So that isn't a particular issue for us, but it should be an issue fc
everybody thatés thinking about |
attributable to individuals. Doestisater your question. No?

Does anybody else, briefly?

Yes, Il think itdés interesting bec
started asking questionlikes | | whereds my dat a

all therest of it, the answer was well it could be stored anywhere, and ths
was really quite unsatisfactory.

are beginning to recognise that because of, particularly, Data Protecti
legislation, they are actualiygewvsao h wel | t hi s part
data we will actually store on data centres in the EU for example, or i
North America and so on and so forth. So the thing seems to be changin
guess thatds how theseassdlr vi ces a

Thank you and in fact | think Matt mentioned earlier about the layered
approach and | think thatds comin
you would like to kick off on policy.

Sure, yes. By poli@n assuming you mean Government policies about
how to approach c¢cloud computing.
have already heard today about th
being taken extremely seriously by the Govenmdeoestanes involved,
thereds a | ot of engagement with
onwhat i sks should be mitigated. |t
the tracks already the US is quit

| g u e s asking sownach abdut Government adopting it as what kinds
of things are happening at EU level, what is the need for some sort ¢
international policy that addresses security issues in the cloud, given the
sevice may have a data centre in Saa Baolkentre in Ireland and a
data centre in, you know, Prague,
about, you know the need for policy solutions, public policy solutions to
security issues that are being raised by the cloud and so | was thinking m
along those lines.

Right okay.
At national level as well as kind the broader international landscape.

It has been talked about and | understand, or | have read it, there is a &
being discussed in the Uieatmoment about addressing these issues
within that jurisdiction. Obviously we have got the Data Protection Act
which covers the UK and Europe, more broadly than that on a global leve
am not sure, but there are a number of initiatives that ane abthang
moment, organisations are looking to get consumer confidence in clot
based solutions by, a bit like a kite mark or a tag which means that the clo
service provider has ticked a number of boxes about security, about how t
export data, howethback it up. | think the objective is really just to get a
bit more confident so that you as a consumer or as a buyer of that cloL
service, knows it os been i ndepenc
else independently.

Rightthank you. | am not sure if you were here earlier, but lan Osborne, al
you still here, lan? Yes. lan Osborne down here | think you might want t
have a chat with |l an because hebod
coffee, just to be helpfultbabk you Tom.

Can | just add a quick poimthagas well.
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Mark Pritchard MP:

Rik Ferguson:

MarkPritchard MP:

Trevor Dearing:

Rik Ferguson:
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Yes sure.

When it comes to policy, obvious
important to considergulation as well, things RgDSSis a really
important global regulation and what we are seeing happen in that space
vendors and consumers are making sure that their cloud implementatic
conform to existing industry regulation rather than trying to design new
regulation because thililge PCIBS it has its problems and it has its
detractors and rightly so, t her e
written in such a way that you can apply it both to the physical environmen
to the virtualised environment and to theectoudi r o n me n t and
way we should be designing policy in that it can be equally applied acrc
environments not trying to create specific policy for specific environmen
because the nature of that is that they are going to change over time.

Absolutely and dsre kay ita Conservative, there needs to be a Brussels
based approach to this European Union wide and really monitor and folloy
closely whatds happening in the L
and that onraore global level. Right final answer to the final question.

| will take that one. So the question was about why do we think that the
cloud is going to survive when the Application Service Provider model of t
early 1990s failed tn ol d enough actually to
which was 10 years before that as well. | think the difference is is th
accessibility and the infrastructure. The ASP model sort of failed on lack «
bandwidth, lack of reliable communication,dask deployment, lack of
provisioning, lack of measuring, there was just so many things that we
against it. It was a good idea a
| think where we are at the moment we have a set of technologies and
havea huge amount of available bandwidth to be able to do this and | think
as we said, we talk about the cloud it is a selection of different definition
but the reality is that a lot of the technologies being developed for the cloL
will trickle down intché enterprise, into Government, into your own
private net wor ks anyway, whet her
security, whatever it happens to be so the key bit that is missing is going
be the automation, the easy provisioning of thisywhatbdsuilding

your own network, whetherhaue the UK Government cloud or whether
that is a third party cloud and being able to provision across those thre
areas is something of a challenge and there is an organisation called
Sphere which is lookanghe ability to do what they call cloud bursting, so
thereds another one for you, whic
you can easily use someone el seds
all your control across that level, s& lttlsithat the technologies we are
using are just much more mature than where we were at the same time v
the ASP model.

If I could chip in a little extra bit on that one as well. One of the things that
persuades me personally thelbtieeis absolutely a viable model and has
longevity is the fact that it has already been adopted by criminals and th
areé. this is absolutely true, t
adopters of technology that is going to work and goingrtastidior a

long time. So we already see customers of Google, customers of Ama:
who are criminals and who use Google and Amazon services, among oth
in order to run oomand and control servicdsotoets in order to launch

spam campaigns in aaaost phishing websites. They see the power, the
scalability, the availability an
through cloud services and they are using it to its fullest extent, and for n
thatds a real st r tickaouridfodailongtime. r t h
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Sessi odaosimghemarks d s
Mark Pritchard MP, ChairmanpPality Parliamentary Group on Sdwuerrity

Well said Rik, said like a true security adviser, absolutely fantastic and thank you Trevor, and pandllisénk all ou

and speakers, | think it has been a great morning, | have certainly learnt a huge amount, | hope you have, and t
you for being so well informed in your questions and for being patient and not shouting at me as theyChairman,
grateful for that.

I am going to dash over to Prime Ministerds quest:i
on cloud computing and we will have to see @drelbverBrowar even David Cameron knows what it iseldecau
dondt think | know.

But anyway thank you, bless you, take care.

Bye.

S e s s i oopenioglreanarksd s
Lord Harris of Haringey, Treasurer, Parliamentary Information Technol
Committee

| have been asked to take over the second part oftiinik aotially to be fairer to Mark Pritchard, he is hoping to see
his name in |lights at Prime Ministerds questions i

| think this morning we have had an extremely good overvieweodretetrehe moment, we had a very interesting
session on security and reliability. We are now really trying to look at what the future holds in termsgsf all of the:
and the first session we are going to have is longer than many ajuheilbtiaice yis from Reuven Cohen who is
Founder and Chief Technology Officer of Enomaly and he is going to be talking about the future prospects, less
one of the thought | eaders. [ S U sopwaatto déseribedherdseiies d
as a thought leader, but others can do it for him. So Reuven.
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The future for working in the cloud
Reuven Cohen, Founder & Chief Technology Officer, Enomaly

Thank you. So before | begin | Vikaltb first thank the Canadian High Commission and the Westminster

inviting me to speak today and my presentation, | guess, would best be describekieynotayiveadawynote,

but not keynote. So before | get into it, basiaallam going to do today is give you a bit of a story, a story of where
have come from, how | stumbled into cloud computing and some of my various adventures over the last fev
travelling the world, sort of spreading the gospel of thesdosd.in a

So | have been in a kind of unique position as both the founder of a successful cloud computing infrastructure cc
well as a big mouth when it comes tcctomlp ut i n g, S onique loportdngty tafind/neyself imarioas
sttrage and interesting situations, Il 6d figure | woul

So first of glivho am | and why do you deserve my time?
Lord Harris of Haringey: Perhaps he would have used the title actually.

Il 6m judtdmkijdigditng,i ddi ng. So I am the Founder of Er
want to spend too much time pitching my wares because | think there are much more interesting things to talk ab
understand how | sort ohfbmyself in this situation, | have to tell you how | sort of found myself in this situation. S
started the company, | suppose 6 years ago, initially just to implement open source technologies within enterpt
midst of the previous downtura ware really looking to save money. The problem was most of the open sol
technologies that | was implementing were not really built for large scale enterprises, they were built by guy
basement, they wer e Dbtdorthetneelsyof aHange bnteliprisd. So | hadhhés gilemnear leha
to take these open source technologies, mostly content manage mdigusgsteiranagasy and practical way to scale
them, which was not an easy endeavour, so what | dasisetienas. t So | created an interface to a relatively unknowr
hypervisor at the time called Zen and what | did was | created a wAPlaeckksibieter became known as a
RESTful interface and | used that as a secure mechanism to sortiofrasiustttine in tandem to the demands
placed on my applications. So what that really meant is | separated each of the components horizontally, :
replicate them based on the demands so | could use this APl and elastically scale updanmidahds doaminar

2004 which, back then, the basic premise for virtualisation was take your 100 servers and boil them down to
premise was to do the opposite, take your 100 servers and use them more efficiently, more effectivgly and mor
and as the story goes, people told me | watkethingut s,
on SourceForge and sort of let it bake a while. Opened up a whole variety of opportunities for me because it s¢
the @portunity for elasticity in computing at that time was sort of missing, most applications were static. May
would add some more hardwar e, but thatos about t he

Then Amazon came arou@% and they were somewhat intrigued by my use of elasticity and invited me into this
program, which at this time was a private beta and for the first time | could see the opportunity to useain infrastru
was remote in an elastic way,irid afkhybrid model, one that said | have a data centre or a set of hosting resou
somewher e, but I can also utilise someone el seds
demands in which | need, and this was rewrglatiml roneelse really grasped it, so | became kind of the elastic
computing guy and worked with companies like NBC Universal and others who were trying to sort of figure out
the world this stuff was and NBC actually was one of theefgshgetthat they created a kind of remote free render
farm and that sort of set something off in my head, | saw that there was an opportunity to not only provide servic
is kind of where | came from as a kind of consultant of sorts in mputdmpaiyally offer the elastic computing

pl atfor m, the actual infrastructure as a service
Enomaly is now. Enomaly basically works with a variety of hosting companiesuindelecglobewho effectively

see an opportunity to augment their existing hosting and service portfolios with cloud based services.

So | made a conscious deci si on, I was not glmiimmg to
sort of stuck in the midst of a recession ofldkinds
have been my own sogbaig everywhere else was sort of you know kind of adventurous and it was an opportunity
the world and so forth so it ended being a pretty good opportunity for me so we ended ufoidestigngrojects
clouds on a regional basis, places like Sweden, or the Isle of Man, or Taiwan, or Korea, or China, or Japan, you
get the poingverywhere rather than the United States, which has turned out to be a pretty good idea.

I am also again the advocate in the space, so one of the things | dreamt up was in 2008, it was June 2008
opportunity to get together with some of ritgrfviends, so | thought hey why not c@atel@amyso we created
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aCloudCamm San Francisco actually, at the Microsoft offices in downtown San Francisco really just to have som
with the friends on Twitter at the time, which weresathainiésey are today and what was interesting is thing callec
CloudCamwent viral instantly and the next one happened two weeks after in London, which became one of our, [
most successful locationSltardCampand now a year and a halfatdrave h&loudCangin more than 60 cities
around the globe and itds one of the predominant v
get a kind of pulse for what is going on in cloud computing and more thprosgigessaniactual face to face social
network, so if | want to meet someone in cloud computing | can meet them on Twitter sure, but if | want to actua
someone, you need to meet someone in person, you need to have that conversatipouagdyioy g adtia sort

of old school business mentality, | really enjoyed the handshake, the drinks and late night in the Ginza in T
something, | enjoy that aspect of busin€@sudGampas a facilitator of this, it allowed me to havie gieédohat

pulse of the worldwide cloud. If there is a cloud movement happening somewhere, | am typically the first to know
so tICkhud€ainpomi ng up, for i nst &oul@mpoming uikin Bangdlere, Weahave i r
had previouSloudCanwin the last month or so in Seoul Korea, in Japan we have got one coming up in Beijing, so
me a unique opportunity to get in the local scene and to be honest it was complete dumb luck, it never occurred
we would gglobal, again it was just meant to be a one off party.

So | am also active in the space of sort of an advocacy of interoperability and standardisation. | have had a
different things | have done. A most notable one recently was(aotatifesinever write a manifesto), it ended
up becoming a kind of political document more than anything else, but it was interesting, it was an interesting €
you may have heard of it. Also created a couple of in person eventscio &zoh Feandiork which basically bought
together the sort of key players in the interoperability space, companies like Cisco, and Microsoft, and IBM and ot

And then thereds the Government t hi nigeem toSthmble Byowae r n
through these various opportunities and there is no set plan to become the Government cloud computing guy, it jt
naturally happens, so | need to tell you exactly how | stumbled into this one becausedk givey tolitile US

Federal cloud initiative. So as you know, Barak Obama was electBdrdiOblaehiarevas elected there was a group
calledBlue State which basically handled hisvaoud| |l etds say web infrhesanr uct
basically thank the reason for being elected to his ingenuity around things like Facebook, Twitter and other vari
based infrastructures that he used to sort of gain online momentum, and when he was elected one of the first thi
to his Cabinet wad want change but within the technology field the change that | think is relevant is the cloud. S
the first time we had the President of the United States saying the word cloud computing. But that posed an isst
ClOs wex old school, these guys, you know, they have been there for years, they were now faced with this worc
that they didndt gdewhatinthéfwordyis clauel coenputing and ksoa Binh lygoirgy o yniake this
changto the adminiation and the technical systems of the Unisgeti@&taden | going to implement the cloud? So
they called me, funnily enough, and | get a aélldkofundra who | had met a few times before, basically saying ca
you help us with the cloud. Sbr#tehing | said to the administration was this. You can't buy something you have
defined. How are you supposed to set up procurement if you haven't defined what you are procuring. So my sut
them was (1) create a definition, a defimitiomould act as the key, | guess litmus test, for the procurement of clot
based services, and that was a fiasco because now we have an $80billion IT organisation with many, many diffe
parts, many different requirements which neededrt@magreemmon definition of cloud. Boy did | get myself into a
problem there. So the underlying aspect that | told the folks at NIST, Peter Mell and Tim Grance, was this. Att
basic level cloud computing is broken into two parts, the clod wiichst si mply a met aphot
more, and cloud computing which is an analogy for internet computing. So if you base your definitinggn those tv
it will make it a lot simplefhere was a lot of back and forth betweewetivasic parts in this document, but the
underlying theme of the document is that, and that really helped push it through. So that document was drafted
over three weeks and was then sent for kind of ratification, that was areiingre Smgvhen it was ratified, it was
ratified by a group of ClOs within the US Federal Government, these CIOs represent probably the 15 or 16 larges
within the Government, itds call ed t heC,IWsSsalcd ivited® a n e
there with a number of other large technology players, so you had people in the room like Microsoft and Ame
others and then you had little old Reuven from Enomaly, which was really odd, and | am not eveneurk if they ev
was Canadian at that time, which | am. And the conversation was quite interesting becaysdt wemntgsgrt of
moved on to the next conversation and that was one of security and trust and Casey Ckésltencheesitaily as

can wetist you? And one by one all the major players in the room said yes and she said, okay how? And the res
just trust us, we know how to do it better than yo
us 0 iysamgdod respomse fott again the United States Government and my suggestion again, because | like tc
was in a room full of people who like to listen so | suggested that they take a mentality of trust but verify. The &
see your entrevenr onment but also verify that the environme
sort of c¢cloud based deployments that they have dor
shed a little light dmat.
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I am also involved with Microsoft, ironicallynthey
the board of advisers for some Micro systems up until about a week ago when they apparently shut down their e
based stuff, so thatds | t hiamdk anmaa active bloggeraéElakticVagorocan. d

| share most of my various exploits and so forth on that site.

So global, again | have mentioned that | do quite adiiingf, fiavinstance last week | was in Shanghai, so | thought |
would take a moment to sort of tell you about some of the things | am seeing from some of the diffeséht geograpl
have visited recentlg. tL6 s st ar t i n Ca&msdikea good starting Gpotn 8adthe&anadsan aspett to
cloud computing is interesting, I think itds a vie
| set up a CIO summit basically inviting various CIOs from arobadtherglloas sort of key stakeholders within the
Canadian Government to discuss the opportunities of cloud computing and the issues that faced the Canadian C
are probably not all that unique, but they are unique in a few different wagsadim faced a dilemma from the
1980s where they had this scandal of sorts where information was shared amongst various agencies and depart
the Canadian Government for people coming in and leaving the country which basically didypitgndfof stere
certain characteristics of people, and that was used against them and anyway it turned out to be against the
Constitution which led to a number of different laws being passed that basically dictated that information coulc
shareémongst various Canadian Government agencies which poses a huge issue in Canada, so what that rea
you wanted to share cloud infrastructure in Genagdencoy could not, in a teadinfashion be on the same server or
data centre as arathSo effectively, in Canada, if you wanted to do a national cloud infrastructure, you would h:
change Government policies and Government laws to make that happen. So the privacy laws in Canada really
now, cloud cannot happen in arBoetontexin that country. Kind of interesting.

And they are not alone, Japan, for instance, where | have been involved in {Hehflalsuraggsekiouncing that
right now, Kasumi gaseki bei ng th lkeeensactivety building aVeosich i n
infrastructure which | have been assisting with for a while. The problem in Japan though, for the firstiégme | think
Second World War they have had a change of administration which basically meard tirajetttelrasideen
permanently put on hold unti |l they figure out what
will happen again, so they are stuck in a kind of state of limbo in their cloud project, but the urndehging premise
cloud project and the Government cloud initiative is very similar, again, to the UK and others in the sanse that the
as a way of enablement, they see it as a way of a kind of economic stimulus to provide a competitive advante
country and | think a lot of Government initiatives around cloud computing see it as that sort of economic advant
stimulus of sorts, that IT stimulus. Korea, is another perfect example where | was last month in Seoul. They hav
implerentation around the aspects of a national high speed internet network, so again, someone mentioned earl
Koreans actually have a unique advantage in the sense that they have fibre to something like more than 50% or
county. So thegs the building @fcloud infrastructure again as a way for them to enable their small businesses anc
sized businesses to be competitive on a global scene and this is a recurring theme that | am hearing from &
countries as well.

Thentheeds China, which | was lucky enough to be in
particularly interesting and | have to tread lightly on some of the things | am going to say here, so | am going
calculated statemeng.her

Lord Harris of Haringey: We are all friends here.
We are all friends here, some of you may have Twitter and | tend to stick my foot in my mouth, so China is an in

place. They have arguably the fastest growing economy ontiba tdgrd,anything they do it big, they also have
an interesting hosting environment. The hosting environment for Chipaasicadligeof three to four companies,

there isno midi e r thereds no small h o s & spgmsored/telat@ms who provele e |
hosting for everyone in the country. If you want to host in China for the most part, you have to use one of the
spons@dh o st s . That 6s They asb havehaenassigeyinteindt poputatiag airesviexpanential

rat e, I think at Il ast count something |ike 330 mi

through a number of different initiatives. One initiative is an initiative that theynhiave dakerf ublicveorks o
initiative to build a national high speed railway. You might wonder how a national high speed railway will relate
computing and itdés interesting because thisavaati or
parallel wireless internet infrastructure which will effectively bring the internet to the population, and when |
population, we are about to see the internet population of that country go from 330 million, which is already pre
t h grokialdy bigger than the population of the United States, to 7 or 800 million which is almost the population
entire worlddés internet right now, in the nexyt few
that has anique approach to managing their internet infrastructure, if you know what | mean. So they now have
with a scale that has never been seen before in things that need to adapt to different demographic patterns, agai
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polite here. So thewe had to deal with this huge and changing internet landscape. So how do you manage 70C
internet users that require oversight? Itdédsacall e
order of magnitude of séwdli@an dollars to enable applications through the cloud to these users. So they see the ir
as both an information delivery system, the Bmntern
applications in Chinahe tvery near future will most likely be delivered through a browser or more likely a mobile ¢
of some sort and it wild.l be controlled and operate

In a conversation | had with a majeeladed Chinese official, one of the things that they described is information be
sort of the great democratiser. Access to information, even controlled access to information provides opportul
were never available before and | think tleagewegato see that the access to the information through internet enabl
technologies is going cause a radical shift in this particular geography, and it will be interesting to watch and
happens there.

So China is some place | would keespeacley e on and Il uckily for me as an
lot of traction as well where we have been lucky enough to land one of the largest telecoms in the region as
customers and in that conversation it was actually ko f f unny because they saidé

t o me, they said 6wedd |ike to use a Chineseausenfr a
you are not A tale mei what yodaré | y A It rhii gnhkt. You know, it ods
opportunity.

So again, if | had to pick a region of the world right now that | think | am seeing most of the opportunities in ge
woul d say itods t hesthHeheart marker clded computing, twbuldrsdy that mere thah 40% of
the business that | am seeing from my company is coming from places like again, Korea, Taiwan, China, Sing

know even places | i ke Matdengbke thar,poptldiiens vetd the intemet.s And lehink
you are going to see a tremendous shift in the ne:
guess what it comes down t o, thhey Rhavegaacmet hHihrey
infrastructur e, in you do, so they have a green f|

something that needs to be considered.

You also notice India. Hype, | love Hype Caofelikd the ultimate hyper so | will just go into this quick. This is the

Gartner Hype Cycle and | would just point it out ¢
So in 2008 we were roughly there in the Gartner HypeeGyre going up, the technology trigger they call it, sort of
t hat mo v e, t hat rapid acceleration. Then we sort
like what do you expect. | expeatuob apparentlilow we argoing into the Trough of Disillusionment which is
actually probably a pretty accurate description, [
heard the hype, you have heard it everywhere you go and people getatiokitot her@oigh of the cloud computing
already, and whatds interesting when we go into th
the deals get done, itds when people start spendin
| skipped that part, butthat t he | mportant aspect and agai n, what

aspect of geopolitical cloud computing and what | am seeing from again as a sort of enabler of clouds, my cus
Governments, they are telcoms, thetarg ¢tmmpanies and what we are seeing is these clouds popping up

geographical basisds, we are seeing places I|like th
Slovenia, all these various places are all creatingeb@nalvelouds. They may not be to the scale of an Amazon or «
Mi crosoft, but for the needs of a particular popul

these regionalised clouds together and defining the tpofitgesf igovernance and data management to say | have
spike and | have a spike for a particular location, | am going to scale using resources from that partieular locatic
aspects of geotargeting are going to become very, very impsotéme. aBpeetis of the policies and laws that go along
with that are also going to be important because the technology is moving quite a bit quicker than the polic
themselves, so thereds r e g tridtAd. ohe YPatriotd\ct forentost peopdeoutside me

the United States, and | tiiiskc ar es t he hel |l out of you, itds a | aw
says the US Government can go and monitor or take your data without evandatliagpph®s to American

compani es, Safe Harbor or not , thereds a | ot of t h
for a |l ot of countries, a | ot of <compamiwafareands® a
forth, you know | etds be honest about it, everybod
So itdés just, itds something that I t hi nk t hsad nee
Ithh nk the Patriot Act was a reaction, and it wasnbd

current technology

environment, i -natiopabiapproactt that shouidtbe ma
takenratherahn one t hat ar bi

trarily sets one against ever
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As a few people mentioned earlier, compliance. Again, fhiseddairlfocused so | am not particularly aware of laws

outside the United States, @&t se | do spend a | ot of time in the U]
other regions, you know HIPAA in the United States which is health related records and so forth, these are very
things to look at, and I think Hsathe geopolitical aspects of regionalised cloud computing become more prevalent,
are going to become more and more important.

I think the EU provides an interesting modeddas n t |
well.

Agai n, accountability and autoability, there i s ag
trust med® approach. We need a | ittle mor eneedston t h
be a | evel of accountability and autoability in t
approach.

And then there is the question of authority and there is this sort of move towards, you know hénestesmnaof data
the places like the Isle of Man, for example, where people are legkihgaat i ng t heir data ¢
interesting to see where that it is.
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The future for working in the cloud
Questiom and comments from the floor

Lord Harris of Haringey:

Reuven Cohen:

Lord Harris of Haringey:

| was going to suggest that we might take the questions after we have had
whole panel if you were happy to stay for that, partly because if everyo
overshoots a bit, we might be in trouble.

OkayWell | was going to thank you for giving me the opportunity to sort
of tell you about my various adventures and | hope to see you guys soon.

Okay, well thank you verynwhick h.
draws a comparison between providing for the Isle of Man and providing fc
China which are the two ends of the spectrum, so we are very grateful
that. Could | ask the other panel members to come up here. We are movi
more now into the busmease, | think Reuven has set us the context of
where we are going on this and we are going to hear first from Simo
Abrahams, who is the Head of Product Marketing for Rackspace for
EMEA. So as soon as we have changed the guard as far as technolog
concerned we will move on to that.

The business case for cloud computing
Simon Abrahams, Head of Product Marketing, EMEA, Rackspace
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Okay, good morning everybody. So first of all as was just stated | am froBhRihekspaschave a quick show of
hands who has heard of Rackspace? So | was just doing a show of hands to see who had heard of Rackspace,
the crowd so thatds good.

Lord Harris of Haringey: Fewer the second time you asked, a bit worrying

I di dnodot heoughthagvicd. Sepbasicald aee a relatively smallfirmer ed6s about 550
we are managing more than 10,000 servers in the UK, aboatidsi@@0On d i n spite of that
ourelves as a technology firm, we are really a service firm because much of the hardware we buy is pretty standz
anyone could buy and we are rgtaittard operating systems that anyone could buy but we are hiring really uni
specialindivid s t o run all of that to provide an wunparall
ltds really paying a bit of a premium to get a bet

So whatds that got utd0%door rewenuehtodayrceme rdmahe d@l@ud andvas ISimona $al

before, at the beginning of the day, Amazon doesn:
shops to find out those numbers, and we tend toiarinReSear they really focus on the hosting markets and cloud
computing increasingly, and they tel!l us that we a
thatds where our interest comes.

Now the topic for this quick slotisreadlytwbs t he busi ness case for cloud ¢
going to run through that very quickly because there are some pretty obvious points and then | am going tc
highlight some traps to avoid as you look at cloud comBputeigarly one of the attractive things about cloud
computing is the fact that you get minimal capital costs, so if you are a start up with not much money in your po
can quickly get going and if your business is a success then youcloadtsdiotiom will increase as your revenues

increase so thereds very | imited speculative inves
need to employ because you ar e basespeopladpdratingla dayaicantge foa
you, you can get rid of a whole | evel of staffing.

that any money you are putting into such a start up is really going into Tagauseationll be about product
development and market development and you won't be funding boring things like computers and data centres,
somewhat commoditised and really not where a new start up is going to achieve value.

In terms of compdive costs of cloud computing compa@dbte traditional dedicated solutions, it really depends
what you are trying to achieve. When we look at more traditionalesrpeeasee them as customers achieving cost
reduction in the region of2084 when we look at really-sgastwhich are trying to do something very different, they
can typically be achieving between 50 and 80% cost reduction compared to an alternative solution on ¢
infrastructure, but what that really means is thegs bueirild never have got off the ground with a dedicated
infrastructure. Okay, so it enables some kinds of businesses that otherwise would not exist.

Now going on to the next theme, there was a question, apart from the financials whatratakéhadrivensdn |

would really focus on speed to market and business agility, so as you heard earlier on today, you can reall
infrastructure up and running in minutes. Okay, before you launch a service you are going to hayereeperiod of de
and test and do beta programs and that kind of thing, but we do have customers who are literally up and runnin
or 6 weeks for their whole business, so thatds fro
difference. And the other part of that is the business agility, the ability to change to a response on your eny
whether you have got some new customer requirements or whether something in your competitive environment
couple of your compms gang together and you have to dramatically change what you are doing, well with a
solution you are much more able to do that, you are not tied into either contracts or infrastructures that is locking |
way you have to operate.

So, allothose are really significant things to contemplate when looking at a cloud solution.

So the kind of things that people typically use it for. Well | mean Test and Dev is really popular justdmcause it is
you know, if you are working inrgocate environment where you can request a server but it might take a coupl
months to arrive, the ability to start up a virtual server and get testing your code within minutes is very pop
generally speaking anything which has a vaaableabosenpredictable traffic profile, all of that lends itself well to the
immense scalability of cloud solutions. So those are all very, very popular areas.

So what about the traps. Well | think the first trap to avoid is really trying teisioneotevhpawould this look like

i f [ put it in the c¢cloud compared to what woul d i
everybody does, but really the key trend that we are seeing nowadays is the hybnid &dlutionsysodo d o arr
analysis really | ook deeply at what parts of a he s
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way to achieve cost reductions and flexibility, whilst maintaining your security requiremeiitbildy your a
requirements, probably on a dedicated solution.

The other thing to avoid is, in your businessg case
to be, so when you are putting together your business cagpicgthy, @ are going to know what your initial
infrastructure might look like in terms of your hardware costs, you are going to know what your upgrade infra:
might look like and how many staff it is going to take to develop and opevate that se Dondt ignor
of a cloud solution in enabling you to get the for
concept or maybe | just make it sound complicated, but really what | am salging &ylutitnai€it turns out that

your forecast demand is completely wrong, you can quickly ramp up or down, whichever you need to do and yol
do that with the traditional i nfr astsineasccase.r e, and t

And finally the last point | would make on the cloud is really think about what level of service you are going to

your c¢loud solution. ltds difficult to quamtidfsy
really a lot of alignment in terms of price around Amazon because they are so much the largest player in the m:
think itds critical to think about what kindonaof re

small scale before you actually go ahead with your implementation, is to work out how the service process works
Okay, thank you very much.

Lord Harris of Haringey: And we are now going to hear from Guy Mucklow who is Managing
Director an@oFounder of postcodeanywhere.com.
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The business case for cloud computing
Guy Mucklow, Managing Director add@aler, postcodeanywhere.com

Good morning everyone. What | would like to do this morning inrtieetbaefve have been allocated is really just to
give you a bit of background information about my company to sort of set out our credentials and to hopefully
some of the questions around the business case for cloud computing. Andrthehhédgdigistasfesort of areas

where we have sort of expertise and experience which might possibly help to direct some of your questions fol
session afterwards.

We came into really sort of the cloud computing environment 10 yeatsspgtiedham opportunity really for
delivering data as part of a fully hosted service. The traditional way of delivering data which was being provid
competitors at the time was to burn that information on to a GhiRDbYt to customersynoo bvi ousl y t
exceptionally expensive process to burn the information and then to send it out, it then obviously relies on some
other end having the time, the trouble to install that information within their own Bggiceteass so dynamic,

I mean in the case of the Royal Mail s post al addr
every month, it lends itself exceptionattytwelli ng del i ver ed as par tguess whare f ul
we were sort of coming from. The other benefit that we saw were in terms of the new payment models th
computing would enable us to provide, things like sort of a transactional model which for someone wanting to sc
data in slamounts or just on an occasional basis was obviously very interesting and also obviously when some
has evolved as a consequence after that really is the ability to combine data with other data sets, fram other prc
operating withia cloud environment to combine and make useful applications, we have atdnof doadipde

where data is combined with things like Google Maps to visualise information.

So thatds really where we s oryearspwe are knome primarity for sort oflee h
watch postcode technology, we have got 7,000 customers so we have grown really quickly. The cloud really has
with the agility to move exceptionally quickly within this space and to grow baseusigenservice over a million
gueries a day and a30%icunrentlyhsa agdirsin terrasrot scatalfility gve hawe that geally dort ¢
l ocked down in a way in which we witsenNeypdenvirdnmenta b | e

So relating that toé.you know, our experiences to
computing we have discussed some of the sort of economic benefits certainly in relation to deradia tegmice provi
of sort of drivers to take up, we have already heard and | guess this is actually one of the biggest sort of enat
market is that it enables our customers to just dip a toe in the water, they can test our technolégyiniae@sload it in
or thereabouts and have access to, in the case of the Royal Mail database, over 28 million records, directly v
applications. If we were operating in the old traditional way of doing things we would have to send out a CD RON
couple of days to make sure that they had received
magnitude, and then we would sort of follow that up with a sales call and so on and so forth, but you can see wt
in relation tdhe speed of adoption. So it also obviously enables our potential customers to deploy those appl
exceptionally quickly. You know once the user is satisfied that what we are providing works and is of benef
organisation, then that apjaicaan be deployed across a whole multitude of uses exceptiosallyheuadiligy to

devolve applications is also really, really beneficial.

In terms of businesses that might be best suited for being in the cloud, we have ovethg00@ castarees very
broad breadth of coverage across all sectors. | guess this is probably, being a Westminster Forum, has a slight |
the Government space and that G Cloud oisfaitglyopical at the moment, we see a lot ofdeteaidy amongst
Government wusers. Government wusers are trying cloa
that we havecentlpeen involved in, we provided thdragpsest oneof the components for the apgnfestor

therecent G Cloud Quick Wins demonstration and something that sort of came out of that at the meeting last we
was just on sort of reuse, we had forums where we got together with Local Authorities and other Governmen
particular exphle was Housing Benefit. At the moment Local Authorities, all 370 odd in England and Wales s
£8million to update the Housing Benefits calculations which then sort of integrated into their applications eve
That 6s done 37 Olowdrdmthespein af vi@wtokit being previded as a cloud based application yc
would do it once, it wouldndt cost that much to dc¢
were done across all 374 Local Authorities. Yoaweoyddiself a very significant part of that £8million budget that
they are currently allocating to that particular application. So you can see instantly that there are Hoge costs se
made and this is just obviously one very small examgtbatf mvigiht apply.

In terms of expertise and experience, just to sort of help perhaps direct some of your questions, you might cons

like the growth and potential of software as a service, the tendency towards commoditisatvbetofearsoftivanea t 6
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good thing and pricing obviously, whet her thatos
visibility is very much at the forefront of software, of software being provided as part of a servicepitfdis dangers a
we have obviously discussed at fair length this morning, things like security, in our experience we have had in t
that we have been doing this, things like distributed denial of service attacks which we have had totaieal with, we
countries from seeing our services as a conseqguen
pricing and I|Iicensing, whether i1itds to rent or to
sevice, so if we fail, and fail abysmally then it will get known throughout the community and we will lose a lot of t
as a consequence of that.

So from the deliverers point of view it places a lot of responsibility on capability, byibastyilfudyn abe users

point of view, you know it provides a fairly broad breadth of potential users. You might consider also just any c
you might have on G Cloud. | am similarly undesclosure but there are certain thirigk 1am atiberty to

discuss.

And just in relation to opening up the platform.
interesting to have a sort of quick show ofhatwihnds
help potential end users to start thinking about how cloud based saglitéscdjpae their particular businesses.

So thank you very much for your time.

Lord Harris of Haringey: And next, we have a sort of late substitution fgan Btanley. Mostafa

Afifi has stepped in at very short notice to take over from his colleague
Over to you.
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The business case for cloud computing
Mostafa Afifi, Internal laaS Cloud, Morgan Stanley

Good morning.

So | really wanted to focus, and | will keep my conversation very short about what sort of benefits we see in my fil
cloud computing. And | think you have heard this all day long and Simon summed it up actually in quite a fe
sentences. rRes, probably not too different from anyone else, it will take us a couple of months maybe to put
production server for some i nter nal thatmuldsvaryeasily befa i
missed opportunity for a pevduct that we could be trying to launch and trying to grab market share with. And for
something like c¢cloud is l|literally just about that
necessarily mean obviously thatdietpeould hit market that quickly, it could be as long as 6 weeks as Simon said,
the fact that our technology division is not the ¢
bottleneck here, they can actually jugt,jlaapch the idea, test it, develop it, you know, in minutes. And | think one «
the things that probably distinguishes larger companies from others is for us internally we will have lofs of differel
businesses, some more successful thawetharst potentially just give everyone the same solution and the same p
point all the time. We absolutely need flexibility on what they need, the high availability requirements, the re
requirements and using something like cloudtigtdtexibility and it gives us the ability to ramp it up and ramp it
down if that I ine of Dbusiness wasndét successful

do this completely internally.

So lwill leave itliteralyaj ust that, itds flexibility and ti me to
if any of you do business cases for that, you will see it too, really shine compared to traditional sena€es, but in
business just timartarket is the key thing.

Thank you.

Lord Harris of Haringey: And finally in this panel is Mike Brookbanks who is the Leader of the
Global Cloud Programme for IBM.
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The business case for cloud computing
Mike BrookbankseadeiGlobalCloud Programme, IBM

Good afternoon. My name is Mike Brookbanks | lead cloud for UKI, so UK and Isgdarnidof @hdynamic
infrastructure, part of the overall IBM cloud mess8giagenPlanelly background is | am an engitteeygh |

am talking about cloud environments, | have had 22 years experience looking at IT, IT environments, so | am an
for cloud. As part of that | am leading a worldwide team looking at how cloud environments are going to change
weheard something of the previous presentation about the future of cloud. So looking at how workloads wi
between clouds, because people will develop cloud environments but how will the workloads move? How will
advertised to users withond environments? How scaling will work across cloud environments and how fundame
service integration will change. Part of my role is, | am representing IBM on the Government Cloud Initiative.

We define cloud in this way. Socloudisdefneda user experience and a busin
view is its more than the piece below, just infras
Clearly you know the rapid provisioning, standardisgsl wieaged by service level are key and the users will acce
the services through the internet, but it is key around this flexible pricing model based on service, basgd on the v
are defined and based on user requirements. As weisaidetheydelof servi ces and the
ability to define that servicdocpte, define the services that are required within organisation, create that internal
the private cloud, and use providers for overspill. Sd axdEamas, peaks of demand increase, use the public cloud
the overspill for capacity, so the ability to have a service defined within the cloud and in the private cloud that
overspill into that public cloud as required.

When we talk abalbit about the business, the economics for cloud, | mean clearly cloud environments provide
flexibility. | mentioned the ability to manage by service, but one of the key things is that those serviges need to
defined and the way theynareaged clearly defined. Earlier, | said about my involvement within Government Clouc
service management. One of the key things | see is that service integration layer within organisations will chan
adoption of cloud environments andetipt needs to be considered and is one of the mantras that | have within

Government cloud space that organisations need to really consider how they change the way they deliver service

The set up and running costs clearly for users, setnipg@odstsrare low. For providers, suppliers, my view is to get
the enterprise level of service that will be required by organisations in the future, then there is a carmiderable set
management of that, although automated, clearly willsbé expe, becauseé. . expensi ve
ability to provide highly utilised, highly virtualised environments, so the ability to manage the environment, man:
and highly utilised server environments.

The drivers for changeinagery much on this you know, flexibility of service that the environment can scale. Work
though, in the cloud environment, to me at the moment is clear. Itis very much as stated earlier, it isfvery much
storage for Test Dev envirorsmeraday we are beginning to get into a world where cloud services are coming into
enterprise level of service, but it is developing as we see them today.

I have summarised mymessages here, or the key points. So my view is cloud dsmgtiirey ist will change the

way that IT services are delivered. It can be a threat to the CIO because as | am seeing across many organisatic
some financial market organisations, the front office are starting to use cloud beseel Serviesst @f the IT
organisation. But it is an opportunity, lower cost of delivery, more responsive, ability to optimise and y
fundamentally change the way that you charge for service to the lines of business.

Thank you.
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The bsiness case for cloud computing
Questions and comments from the floor

Lord Harris of Haringey:

Vince Braithwaite:

Reuven Cohen:
Vince Braithwaite:
Reuven Cohen:

Vince Braithwaite:

Reuven Cohen:

© Westminster eForum

We have got about 20 minutes for questions and discussion and a humk
of perspectives in terms of what are the opportunities, what is actuall
happening, pltise sort of description we had earlier from Reuven about
what is happening in various parts of the world. So who wants to go firs
Again, if people could introduce themselves and say where they are frc
please first, and a microphone is wingingatgauvay

Public Media.

| hope my voice holds out actually. Yes | was very interested in a lot ¢
things that Reuven was saying and picking up on some of the issues that
raises. Oh, can | just ask you quickly have you gotraChaymgh@aing

in the UK at any point.

We have one on Monday.
Oh | have missed it.
Thereds another one next mont h.

Ok ay. Given what you were aayi ng
the Chinese Gov egoimgrtevarty to@muemabdut n e ¢
what their public necessarily think about them going ahead with this, bt
given as you kind of raised about the situation in Canada around the poli
there and certain issueslmeean particularly | am thinking around things

to do with like ID cards and the issues that we have here about, in th
publicds mind about data protectd.i
that sort of thing, | am just wondering does somethimdaygeeh in

regards to the public perception, the general public perception around clo
computing to sell this idea to them because it strikes me that you could ¢
into a situation where it becomes a bit like GM food here. You know in
certain parts tfie world, you know, people embrace GM food, here you
have got a hell of a job to sell it and | am just wondering is there a dang
that you could run into a situation like that whereby Government and
technology companies and experts are running atiésddedéth but

actually when it gets out into the general public they turn around and the
sayono we dondt want this because
abuses, etc. etc. So | am just wondering do you think there is a job to |
done there iegards to getting the public onside.

We | | yes, you know, wh a't i's cl ouc
buzz word, right. You can claim
just a way to market the next big thing aantylikerketing term you run

the risk of having it be taken and used for various purposes, like you a
seeing various companies just cloud washing, taking their existing produ
and saying oh | am going to run it in a VM or | am going to run it
somewheré s e , and now itds only the
marketing, so | think the question, | am not sure whether | am answering
not, but | think looking at different aspects of cloud computing, security in
particular is one that suffers fromstiiglband the reason why security is
probably the most discussed aspect of cloud computing has to do with tt
companies who didnot have a sol i
have any real offering here so what | am going to do, | antigang to pi

the things that are most obvious about cloud computing in terms of
problems and make that the sort of discussion, and what has happened i
reality the security aspects of cloud computing have been sort of brought
the forefront and when youwepdoying in a cloud, now security is a thing
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Lord Harris of Haringey:

John Sheridan:

Lord Harris of Haringey:

Richard Sarson:

Lord Harris of Haringey:

Richard Sarson

Guy Mucklow:

Simon Abrahams:
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that you look at most closely because of all the fud beinglgederated
apps tend to be more secure you
perception.

I me a n | gdnd to hekin ahyheeentea Gesy interesting issue about
trust generally and that may be an issue about trust in Government, but
may also be a trust in big corporates and it probably depends on what w
the last big scandal that occurred in termesoinlaasy of these areas.
There was a point over there, have we got anyone else who is wanting
come in at this stage? Okay so there, no, no right at the back first, he w
first.

From Alsbridge.

We have heard a lot about the opjpprtthe promise and the risk
associated with cloud, | tend to look at things from a sort of pure
commercial reality and the protection that the corporate world looks for ir
its commercial relationships with existing traditional providers. SLAs ir
cloudare wonderful things but they are only worth whatever the black an
white underlying it is and the financial liabilities that go with it and we have
also heard that there is very limited liability within the existing offerings
Do you see the existinyigess having to offer some of the commercial
liabilities in cloud contracts that you are getting in traditional outsourcing
contracts and if so, do you feel that they are going to then have t
underwrite that risk through insuring against it, anéhgyeigasunst it are

they then going to recover the cost of that by having to put up the price ¢
those services and therefore destroying the commercial model in the fi
place.

| am going to take another question and theoingaio gsk the panel
members to respond. Please there. Anyone else?

I nbafraid | smalhake oil.
You need to say who you are first.

Freelance Journalist and a Member of PITCOM.

As | said Insell snake oil. | have been around a long time and | have bee
through business processgi@eering, through the dot comtbinairgh
outsourcing through Government transformation, none of these things ha
delivered what they said they were gidingltm fact purveyed some of

this snake oil myself over the years. Please could somebody say w
particular applicat®are goddr cloud computing, | haven't got that quite
clear yet.

Well if | could just interject, | mean | haved§® customers that are
happy using our service and itds
can understand a sort of a general cynicism that exists certainly with
Government towards technology ger
upset people, but there have been far too many failed IT projects over tt
last 10 or 20 years and | can definitely see the viewpoint that, yes this is j
a kind of another type of approach that you know is probably going to en
up delivering the samdtsesudo think that there are certain applications
that do lend themselves very well to this mode of delivery, there are proba
others that require for, perhaps security reliability and other types of reaso
being maintained within more traditopaet of del i very afy

Perhaps | can jump in as well. One of the questions earlier was can y
imagine sort of militaxgplications going into the cloud and | have to say
the answer for me would be yes because today wateucl@ugdrfor the

MOD which is across services private cloud which enables them to achie
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Lord Harris of Haringey:

Reuven Cohe

Mike Brookbanks:

Mostafa Afifi:

Lord Harris of Haringey:

Branden Faulls:
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some of the scalability and availability that we have been talking about tod
I mean another very easy kind of application that proved attractive to th
public sctor has just been blogs, because blogs typically have vel
unpredictable traffic profiles, a topic or an individual becomes very
interesting to the general public and we have run political blogs for variol
individuals which have been able to auposc#ie demand so that there

was never a reputational risk to that individual of their blog being sudden!
unavailable because they said something that was of interest.

Anyone else want to come in on any of this.

My comment is this. I can see wh
of course it sounds like it will solve every problem known to man. When i
comes down to it, information is power, the faster you can get that
information and analyse tHatnration, the more competitive and more
you know the more competitive you will be. So the big difference is th
democratisation of technology. It used to be that only the IBMs and the
Microsofts of the world had access to that type of large computing
ervironment. Now some guy in a basement with a credit card has the sal
computational resources of the largest universities, the largest banks,
| argest companies on the gl obe.

Coming back to the applicatiotiteeosnake oil question. | mean from my
perspective, and this is my perspective, | see a progression of where |
transforming so the various pieces you mention of jemgiesernrg

and outsourcing it, the next wave. But the other pointnisn@hado

to that statement, that | see this as being user driven so the requireme
being user driven or developed in the basement so the wider commun
driving the demand for this type of access or access to computing or acc
to storage; the worldeveha user wants to access their data in London and
then travel to the top of a mountain and still have full access to that data al
it not be stuck on aé.as in relia
the other question about the movement teerthee levels and
requirements and do we see the requirements for service levels moving
the outsourcing mod&gain, personally my view is that will happen, but it
will be again user dependent, so financial services organisations who
cloud basl services will demand the supplier to comply with operational
ri sk standards or, as mentioned i
or HIPAA in the States, the users will demand the suppliers actually opere
to those standards because the akkwigty the supplier. So enterprise
level service level agreements need to be developed around the services
future in my view.

I think Mike is right there that probably has to change. You have to havi
some kind of financial ligbwith it, but | can't really predict the future |

can only tell you without that being in place we will be very choosy abol
what applications we put on there. We are not going to put our proprietar
trading applications out into the cloud ang/just stire ave &e happy
with but at the same time if some
necessarily matter if your eleghaynichedk late by an hour or two, that
sounds completely fine to actually completely put out in thenaclatid, ev

its current state.

Okay there was a question over here, yes, please there in the middle and
in the front.

I am currently working as a consultant developing a site for the DCSF ar
we are using claamputing for a number of our services that we run and

we are taking an approach as a consultancy within a larger organisation
provision al/l of our services int
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similar to what it looks like Mostafa igyd@ind what | was wondering is

how do you members of the panel see organisations adapting to these r
methods of provisioning for cloud resource when that can be quite
disruptive to traditional approaches. Obviously that has an impact or
resource anlget business case for it, but | was just wondering how you are
seeing that ripple through organisations as people adopt these new practic

In the front.

My question was for Mostafa and Mike really, ibutasabframes. So

IBM recently said $5billion worth of applications on mainframes at the
moment, which is about equal to the sum of all the stimulus programs in tt
world, 5 trillion sorry. And the question | have is do you think that the
mainframe i®igg to play a part in interoperability in this space or is the
mai nframe going to stay as an i sl
about virtualisation, you can't virtualise underneath a mainframe becat
| BM dondt open t bgetintouspme ofithede sslandse r y
of data, so are we going to seeé.
sector where | am sure an awful lot of that $5trillion sits.

Any more? Okay, this is the final chance, sodtteclasivene.
I just had a clarification really

And who are you? Sorry?

From Ashurst. I dm a | awyer.

To put it out thereé.. no, no don
Well you g4 it.

Il tds just about vyour point about
di fferent agencies coul dndt be s

how c¢cloud computing could be wuse
issues herechase there are only certain circumstance, you know, with crim
and so on where data can be shared under certain powers but generally
databases are segmented, and | wondered were you suggesting that
would be a limit as to the benefits for Gaveoficieud computing?

Okay, fine. Do you want to go first Reuven.

Well basically the typical architecture for a cloudtenamdyi, right, so

you have got shared hardware and shared applications advemethat ha
so the problem in Canada is the aspects-@handsi and how that
relates, even though the information isn't really being shared, the underlyi
principles of this |l aw basically
environment, the hardwsef, so there would need to be a semantic
change to the definition of this law that would allow ftanendy and
thatds the problem facing Canada
modernised in a sense.

Okay.

| will get on to is it Branden?

Branden.

Yes, i oo understand your questic

service providers within this space are adapting to new ways of delivering.
that correct?
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More about how the organisations, the clients of computing platforms ar
adapting to the new practice, how they are internally either provisionin
cloud services or provisioning traditional servicesy, irbysidial
hardware and how curpestices are changing.

Right, okay. | am not sure | was kind of necessarily on the same wave len
as you in relation to the initial question that you had, bunt temmes.of

what we are doing, and | guess this is what quite a Erechseaftservice
providers are doing, they are now opening up their own platforms to allo\
their customers to have the choice of either sort of operating on their ow
environment or actually within their own environment, so in our case i
customers wanthave their dasart of, and keepritsitu, they can use

our platform just as sort of a communications medium to distribute that
information within their own environment, if that makes sense.

Yes as someone s a i oogeefkcatibni @ rthe it
Amazonification of your infrastructure and what seems to be happening i
people are going to the cloud, they are going to places like Amazon
Microsoft or Google and using these applications and developmen
environments and sayieg, that kind of works, but | want to do that
internally. So itds sort of a pr
sort of helping push this idea into the enterprise quickly.

Yes, | just want to make one point. Wheoknat lwhat we do or what
Amazon does or what Google does, | mean it is pretty complicated stuf
they have got their own code typically running on servers that they ha
specified for themselves and their software only works with those speci
servers, gidsn't something that an end user organisation could typically do
themselves and acliechkee s ame costs savings,
Point number two is one of the attractions, to be honest, of the clouc
computing model to large organisatibrdlows you, as a department, to
avoid the approvals process, rigt
thereds take up from organisation
because they know what the lead times are going to bewtiaythaow
policies are going to be and they want to do something different and i
real ity t hat offem the ldrgest orgarfisatigihtgake we <
up is kind of unstructured and departmentalised.

Just to answer the questlonill answer it in my way which is | spent 6
months of 2008/2009 designing and architecting a cloud environment for ¢
large organisation that has-phattorms and the way we designed it and
architected this environment was, and worked with thanthexgover

a period of time would actually ignore what the platform was, so we
designed the programme over 18 months, it was actually probably closer
3 years to affect that <cultural (
mainframe or it hmsbe on an Intel box or it has to be here, they ignored

t hat and thatds how | see cloud
ignoring what the platform is, because they spend too much time going,
has to be this running on that platform.

the cloud is the platf

Yes, ito
underneath, the operating

S
matter whats n
System resource.

Yes, the operating system is irrelevant at this point, the CPU is even le
releent, who cares, 1 tds getting my

Mostafa.
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| think for anything that is going to be disruptive for your department. It
really has to come from the top and your inteorakrsushust be

banging on their door saying why isn't this here already, why is it costing r
this much, so there is someone there trying to answer all these questions
cloud goes part of the way to actually answer these questions and help
do it. That change, you know, as disruptive as it will be, has to happen t

meet your Intel customersd needs.
Coming to the mainframe, | am not really sure | quite understood the
guestion. I think you dondt have

platfom where you can very easily run multiple servitasamaultjuite
easily on it.

My question really was a lot of the cloud on this side is ¥&8ed on
economiand the disruption that the X86 kind of platform, if you want to
callit that, has brought and yet the mainframe still sits there as an add on :
I know you can abstract from the
up and get real change in the public sector, there is still this wall around t
mainframes that ngedse broken, and in the banking sector as well.

I mean | might upset Mike a little by saying this, but mainframes are just ot
of fashion. I donot think they
applications are running on there wwillaiyejust transition to the X86
platform. They are more dynamic, they are cheaper, you can grow the
more easily, all the advantages that you have on the mainframe you can |
on a different platform.
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Session chiiclosing remarks
Lord Harris of Haringey, Treasurer, Parliamentary Information Technol
Committee

Okay, can | thank our panel and Reuven for the contributions that they have made. We have had an extraordir
ranging discussion. lamnotshrat it wi | | have changed anyoneds mi
already convinced as to which direction they are going in and there are others who are still trying to make their m
that, but | think it has been enormaipfylto have the different perspectives that we have. | am quite clear that thi
going to become an increasing political i ssuer, per
months, in terms of increasing interestlzat the safeguards are going to be for the public, what is also going to be
infrastructure which is best going to suit the UK economy and how we can capitalise on whatever skills and adv
may or may not have in this country. So [t tisirdoing to continue to be a very hot topic, both in individual
organisations who will have to make their own judgements but also in a broader terms, politically in terms of what
to be the safeguards and what are going to be the exgentaiohbuiding for the future.

So on that note | am going to ask Peter van Gelder, Director of the Westiminsteend you off with a spring in
your step and a song in your heart.

Westminsted=orum closing remarks
Peter van Gelder, Dinedidestminster eForum

| am only going to keep us for just arlittide because | know that you would want to join me in thanking everyboc
who made today possible.

Now | am going to have to follow most of the proceedings today from the tlanscripteat 6 s a tr ans cr
get in about a weekodos time and wil!/ go to a wider
discussions that we have had today and if you feel that there is something elsetdhsdyou yeanteink there are
minds that can be changed here or elsewhere, please do take the oppoatenitichoiptd that transcript, even if

you have spoken already. We would accept an article of up to 600 words from anybadg jogh@kecipok at

the 6have your sayd bit in your delegate pack and

First of all/l a word about our sponsors. We are al
impartial seminars aihwlags grateful to organisations that support the constructive timely discussion and imp
di scussion of these events. We dondét have any spe

Argiva. Always very grateful to théeare also very grateful today to the Canadian High Commission for making
possible for us to have Reuven Cohen here, so great thanks to them.

Our speakers, | think you will agree, from first to last have been most helpful and very igénengisswitiVéheo
draw attention, especially usually to our keynote speakers who were Simone Brunozzi and of course Reuven C
you very much for being with us.

And then finally on behalf of all of us @ dhem and particularly my colledgue Raynsford, our Senior Producer
who organised today, assisted by Emma Shaw who i s
t hem. I think we woul d Clairslwhoaare lscmkoowledyehbldrehsutijeat imattert 6 s
very grateful to our Chairs today, Mark Pritchard in the first half and Lord Harris of Haringey, Toby thank you very
for taking us through part two.

So please join me in thanking sponsors, speakers, Chairs and alhioutteel #meé tnaditional way, and good day to
you all.
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http://www.itpro.co.uk/620344t-securiggnustchangéor-thecloud

http://news.zdnet.co.uk/security/0,1000000189,40035885,00.htm

http://www.computerweekly.com/Articles/2010/02/10/240258/seaqndfessionaisustembraeeloudor-fait
says.htm
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Comment

MarkPolley
Marketing Manager
Fujitsu UK

Cloud computing has the potential for a step change improvement in IT efficiency. It has significantly lower costs
ability to increase and decrease the amount of IT, paying only for want is requangithl\iviide stment required and
no need for data centre premises to house IT, it is an appealing alternative to IT ownership.

The key issue is, understanding where best to deploy Cloud Computing alongside existing IT systems such thi
reliabity and performance continue to be assured.

OHybrid Cloudd6 is emerging as the practical model ,
is being assessed in Government, through a numben ahevéysn of Private Clo(glagle customer), Community
Clouds (shared services) and Public Clouds (Amazon, Google, etc.), each cloud type being suitable for different

The key considerations for success include:

9 Data protectiod to ensure that sensitive and persanabitinues to be protected, clear guidance is
required for IT personnel and all civil servants with access to data, to ensure that clouds are used app
to protect the public interest whilst achieving the cost benefits of cloud based services

9 Guaranteed service lévélew can highly available, secure and robust services be delivered when mul
service providers are involved in the delivery of a d4mghed dngbiness process? How will take
responsibility for the daabnd service leaatl the resolution of service incidents?

1 Current contractual constréi@evernment and the service providers need to work together to enable clc
transformation. The introduction of the new technologies that underpin cloud, e.g. virtualisation
aubmated provisioning tools, can be hampered by existing contracts that discourage both partie
adopting cloud computing

1 Investing to sa¥&vhilst significant cost savings are possible through the implementation of cloud compu
the move towardsvée, more robust and secure, data centres, and the virtualisation and automation ¢
infrastructure often requires an initial investment.

None of these obstacles is insurmountable, and Fujitsu has worked closely with HMRC, HO and other Gove
Depamment s customers as wel | -GosdProgranime © BEnf Solutiamtisea gboel Go
progress with significant savings.

Ministerial level collaboration arapemation is the key enabler for an effeCtimad@mplementationwill establish

the right climate for crdse par t ment al coll aboration and effective
cloud firstodé culture, and enable the new cloud bas
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served as a Professor of Programming Languages and Renugidgetinatersity and worked as a Network and System
Administrator at the University for Foreigners in Perugia. Simone has a Computer Science degree and spent si
UC Irvine, California, where he studied the American approach to busimessHendascesl early programming
experience at the Ministry of Aerial Defense in Rome, Italy.

Reuven Cohen, Founder & Chief Technology Officer, Enomaly

Reuven Cohen is Founder & Chief Technology Officer for Toronto based Enomaly. Founded ins2d@4 Enomal
leading developer of Cloud Computing products and solutions focused on Cloud Service providers. Enomaly's
include Enomaly ECP, a complete revenue generating cloud platform, enabling telcos and hosting providers
revenugeneratingfrastructurernrdemand (IaaS) cloud computing services to their customers, quickly and easily, w
compelling and highly differentiated feature set. Reuven is also the Founder ofCloudCamp (50+ Cities around th
and Cloud Interoperability Foameh has consulted with the US, UK, Canadian and Japanese governments on their
strategieReuven Cohen is attending with support from the High Commission of Canada.

John Colley, Managing Director, EMEA, (ISC)2

John Colley, CISSP, is the Managaugobifor EMEA and Gdair of the European Advisory Board for (ISC}2, a non
profit professional consortium which represents over 68,000 members worldwide, including more than 3000 in the
10,000 across EMEA. He served on the (ISC)2 Boara Ioireajht years including two as Chairman of the Board.
John has over 15 years experience in information security. He has formerly held posts as Head of Risk Services
Group Head of Information Security at the Royal Bank of ScotlaBirgatoupf Information Security at Atomic
Tangerine and as Head of Information Security at ICL. John has also worked as an independent consultant, prov
added advice and guidance to blue chip organisations. He has had a numbésiedamidles Puland security
press.
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Trevor Dearing, Head of Enterprise Marketing, EMEA, Juniper Networks

Trevor Dearing is the Head of Enterprise Marketing in EMEA. Since joining Juniper Networks he has focu:
promoting the benefits of MPLS fomtieepgise and campaigning for more secure VolP networks. He has worked in
telecoms industry for 23 years in a variety of leading edge roles. He began in R&D developing networking sol
digital CO voice switches. This included working withvestdg Ethernet technology. His career then moved to a
predominantly data networking role and involved implementing one of the first PC networks in EMEA. Trevor the
time working in support, sales and channel development before movihgharlepngdomsition for Bay Networks

in the UK. He then moved to an EMEA role launching one of the first IPSec VPN products. Since then he has wc
voice integration including SIP based systems, metro optical networking and 3G mobite exttietpisefor th

Rik Ferguson, Senior Security Advisor, Trend Micro

As Spokesman for Trend Micro, Rik is recognised as an industry thought leader and analyst and is regularly quc
international press on issues surrounding Information Sesaritye@yd technology futures. With over fifteen years
experience in the | T Industry with companies such
a clear insight into the challenges and issues facing businessesitodafrekit&lémr Trend Micro, Rik interacts

with CIOs from a wide variety of European and Glolpaltiondti blue chip enterprises and government institutions.

Tom Greenbank, Solicitor, Outsourcing, Technology and Commercial, Pinsent Masons

Tom is aSolicitor in Pinsent Masons' Outsourcing, Technology and Commertah grompdes advice on all
aspects of Technology Law and has a particular focus on advising clients in relatio®tmi TadjsjnesPinsent
Masons Tom worked in theridustry fonine years, during which he gained a deep understanding of the technolog
complexities and challenges that face customers and suppliers of IT solutions.

Lord Harris of Haringey, Treasurer, Parliamentary Information Technology Committee

Lord Toby Harris was made a Life Peer in June 1998 authésr\titthe Labour Peers. He is Chair of Baatyll
Parliamentary Group on Policing and Treasurer of the Parliamentary Information Technology Committee (PITCOI
was also a member efHbuse of Lords Select Committee that reported on Personal Internet Security in 2007. He
born in 1953 and graduated from Cambridge University in 1975, having studied Natural Sciences and Econornr
professional career began with four yeasdarthmics Division of the Bank of England. He then spent seven years
the Electricity Consumersd Counci |, becoming Deput
of Community Health Councils for England and Wales (the nadidha t ut or y body represel
remained there until October 1998, when he established his own public affairs consultancy, Toby Harris Associa
advises a number of major public and private sector bodies. He watha tramdber Aésembly from May 2000 to
June 2004, on which he led the Labour Group. He was the first Chair of the Metropolitan Police Authority (N
during that period and a member of the Executive of the Association of Police Authorities frém B@00 to 200
continues to sit on the MPA as the representative of the Home Secretary with a remit to oversee the nati
international functions of the Metropolitan Pptiogarily its role in courtrorism and security. He is the Chair of

the Indepelent Advisory Panel on Deaths in Custody which reports to the Ministry of Justice, the Home Office a
Department of Health. He was a member of Haringey Council from 1978 to 2002 and was its Leader from 1987 t
having previously spent five gg&hair of Social Services. He was Chair of the Association of London Governm
representing the 33 local authorities in London, from its formation in 1995 until 2000, having previously chair
Association of London Authorities. From 1986 toh1893,was Chair of the Associ at
Social Services Committee and led for local government in negotiations about the introduction of Community Car
Children Act. He is ViPeesident of and was formerly a member ettheé&wf the Local Government Association

He was the first Chair of the Institute of Commissioning Professionals, haExssrniveNzirector of the London
Ambul ance Service, a Senior Associ a tthe Medical Hffeces of Qir n g
Pollutants. He is a former member of the Committee of the Regions of the European Union.

Steve Hughes, CMS Product Manager, COLT

Steve Hughes joined COLT in 2008 as part of the launch team for their cloud/utilitpreenResmietsible for
defining the new services portfolio and requirements, he has worked closely with customers throughout Europe
the service to market. During his career, Steve has been involved in the launch of over 15 newmageducts in th
services, enterprise integration and business software development areas. He hadisethysihssewvhmmh he
successfully sold to BT; was Head of Messaging and Transaction Services at BT; and grew several -business st
ups inte fields of payments, supply chain and situation management. Steve has a BSc. in Electronics from the
of Salford, and an Open Business School MBA.

Evangelos Kotsovinos, Vice President, Hosting, Morgan Stanley

Evangelos is a Vice Presiddmorgan Stanley, Chief Strategy Officer at Virtual Trip, and a Member of the Board
Directors at NewCred. Evangelos leads initiatives in the space of hosting, virtualisation, and cloud computing. H
on improving the business value of-ggiEbadnterprise infrastructures by combining novel technologies with
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entrepreneurial business models and strategies that improve efficiency, manageability, flexibility, arms reliability.
has pioneered the field of cloud computing, devisingedimstdbltieprints for a public cloud computing platform as
part of the XenoServers project, which he led. He has acquired significant experience and auévoeactdeveral pe
publications in the areas of virtualisation, cloud computiscalgiebate deployment and management, distributed
systems, trust management;lpadiey resource management, operating systems, and ubiquitous computing. He has
as a Programme Committee Member and Reviewer in numerous top conferencéetord jourimgidMorgan
Stanley, Evangelos was a Senior Research Scieabst &eTholds a PhD from the University of Cambridge,
Computer Laboratory.

Stephen McGibbon, Regional Technology, Eéfiope, Microsdorporation
Senior DirectorinMisrm f t 6 s EMEA Technol ogy Office and Microsc

for Microsoftdés technology policy initiatives and
across Eastern Europe, Russia & CIS. A dfelyipadie is to ensure that through two way dialog the distinct needs c
this. Joined Microsoft in 2004 from |IBM where he

Eastern Europe, Middle East & Africa. He was previousigtahefD8&ategy for Lotus EMEA, and the Chief
Technology Officer for the UK & Eire. Primary focus areas are principally security, architecture, standar
interoperability, high performance and scientific computing, emerging technologies Spkakwofratpently at
industry and academic conferences and sits on several industry, government and academic bodies. Presen
International Conference Information Society 2004: Lithuania Potential in the World of Knowledge Ecanomy: Innc
in the Digital Decade.

Guy Mucklow, Managing Director arieb@nder, postcodeanywhere.com

Guy is the Managing Director arBoGonder of postcodeanywhere.com, an award winning, Worcester based com|
that was set up in 2000 to provide data asapaenohlly managed seffieme company has grown very quickly and
now dominates the oOowhatds your p-conmerae dnel CRM solaionk, and ,
with over one million daily queries processed through ifs aygteahlky, the one of largest dedicated UK web service
providers. The company has over 7,000 customers and is actively involved iClihedocorentt&tion. Guy is
married with three children and lists golf and rugby amongst his interests.

lan Gborne, Director, Digital Systems Knowledge Transfer Network, Intellect

lan Osborne is Director of the Digital Systems Knowledge Transfer Network, a Technology Strategy Board
programme operated by a consortium led by Intellect with QinetiQalrfthisitial Laboratory. He also holds the
posts of Chair of the BCS Distributed and Scalable Computing Specialist Group, Vice President of Enterprise for
Grid Forum and is a Principal in the European FP7 Projeatp@&Fan has worked in $@€e 1972, with early

stints at British Airways and International Computers. He held senior management posiHid@ascirk ldewlgtd s
Corporate Research Laboratories in Bristol and Telecom Systems Business in Edinburgh. He has a Masters d
Maragement of Technology; a joint degree awarded by the Universities of Sussex and Brighton in 1992 and
research work in the area of Innovation Management in the Doctoral Programme between 2004 and 2006. He is
of the British Computer Sgcetd a Chartered Information Technology Professional, a member of the Associatior
Computing Machinery and an Associate Member of the Institute of Electrical and Electronics Engineers.

Mark Pritchard MP, ChairmanPAlity Parliamentary Group onrSgmeirity

Mark Pritchard MP is a Conservative MP and is Chairman-BattyePaltliamentary Group on Sdmerity. He

was the first member of the House of Commons to table a major deksseuoity apb2006 in which he gave an

0 ear | y onte threatantg governments, the military, and to the private sector of military and corporate esp
He regularly speaks on esdarrity and resilience mattmth in Parliament and in the international media. He is also
secretary of the Gamative Parliamentary Defence Committee and has a wide interest in d@fiectelimatters
cybemwarfare and emerging EMP technologies and EMP and resilieneastoaster

Richard Prodger, Technical Director, Active Web Solutions

Richard Prodger a Founding Technical Director of Active Web Solutions with more than 25 years experience i
R&D and computing sectors. Ri chardds primary respo
the Director responsible for the AdtBnology Centre. Prior to joining AWS, Richard managed BT's Web Servic
unit. At BT, Richard was responsible for implementing laigarsoalee and web based systems and for translating
emerging technology into practical business solutmswaidhe Principal Architect and technical design authority
for the mukaward winning RNLI Sea Safety system. More recently, Richard has been working closely with Micro
their cloud services platform, Windows Azure.

Matt Yardley, Partner, AsspdyMason

Matt Yardley is a Partner at Anaasen. He has worked with operators, broadcasters, investors, vendors, regul
and governments on a wide range of next generatigalaietivagues. He directed THE fibre costing work for the
BSG wieh was a key input to Digital Britain, and our project for Ofcom on dehyeaility kigho services online.
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He has also advised clients on the future structure of broadband markets, and on network neutrality. He jc

company in 1997 and hald&Eng. Honours Degree (First Class) in Mechanical Engineering from UMIST, and a P!
in Aerospace Engineering from the University of Manchester.

All biographies provided by speakers
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About the€CoreSponsors of the Westminster eForum

QrQiva

Argiva operates at the heart of the broadcast and mobile communications industry and is at the forefront of
solutions and services in an increasingly digital world. The company provides much of the infrastructure behind
radio and wiredeesommunications in the UK and has a growing presence in Ireland, mainland Europe and the USA
are three business units:

Terrestrial Broadcastvides transmission for all UK terrestrial TV broadcasters, including the new networks being
for the Digital Switch Over. Transmission is also provided for BBC Radio and most commercial radio station
analogue and DAB. The company owns and operates two of the six UK digital terrestrial TV multiplexes, enabli
media companies to bring Tveand radio services to Freeview.

Satellite & Medjaovides global communication platforms to enterprise, government and broadcast customers arc
world. It owns and operates teleports at key locations including Los Angeles, Washingt@arit,onslove hrass
comprehensive satellite capacity, an international terrestrial fibre network and extensive media facilities. These el
to provide world leading organisations with a comprehensive range of services to deliver dteeandhtacthicvadca
across the globe.

Wireless Accessovides cellular, wireless broadband, voice and data solutions for the mobile communications,
safety, local government, and commercial markets. Arqgiva is the largest independent pee\iitl¢hel Hddiodit
Ireland. With its own spectrum, the company can provide complete mobile communications networks including
links.

Argiva has its headquarters near Winchester and other major UK offices in London, Warwick, Buckinghams
Yorkdire. The company is owned by a consortium of investors led by Macquarie Communications Infrastructure

Major customers include the BBC, ITV, Channel 4, Five, BSkyB, Classic FM, the five UK mobile operators, the R
the Metropolitan Police.

berwin paisner

Berwin Leighton Paishervyers for Digital Britain

We are delighted to show our commitment to the technology, media and telecoms (TMT) sector by being a core
of Westminster eForum.

0 hlygb mme r c i GhambersiUKf 2009 6
Our team belilee s t hat 6technol ogy?d, O6medi ad and 6tel ecomi
expertisethe ways in which technology can be used to connect, process, communicate, publish, consume and el

now so converged that imgossible to treat these as separate.

0Their focus on mar ket convergence has i mpressbéed c
- Chambers UK, 2009

Let us use our TMT sector knowledge and experience to guideypoundhkié key decisions putting in place
arrangements to build and grow your business.

Othe | awyers get to gri p€hamberstK,2009pr obl em qui ckly a
We understand every step of the TMT food chain, including:
- setting up taxiefént business structures, includstpafig

- software development, licensing, support and maintenance
technology ownership structures, including thenleftetts of use of open source software
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- network projects, including internationatwierks, mainframe and server acquisitions-emabledhbdevice
design

- purchase and lease of hardware, including network equipment,A€lsl aledibasd

- managing employee and consultant issues, including in relation to data-treefohodrtipeiter code

- management and enforcement of intellectual property rights, particularly copyright, confidentiality/privacy
marks and, where relevant, patents

- business models relating to the consumption of content/services acnosdilatenmetjnteractive TV
platforms, including publishing, broadcasting, music and computer games

- advertising, marketing and affiliate strategies, including intellectual property issues connected with domain r
key word marketing

- Web 2.0 teclotogies, including social networking, virtual worldgsnaashuser generated content

- customer facing issues, including terms and conditions, competitions and paymuellptecessing/e

- sector specific compliance, includiihgoetting arghming, financial services and competition

- data protection, particularly 4roser and the collection of data via online or mobile business channels

oreally understands elegarb@r2008a | and technology i ssu

For further informationease contact:
Vanessa Barnett

Partner

T: +44 (0)20 7427 1104
vanessa.barnett@blplaw.com

Oclcaudr communi cati on s+iChdmbersdJ§,@009 enaci ous wor k et hic

A\

BT
An introduction to BT:
BTisme of the worl dds | eadi nig pripaipal edtivitiesrinslude lbcal,cnational wmdi

international telecommunications servicesahighaoadband and Internet products and services, and ICT solutions.
the UK, BT sa® more than 20m business and residential customers with more than 29m exchange lines, a:
providing network services to other licensed operators.

BT is a global compamylping muisite organisations master the complexity of business mmreaibaive won

major business with companies like Volkswagen, Volvo and Fiat and with the EU, NAT®@ anertB24\bil§on

of major business contracts in the last four years. We employ nearly 30,000 people in 53 countries, providing
170 countries around the worl d. We are building a

mobility. This new wave business grew by almost 40% last year and now represents over a third of our revenue
billion per annu

BTO s bol d deci si ons, t he power of i ts research ar
expansion of lsoadbandetwork to cover over 99.8% of the country. The UK leads the G8 in availability. The UK |
higher penerabn per 100 of the population than the USA.
being rolled out now.

In the future, national economic success will require access thnamdedge @ind technologiie UK needs to
compete witthe rest of the world, particularly places like China and India that are fast becoming the critical hu
manufacturing and software. The UK needs a network to deliver state of the art services quickly and efficiently.
major part to play with investment in 23st Century Network (21GN\jn endo-end Internet Protocol (d)sed

network, replacing a number of existing networks and systems to provide for faster, more efficient, and cheaper
new services than now.

Convergentei es at the heart of the rapid changes in com
of fering our customers a converged Obest of fixed

them freedom and ifkdity, rather than worrying about choosing between those two ways of delivering services.
Interneprotocol based 21CN programme will support a range of technologies and services to allow customers t
things they want. Our global networkedpdbility will deliver converged end to end services to major corpora
customers around the world. We led the way in VOIP services. We are developing a range of broadband to T\
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called BT Vision. We have launched BT Movio, a wholespitevidingchve tv and DAB radio to mobile handsets.
Today, BT customers have access to ovesir8le® h ot spot sé across the UK and
We have announced agreements with a number of cities to become wireless gianegrtaas @ create a first
phase of Wireless Cities across the UK, including Birmingham, Cardiff, Edinburgh, Leeds, Liverpool, Newcs
Westminster.

The speed and scale of the major investment needed for the future means thatithe/t@okieeamwenk is critical

owe and others need the right incentives and to ha
This is why |l ast yeards Ofcom St r aBTecpate®peReaghihelw wa s
has been operational since January 2006. Openreach is responsible for the nationwidé todaleBT wefwork s t r
wire that connects homes and businesses to BT exchanges atheslife¢hbatkKof the business. Its paerire to

provide a fair and equivalent service to all communicationd anovegersd up the broadband revolution.-For end
users, it means that, whichever telephone or Internet service provider Openreach is working for, they will all r
sameeveimanded treatment.
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