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Session chairõs opening remarks 
Mark Pritchard MP, Chairman, All-Party Parliamentary Group on Cyber-Security  
 
Well good morning ladies and gentlemen, itõs a great pleasure to open this first session on cloud computing, kindly hosted 
and organised by the Westminster eForum.   
 
The number of applications and benefits of cloud, or cloud computing, are varied, timely and manifold.  They have opened 
up new opportunities, knowledge boundaries, technological know-how, as well as new challenges.  It is like the discovery of 
yet another galaxy, stars beyond the stars.  It allows for the handling of a vast amount of data and information without the 
use of super computers or advanced IT infrastructures.  In that sense it is technologically liberating, extends social 
inclusivity and brings what is vast to what is disproportionately small.  The desktop PC experience has broken free.  The 
cloud offers research computing for everyone.  Private, for example, through virtualised servers, or a public cloud, for 
example, using the internet to access applications and data hosted by someone else, perhaps somewhere else.  Large amounts 
of data are now universally accessible, manageable and can create increased efficiency and savings for both business and 
consumers alike.  It is particularly advantageous to a public sector with an increasing squeeze on its already scarce resources.  
But I suppose we will only really know when cloud computing has come of age, when Homer Simpson mentions it on an 
episode of the Simpsons.  What is clear is that just like the British weather with rapidly developing hardware and software, 
clouds are here to stay and I hope today that we are going to have a very informed discussion and I am delighted that we 
have the glitterati of cloud thinking and innovation and visionaries and it gives me great pleasure to introduce the Web 
Services Evangelist for Amazon, Simone Brunozzi.  Welcome, thank you.  
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The Cloud as a platform for business and Government 
Simone Brunozzi, Web Services Evangelist, EMEA, Amazon 
 
So good morning everyone.  Thank you for the very nice introduction and thank you for inviting me here at this nice venue.  
 
So, we have limited time today, just 15 minutes and another 15 minutes for your questions.  Hopefully I will be able to give 
you some hints and some information and stimulate the conversation afterwards.   
 
This is a quote I stole from Seth Godin, it says that a presentation is not an obligation, itõs a privilege, you are here you are 
spending your time today, in a surely busy day in London, so hopefully this next 30 minutes will be useful for you.  
 
So what I will cover in the next, letõs say 14 minutes, is first a very brief hint on what the cloud is, because you know there is 
a lot of confusion around it, because cloud is such a buzz word today that everyone is talking about it and I will show you 
the point of view of Amazon Web Services.  Then some words on how the enterprise is adopting the cloud and then how 
the Government is adopting the cloud.  
 
So why Amazon is in this space?  Why I am here today?  Why an Amazon Web Services Technology Evangelist is here 
today?  Just out of curiosity how many of you, of course I guess that most of you know Amazon, the retail company right, 
how many of you buy things from Amazon, raise your hands.  Okay itõs almost everyone, for the few guys that didnõt raise 
their hand we have to speak in private later, okay.  So people know Amazon for being a retailer, but Amazon is, in fact, a 
technology company and about 10 years ago, 1999/2000 Amazon faced a huge problem, the problem is scalability and 
efficiency.  So we were using systems that were not able to scale and to keep the pace of the growth of the e-commerce 
website, so we decided to change the architecture and move to a Service Oriented Architecture, SOA, which means web 
services, API calls and loosely coupled small pieces of software talking together using a common interface, this is the main 
idea behind Service Oriented Architecture, or SOA.  We started building our system from the ground zero up and then we 
saw that after a while we became very good at it, we became very good at building Service Oriented Architecture and 
running data centres and running them at a high scale, huge data centres, a huge amount of data, of traffic of computer 
power.  So this is why at a certain point, more than 4 years ago, we decided to say okay, maybe these web services could be 
useful for other people as well, because we faced some problems, scalability, efficiency, power efficiency, that other people 
are facing as well, so this could be a business for us.  So we launched Amazon S3, the first of the Amazon web services, 4 
years ago, it was I think March 2006.  And then on Business Week there was a cover with Jeff Bezos on this cover and a 
quote that said, Amazonõs Risky Bet, because most people were thinking, well Amazon is a retailer, why should they do 
computing, why should they offer IT services?  And then after 4 years, today I am proud to say that most people consider us 
the leader in cloud computing.   
 
Which brings us to again why the cloud has become so important for lots of companies, from small start-ups to huge large 
enterprises and the Government and the reason resides on the main concept around cloud computing which is not 
necessarily a technology, letõs say, revolution, but is more of an economic incentive to change things because the cloud means 
using large scale systems that are made available by cloud providers, and these cloud providers have such a high scale that 
they can first offer unprecedented scalability and flexibility on these infrastructures.  Second, they can offer the services at a 
very low price and the economic drive behind cloud computing is what really changed things.  Most companies today are 
adopting cloud computing because it makes economic sense, and especially in this economic downturn, itõs particularly 
important to say well we can save money here, we can avoid large capital investments on the IT infrastructure and just use a 
different model, a pay per use model, and the good thing about the pay per use model is first you donõt have to invest 
money at the beginning and then hopefully use these resources.  Second you will not have unused resources because you will 
just rent the amount of resources that you need.  And this is, of course, a huge change compared to the bi-data centres era 
that was just behind.   
 
So most companies see the economic advantage of using cloud computing first of all, and then of course they say ð well, it 
makes economic sense, letõs see if it also makes sense in other terms.  And this brings us to the enterprise, because as you 
know it is quite easy for a start-up to say letõs start on Amazon Web Services right away because there is a green field 
situation, they donõt have existing infrastructure, they donõt have existing business logic, so for them it is quite easy to say ð 
yes, letõs start with virtual data centres, running everything on Amazon Web Services, but for enterprises with existing 
investments, existing business logic, existing apps, existing rules in place, this is, of course, a little bit different and in fact, at 
the beginning when we started offering Amazon Web Services we thought that start-ups or developers or small businesses, 
were the natural market for us and we thought, well the enterprise is not exactly interesting in these things because we donõt 
have certifications, we donõt have specific services that they need etc.  And after a while, of course, we kept innovating and 
adding services or features to existing services and then we launched, for example a few months ago we launched VPC, 
Virtual Private Cloud.  So the concept behind Amazon Web Services is offering storage, computing and other things on 
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demand.  But when you rent these services, of course you have limited security, which means to be precise, that you manage 
your own machines, you are on your own and of course you have to take care of the security of these machines.  We provide 
environment security, we provide, you know, isolation for machines, we provide built in firewalls for these machines, so the 
built in security is very high, but you still have to keep these machines safe, you have to do back fixing, you have to do 
updates on these machines, so you have to make sure that these machines are safe, are secure and in some enterprise 
environments, in some enterprise situations, you can't simply accept the fact that if one machine is not secure, someone from 
the outside can just hack in and mess up with your data.  So VPC is a way to extend your existing infrastructure, in the 
cloud, so using the flexibility and the good, the great process of cloud computing, keeping everything secure.  You can 
connect to the VPC only through a VPN connection, a secure VPN connection from your own data centre, from your 
own, letõs say, local network infrastructure.  Which means that you can even say this VPC is not accessible from the outside, 
I would just access it from the inside to run, for example, file servers or apps or other things, which immediately makes the 
cloud as secure as you need.   
 
And then, of course, we started being audited from external auditors and we obtained security certifications such as 
Sarbanes-Oxley or SAS 70 Type II certifications and this brings trust to the enterprise and in fact 2009, I can say, it has 
been the year for the enterprise in the cloud because we started seeing even large enterprises, even companies bigger than 
Amazon, such Eli Lilly to use Amazon Web Services or even, you know, academic institutions such as Harvard Medical 
School or other big companies in many verticals, financial, banking, media, security and other things.  And of course we 
build partnerships with Microsoft, IBM, Oracle, Sun Microsystems, Red Hat, Capgemini, Accenture.  These partnerships 
enable us to bring the cloud to the enterprise.  
 
And what about the Government?  I have a few key words here for you.  So there has been a summit recently and RCTO 
was there and also Vivek Kundra which is the US CIEO, he is just 35 years old, so I really admire this guy and Casey 
Coleman the GSA CIO were there and they announced a few things and I see the US Government as a signal, what they are 
doing I see it as a signal of what other Governments will soon do in the future.  For example they spend, the US 
Government spends about $75billion every year for IT and they announced a few things among which Apps.gov which is 
essentially a way to get cloud resources from the Government.  Of course the Government is facing the same challenges that 
we had at Amazon Web Services, the challenges are how to scale, how to be efficient, how to run thousands or tens of 
thousands of machines together and how to build applications that can get the power of the cloud, because you know there 
are different design patterns, design mechanisms.  You can't just move everything into the cloud and use it right away 
because in some cases you are not using all the power behind cloud computing.  For example, cloud computing in our case 
we offer data centres in different parts of the world and in each region, we call a region like Europe or US West or US East 
or Asia Pacific, in each region we offer multiple availability zones which means separated clusters of data centres on 
different power grids, different flood plains, multiple tier one bandwidth with providers.  This means that since things fail 
all the time, it can happen that even one entire data centre fails or maybe the network connectivity for that data centre fails, 
if you build your app using multiple machines on multiple availability zones, you are using the power of the cloud and the 
distribution of computer power to actually keep your application up and running and be resilient to failure.  So you have to 
take this into account when you move things into the cloud and I think that the Government, in particular, is a very good 
example of a situation in which the efficiency of resources is very, very low and of course it can be improved using the latest 
technology, using cloud computing.  
 
So this is my last slide, my contact details, email, Twitter, you find my name on LinkedIn and Facebook, this is a very 
unique name, there are just two guys with my name on earth, the second guy is not an internet guy, you know doesnõt 
publish anything, I donõt think he is even on Facebook, so it is quite easy to find my name somewhere, for good or bad 
things.   
 
So I will just stop here and leave the rest of my time for questions.  
 
Thank you.  
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The Cloud as a platform for business and Government 
Questions and comments from the floor 

 
Mark Pritchard MP: Well thank you very much indeed, it was most illuminating.  It would be 

very helpful if you want to ask some questions, just state who you are and 
where you are from and if you could keep it fairly brief so we can get as 
many people in as possible, so we have got people wandering around with 
microphones.  So first question, sir.  Thank you.  And if you would like to 
stand because we love to see our guests.   

 
Robindhra Mangtani: From the GSM Association.  
 
Simone Brunozzi: Sorry I lost the first part of your name.  
 
Robindhra Mangtani: From the GSN Association. 
 So if I am consuming web services and I am in the UK and your data centre 

is in Sao Paulo or Palo Alto for instanceé 
 
Simone Brunozzi: Even in Ireland.  
 
Robindhra Mangtani: Or even in Ireland, who data protection laws apply.  
 
Simone Brunozzi: Okay, so this is of course a question that we get asked, you know, lots of 

times and I am not a lawyer, luckily for me, so I will just give you a very 
simple answer, but my suggestion would, in any case, be to consideré.well 
let me give you the answer first, so the answer is if you store data, for 
example, in Europe, we guarantee you that this information, these files are 
kept in Europe and in the US of course, we are part of the Safe Harbor 
Agreement, which, you know if I were a lawyer I could easily explain to you 
all the details of that, but I think this is a general question, this is not just 
Amazon or other cloud providers.  Whenever you store files in a remote data 
centre, being a hosting provider or a cloud provider or whatever, whenever 
you use someone else to do your stuff, your IT stuff, you have to take this 
into consideration and of course some companies are, letõs say, they like the 
proximity of their data or they want it to be in their own, letõs say, nation.  
For example, in your case, in the UK.  We are not able to offer this at the 
moment, we are not able to give you data centres in the UK as well.  In 
Europe we have data centres in Ireland, in the US we have data centres in 
East and Westé.you know East Coast and West Coast, in Asia we are 
going to launch data centres in Singapore in the coming months, which 
means of course that we know we are covering regions we are covering 
continents, but we are not covering every nation, you know, in the next few 
months.  Which means that for some specific needs you might want to 
consult a lawyer or check with our legal department if everything is okay for 
you, and this is the best answer I can give you being a non-lawyer. 

 
Mark Pritchard MP: Wonderful, well I think that is music to some of the lawyers ears in here, to 

consult a lawyer, so thatõs good news, who are glad you came Iõm sure.  Next 
question, thank you Simone, and it was a very good question.  Any other 
questions.   

 
Reuven Cohen: I will ask a question because I like asking questions.  So I am hearing a lot 

about the US Patriot Act and in particular there is a new question that 
people are asking in terms of an American company that has data centres 
overseas, so that the basic premise of the question is that it appears that the 
Patriot Act can extend beyond the borders of the United States, so if you 
have data centre in Ireland or Singapore or some other offshore location, the 
same laws apply because you are an American company.  How do you 
address that? 
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Simone Brunozzi: I donõt know, I am not a lawyer so I donõt have a clear answer for you and I 
think that you need a specific competence to be able to answer that question.  
It is not clear for me.  I think we have some statements, publicly available on 
that and you know, our lawyers did these statements.  However I think that 
the concern could be something to consider, at least, you know something to 
look upon and again this is good material for lawyer consultancy firms here 
because I think that, you know, the cloud market is exploding and there will 
be more and more companies that will need legal consultancy as well as 
technical consultancy.  So I personally donõt have a clear answer for you, this 
is not exactly my field of study, I am just a computer geek and so I just leave 
it to our legal department.  If you have specific questions on this, my 
suggestion would be to email me and I will put you in contact with our legal 
department and they will look into your specific case.  

 
Mark Pritchard MP: Thank you and I think thatõs a very good point, particularly in relation to 

sanctions and people think of hard products, but it also includes services to 
some countries as well.   

 
Ian Osborne: From Intellect. 
 Simone how do people usually get started with the cloud? 
 
Simone Brunozzi: Okay, thatõs a very good question because in this case you donõt need to read 

manuals and to train for months before being able to use the cloud, actually 
if you know something about technology, you can just create an account, in 
our case, and start using the services right away, and since it is a pay per use 
model, of course you have to put your credit card on the system to be able to 
use AWS, and then right away you can launch instances, store files, you 
know, letõs say mess up with servers or security groups or other things and 
play with these services and see if they fit your needs.  So itõs quite easy and 
in fact lots of people are surprised by how easy it is to just start right away.  
Of course, after you have played with it for a while then you can realise, 
okay this might work for me and then you have to sit down a little bit and 
think of how to use it for your business and for your production 
environments, but again, just to start it, itõs a few minutes away.  

 
Mark Pritchard MP: Amazing.  Sir.  
 
Robert Frood: From Capgemini. 
 I just wondered if you could say a few words about where you see the next 

wave of innovation coming from in the cloud.  
 
Simone Brunozzi: I lost part of your question, can you say it again. 
 
Robert Frood: Where is the next wave of innovation coming from? 
 
Simone Brunozzi: Okay, thatõs a very good question.  I have my personal answer, I think there 

are multiple answers to this question.  My point of view is that since we 
lower the barriers for anything that is IT related, it brings innovation in the 
sense that companies are able, for example, to launch new services or 
products very easily.  The time to market for new ideas or for new businesses 
is shorter than before because, for example, even in IT companies, we had 
some examples, of course I can't name names, but some examples of 
Amazonians that used to work for other companies and they say that they 
were surprised to see that with Amazon Web Services you can actually start 
something in a few hours and instead, if you have to provision hardware, 
even in other companies that are doing IT business, you usually need weeks 
or months and this brings to another problem.  Iõll give you a quick example 
because I think this explains a lot.  The New York Times, so the New York 
Times had archive of scanned images of old issues of the New York Times, 
I think from 1870 up to 1930, something like that, and it was a few 
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terabytes of data.  They wanted to put this online and create searchable pdfs.  
So a single guy in the IT department decided to do it on AWS and this guy 
said ð okay letõs try to use AWS to perform this task.  Instead of asking for 
10s of 1,000s of dollars, you know IT budget, and waiting a few weeks or 
maybe months to get the hardware up and running, he decided to do this 
over a weekend.  He launched 100 instances, created the pdfs, in, you know, 
I think, 24 hours, something like that, then he saw that all pdfs had a small 
error, a small mistake at the bottom of the page, he launched another 100 
instances and ran the process again, and by the end of the weekend the Time 
Machine on the New York Times website was up and running.  And this 
single guy was able to do everything with a credit card without the need to 
wait for budget approval, without the need to wait for servers deployment 
and on the Monday, you know the next Monday, his boss was just, you 
know, was around and looking at this Time Machine.  Of course the idea of 
doing this was already approved, but the time to market for that service was 
a few days, a weekend, and they did a mistake, you know the first time they 
ran it, they did a mistake, and they said, well letõs run another 100 instances, 
itõs just very easy and the investment was very small because they didnõt have 
to buy servers and then after you know, this service say where shall we throw 
the servers, because, you know, we donõt need them anymore.  So even the 
economics of doing business in the cloud computing space are very different, 
so I think that indirectly we have a new wave of innovation in the sense of 
companies or teams inside companies that are much faster, they can innovate 
much faster, therefore you know innovation comes in a quicker way.   

 
Mark Pritchard MP: Did I see a hand.  We have got two more, we have got 4 minutes, so we have 

got time.   
 
Justin McAleer: I work for a Telco actually. 
 One question I have is, regarding cloud computing.  Large, let's say, online 

gaming companies and companies whoõs contenté. any latency or down 
time, latency is obviously a network issue of course, but any down time is a 
critical issue for them.  Would you think that these types of large customers 
are going to be trusting to put their applications on servers in your sites? 

 
Simone Brunozzi: Okay, a very good question.  So the first part of the answer is we provide 

multiple availability zones and multiple regions which means you can add 
redundancy to your apps and make sure that if something bad happens to, 
for example a single data centre or a single availability zone, the other 
availability zones within that region or other regions will still be available 
because, you know, when something bad happens itõs usually a lockup 
problem, itõs not a worldwide problem.  And in fact, you know, for example 
the US region and the European region are separated.  If you have these 
images or storage in the EU region and you want to use it in the US region, 
you have to replicate this information into the US region.  If you want to use 
it locally of course, otherwise you would just read it over the internet which 
would be slower, which means that if you build your app using the cloud 
and using this kind of redundancy, you are, you know, very durable and you 
availability will be very, very close to 100% or maybe 100%.  The second 
part of the answer is what is their current availability? Because you know 
these companies, they want to run online games, okay where do they run it?  
Where do they run these games?  On data centres, on their own data centres, 
what is there up time?  We offer, for example, SLA on the uptime for EC2 
or Amazon S3 and that SLA covers the single availability zone.  So if you 
add availability zones to the equation, your total SLA actually improves a 
lot.  So I think that for this, you know, use cases, the cloud is actually a very 
good solution.  Time for a last question I think. 

 
Mark Pritchard MP: Yes, over there.  Thank you.  
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Guy Mucklow: Iõm the Managing Director of postcodeanywhere. 
 In your view does the cloud computing model spell the death of the 

traditional client-server model.  
 
Simone Brunozzi: Okay, thatõs a tough question because you know it is always difficult to 

predict the future.  What I see is that for these, let's say general purpose 
systems, it is very easy if they have to start from scratch, very easy to decide 
and say letõs start with the cloud right away.  For existing infrastructures or 
existing, for example, software apps, most of the time you have to balance 
between what you have already invested in terms of development, 
infrastructure and deployment and what is the savings that you are going to 
have with the cloud.  And you mentioned client server paradigm I think that 
the cloud is bringing a new kind of approach in how to build services, how 
to build IT.  And of course the main paradigm in our case is service oriented 
architecture, API calls etc. and in fact lots of companies that build on AWS 
they also decide to provide APIs as well because they want other partners or 
other service providers to use these APIs as well, and even if you go outside 
Amazon Web Services, most new companies or recent internet giants are 
using APIs as a way to, you know, to create interaction between applications 
which means that I think there is a change.  I can't tell you how fast is this 
change, I can't easily predict in X years we are going to see the death of 
client server apps or client server paradigm over another kind of paradigm.  I 
donõt know this, I just see that this is happening in some way or another and 
of course I think, you know, something is changing very quick.  How quick?  
Thatõs not easy to answer.  Okay.  

 
Mark Pritchard MP: Okay thank you.   
 
Simone Brunozzi: Thanks a lot.  
 
Mark Pritchard MP: We have got one more.  Do you want to ask it sir.  Just very, very briefly the 

last one.  Thank you Simone.  
 
Simone Brunozzi: Yes, thank you.  
 
Michael Kipp: From the UK Council for eBusiness. 
 Do you think that the cloud will ever be ready for use in defence and 

military applications? 
 
Simone Brunozzi: Thatõs an interesting question.  So as you know, defence or military they 

have very strict requirements for example in terms of security.  Of course 
other things as well, but security is probably the biggest concern for them, 
and of course the second thing is using someone elseõs infrastructure, in this 
case a private company.  I think that on the one side what we are doing very 
well is to provide certifications, for example for the cloud.  We started with 
SOX, I mentioned it before, or SS 70 Type II, we are adding more and more 
certifications.  For example, just talking about S3, we haveé.we follow 
some certifications in terms of storage decommissioning which is something 
critical if you want to make sure that when you decommission hardware, for 
example, no-one will be able to read your data using specific techniques, 
which is something that goes into that direction.  I donõt know how fast we 
are going to be there or how, you know, how good we will be in terms of 
offering the exact certifications and guarantees for that particular sector, but 
I see that we are going in that direction in some way or another so I think 
that at least part of their IT operations would be running on the cloud.  

 
Mark Pritchard MP: Okay, thank you very much.  Can I ask one question, if I may, on pricing 

structures.  You know as these things come forward thereõs premium pricing 
but very quickly I can see that tailing off as competitors decide to give more 
information, perhaps for free or give information at a discounted price in 
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order to perhaps to continue charging a premium price for other services.  
How do you see the pricing structure and companies actually being able to 
create revenue and more importantly profit? 

 
Simone Brunozzi: Okay, a very good question.  So first of all at Amazon we constantly lower 

prices whenever we can.  Whenever we reach some kind of economies of 
scale, or some kind of savings, we bring these savings to our customers and 
in fact we have recently lowered the prices for S3, for bandwidth and a few 
weeks ago for EC2 instances, for example the small one used to be 10 cents 
an hour, now itõs 8.5 cents an hour, so itõs a 15%, you know, decrease in 
price and on the same, you know on the same reasoning, if you look at three 
tiers for usage, most of the time there is something, let's say, to be 
considered around you know free usage of resources because, you know, 
when you offer something for free, most of the time you want to do it 
because you want people to use it, try it out and see if they like it, and of 
course, in some way or another you hope that your pricing model will get 
revenues eventually, maybe a second tier or maybe a deadline for the free 
offering and things like that.  Amazon is particularly, I think, particularly 
good at providing efficiency which means lower costs, which means revenues 
and profits, I donõt know the exact numbers for AWS and in fact we donõt 
disclose it, we donõt disclose the total revenues, we donõt disclose if itõs 
profitable or not, we mentioned, I think more than a year ago, that we 
invested more than $2billion in the overall cloud operations, of course I 
donõt know how to split this huge amount of money into AWS specifically 
or maybe Amazon itself, but you can see that this business is growing, this is 
here to stay and I think that Amazon has found, as well as other cloud 
providers as well, has found an interested value proposition for customers 
because customers are saving money using the cloud which means that there 
is a business opportunity there, so as long as you are able to use high scale 
data centres and high scale infrastructure, which is our case, I think you can 
really bring a lot of prices to the public and of course bring profits home, in 
the long term.  

 
Mark Pritchard MP: Okay, thatõs very helpful, thank you very much indeed.  
 
Simone Brunozzi: Thank you very much.  
 
Mark Pritchard MP: I think there are some seats here, there are one or two people coming in still.  

Well thank you very much.  Can I invite the panel up please, I think you 
know who you are, welcome.   

 
 So now we are going to get an overview of cloud computing, or an 

additional overview.  I think I am certainly learning a lot already today and 
hopefully you are as well.  And as I mentioned we have a star panel to answer 
the who, what, why, how and where of cloud and it gives me great pleasure 
to introduce our first guest speaker this morning on the panel, Stephen 
McGibbon, Regional Technology Officer for Microsoft Corporation in 
Europe.  Just to remind the panellists, if you could speak for 5 minutes 
please each, and then we will have some more time for questions and 
answers.  We also have a very good looking male model at the back who is 
going to hold up a yellow card when you have got one minute left, and a red 
card when you are either going over your time or playing for Chelsea.  So 
can I welcome Stephen McGibbon.  Steven.  

 
Stephen McGibbon: Am I going to speak from here.  
 
Mark Pritchard MP: Well at the lectern if you wish, thatõs probably better for the audience, they 

would like to have a look at you.  
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An overview - cloud computing 
Stephen McGibbon, Regional Technology Officer, Europe, Microsoft Corporation 
 
Good morning. For Microsoft the cloud is really about scale and I just jotted down a few numbers, just to give you an idea, 
some of the scale we are talking about.  With hotmail, right now we host over 1.3 billion, billion mailboxes.  We have over 
155 petabytes of storage, a petabyte is a 1,000 gigabytes.  Thatõs growing at about 2 petabytes a month right now.  
Typically there are about 40 million people logged into Windows Live Messenger at any one time at peak times.  Thereõs 
300 million people, 76 countries and 48 languages using Live Messenger at the moment.   
 
Now when we talk about cloud we have to manage infrastructure and services at that scale, that kind of scale, and obviously 
that then drives engineering disciplines and processes so that you can do that, so that you can deliver that.  Typically these 
kinds of services, cloud services, are end user centric, and nobody comes between the consumer and the service that they are 
consuming, they go and they register themselves, they set themselves up, it all has to be very, very highly automated and able 
to be modelled.  Now as with all kind of technology dissemination, what is happening in data centres at that kind of scale is 
having an impact then, that technology is bleeding through and starting to have an impact on enterprises and candidly thatõs 
the reason why cloud computing is a topic that everybody is talking about today because the growth of the internet has led 
to these kind of internet scale services, that technology is being assimilated and starting to be delivered at enterprise level so 
that enterprises can take advantage of it as well.   
 
Enterprises have some of their own particular concerns though.  Somebody asked questions today abouté would I be 
willing to rely on my enterprises readiness on my cloud service providersõ data connectivity.  Somebody else asked ð well 
whoõs data protection laws apply.  Somebody else mentioned is it ready for the military, so organizations have to pay 
attention to their own particular requirements for data protection, for information assurance and indeed for data 
sovereignty. There are answers to the question on the Patriot Act for example, but they are complex answers.  American 
companies do host data all around the world but there are legal constructs that need to be applied there and the 
responsibility for enterprises are not the same as consumers, rest with enterprises.  And so we are now starting to see as 
enterprises start to look at how do we take advantage of these cloud technologies within the constraints that they have to 
operate with, we now start to see this kind of hybrid cloud model emerging, where they are saying well we can secure, as was 
mentioned with Amazon, where we can have a private network or a secure network connection, letõs say with our data on 
premises and our compute tasks off premises, or we can keep some data in the cloud just to catch it and then move it very 
quickly into a private secure model.  
 
What are the consequences of these technology transitions for Government and for Westminster.  Well I think one of the 
major factors thatõs going to have an impact is, because these things are about scale, on the internet and within enterprises, 
you start to have to talk about shared infrastructure or shared services and where Government IT has traditionally been 
delivered in a departmental level, so HMRC, for example, has its own way of delivering, DWP itõs own etc.  I think you will 
start to see HMG as a whole, if you like, UK Plc Government has to start looking at infrastructure as a horizontal capability 
and that then has to be dynamic, so you will still have the things, a civil servant or even a citizen will come along, theyõll 
want to do the end user provisioning so theyõll go in.  In order to make the connection between giving the end user a level of 
service, self-provisioning and having this shared service infrastructure, you have to be able to do two things.  The first thing 
you have to be able to do is model what you want to happen, you have to say like a flow chart, if you imagine, when the user 
clicks here, if they have selected that, this needs to happen and then thereõs the things that somebody would have 
traditionally run around and done need to happen automatically, so you need to have a model to explain what needs to be 
done and then you need to be able to automate what the model says, and so the real impact on, I think, Government IT, 
whether this is happeningé.whether these things are being delivered in the public cloud, in the private cloud, or in a hybrid 
cloud model, will be public sector particularly, will have to look at what are its models, how does it define its processes and 
how does it automate that to then try to deliver those capabilities.   
 
From an end userõs perspective it should be essentially transparent, they shouldnõt actually notice any difference.  Right, 
somebody said is this the end of client server?  Itõs just an evolution of client server, you know, you had a server in the past 
that was maybe sat in a back room somewhere or in a data centre, in the future you won't know whether that is a server that 
your organisation is controlling or whether it has been outsourced to a hoster or whether it is running in one of these very, 
very green mega data centres.   
 
As for evolution and innovation in the future, we are only at the beginning of this journey, I mean literally this technology is 
just starting to move into enterprises and this evolution, it will take organisations 5, probably more, 5 to 7 years to really 
start to understand and take advantage of the opportunities that these technologies deliver.  Today the two classes of cloud 
computing that you hear most about, infrastructure is a service, so automating those servers and getting those servers 
provisioned and software as a service, you know kind of the delivery of email or, share points, things like that, that 
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something will intersect in the middle of those and that will something called platform as a service, and platform as a service 
will allow developers to take advantage of all of the things that the infrastructure can do and build effectively what will be 
software as a service.   
 
So I think thereõs a very, very bright future for this technology, it will lower the cost, it will lower the cost for everybody, 
make IT service delivery a higher quality, improved security, but it should be and I believe it will be, within the control of 
departments still and the people responsible for data will still retain that responsibility and ability to control that.   
 
I think Iõm okay for time. 
 
Mark Pritchard MP: Thank you.  Now our next speaker is Steve Hughes who is the Cloud 
 Specialist from COLT, so welcome.  
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An overview - cloud computing 
Steve Hughes, Cloud Specialist, COLT 
 
Thank you.  First off I think I will just go through COLT, and COLTõs background within cloud computing.  
 
COLT is traditionally a telecoms company.  We own 40,000 kilometres of fibre throughout Europe, which is very 
important when we start talking about what cloud is about and how we can actually deliver service.  From our point of view 
the network is a key element of any delivery of cloud services.  We also have a metro network which runs through 33 cities 
throughout Europe and, this is the important bit, we have 19 data centres in 13 countries throughout Europe.  Now you 
may notice there we have more data centres than countries, so when people are talking about availability zones, we actually 
have data centres that can be within country to actually provide service to customers.  Now where COLT has traditionally 
been playing in the financial services market, we then understand the issues of regulatory environments, we understand the 
issues of latency and bandwidth and we understand the issues of keeping applications where customers actually want them 
to run.  We do a lot of work, for example, in the financial services area of proximity hosting, where we will host customerõs 
applications very close to where the exchanges are actually hosted to cut down latency.  All this starts to feed in to some of 
the issues that we talked about with cloud computing.  
 
So, we launched our firsté.we also have a very large managed network services division within COLT which is where I am 
from, CMS as it is down on the list, and from that point of view we have been managing customerõs applications and 
services for quite some years throughout Europe.  So therefore thatõs COLT.  
 
COLTõs involvement in cloud, we launched our first cloud service in July last year, which was our managed workspace 
offering which is a software as a service offering, delivering Microsoft office environments basically to customers on a 
virtualised desktop.  Now the advantage of this is that we actually launched that software as a service platform on our 
infrastructure as a service platform as part of that stack.  We felt it was very important that we actually launched our SaaS 
service using our own infrastructure service.  We have just launched our infrastructure service, which is our cloud 
infrastructure services which was in December and this month we have announced a tie-up with TIBCO DataSynapse to be 
able to provide managed applications and managed grid services based again on our cloud infrastructure services, and again 
that is throughout Europe.  So thatõs our background in cloud.   
 
Okay, letõs move on to what is cloud computing, which is always a good topic.  Now my view is that any talk of in the 
cloud really, people then start talking metaphors and start waving their arms about and getting very excited about things 
going to the cloud.  Now, from a Governmental point of view, no let's think back, from a service point of view, when we 
were actually developing the services within COLT, the amount of discussions, and I am sure all the other guys have this, 
the amount of discussions about what was infrastructure as a service and what was platform and what was software and 
where this actually fitted and the definitions were, I think when we first looked at it there were about 33 definitions of 
cloud computing.  Now I came across the NIST definition of cloud computing towards the middle of last year.  Now when 
people talk about the US Government cloud and what they are doing, that is predicated and built on the definitions that 
NIST came up for, for cloud computing.  Now I think the most important thing to take away, hopefully from this forum, 
is that cloud computing is an operating method, it is a means of delivering services to customers, it is an IT operating 
method, it is not some sort of nebulous services that people sort of go and worship at.  It is another string to the bow as far 
as customers are concerned.   
 
So when you start with an operating environment, okay what are the characteristics of cloud commuting, now NIST then 
defined the characteristics that said well this is cloud computing, which involved scalability, broad network access which 
comes back to the point I was making about not all of this will be over the internet, or should be over the internet, it is 
about self service, it is about a measured service.  This is also another problem, if you like, with cloud computing and that 
people say well itõs pay as you go.  Well thatõs one model, pay as you go is fine, pay monthly, in the end one of the 
interesting things is looking at models elsewhere within the market.  You look at a mobile phone, you have a pay as you go 
mobile phone, if it actually changes to a pay monthly, it doesnõt stop being a mobile phone, itõs just a different tariff that 
you actually charge for the service, so a measured service is the important element.  
 
Now when you move on from there, from the key characteristics you have then got the different service models, 
infrastructure, platform and software as a service.  Now really when someone was asking about innovation, the area of 
innovation that we see is platform as a service, this is the ability for people to develop within cloud environments which 
then get on to the client server environment, but also the means of actually taking their applications and migrating them into 
a cloud environment where they can take advantage of that scalability, measured service, customer self-service elements.  So 
platform as a service is the area that we see as the differentiator as far as providing services to customers. Software as a 
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service is very important in the delivery of those services to customers wherever they actually want it to be.  So they are the 
service models.  
 
From there you then go on to the deployment models, you have got private, public, community and the last oneé..(private, 
public, communityé.) and hybrid, there you go.  Now what we are talking about really in Government environment is a 
community cloud.  What you are doing is pulling like minded people together to share infrastructure and to share services.  
Now that doesnõt mean it has to be via the internet, it doesnõt mean it has to be via a public cloud at all.  What you are 
doing is using that methodology to your best advantage, and really when we are talking to enterprise customers, what they 
are talking about is, from a CIO point of view, how do you help solve our problems, not how do we go and use the cloud, it 
is a very, very good and powerful technique to do that, but customers are building private clouds, they are building hybrid 
clouds, they are using our network to keep a completely private link between our data centre and their infrastructure.  It 
means that they can mix and match and actually get the best of whatever world they want to play in as far as their business is 
concerned.  So really look at the operating models that are there and pick the best one, and certainly look at, in the US, the 
community cloud, I think, is going to be a very, very important model.  
 
Mark Pritchard MP: Thank you Steve.  Can I welcome Ian Osborne to the  lectern who is 

director of Digital Systems Knowledge Transfer Network for  Intellect.  So 
welcome Ian. 
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An overview - cloud computing 
Ian Osborne, Director, Digital Systems Knowledge Transfer Network, Intellect 
 
Yes hello.  Thank you very much.  A quick word on what a Knowledge Transfer Network is and then I will talk a little bit 
about cloud.   
 
Iõm funded by the Technology Strategy Board which is sponsored by BIS, my job is to find best practice in industry in the 
adoption of computing, distributed computing practices and then telling anyone else who needs to know about that.  And 
along the way I have been involved in distributed computing standards as well, so I am very interested in how we adopt such 
models as cloud and as has just been observed, itõs a very rich metaphor, so we can have lots of fun with snowflakes and all 
sorts of other things as we go through this.  
 
The one important thing about cloud that I think we mustnõt lose sight of is we got here because we broke the link between 
software and hardware when we brought virtualisation back to life again.  Like several of you, I imagine, you saw 
virtualisation first in the 1970s when IBM introduced it.  In fact it was probably invented before then, but IBM have a habit 
of claiming those sorts of successes at the time, and virtualisation has come back and given us a huge new opportunity.   
 
Once you have broken that link between hardware and software and once you have commodity hardware that can run most 
software, you have the opportunity then to run software anywhere you like and thatõs enabled, for most of us, the 
opportunity of going into the cloud.   
 
But I wouldnõt like you to think that the cloud is simply virtualisation because if you look at Google and you look at the 
platform as a service that Amazon has built, those things are designed and architected to be what they are, Google has 
17,000 server clusters and it builds all its software on Linux, on those clusters, there is not virtualisation being used at all.  
So for those of us who are mere mortals, who are looking at our installed legacy applications in our data centres, running on 
legacy hardware, our only real path in the short term, short of rewriting everything, is to migrate them to the cloud and use 
virtualisation as the tool for doing that.  That brings a lot of challenges to bear, not the least of which is your network 
access, do you have the bandwidth, when you choose a vendor to go to can you get the latency you require?  So the 
discussion from Steve just now is a very important thing to bear in mind.   
 
So what seems to me, the big value proposition without question, you have heard it already from Simone is you have gone 
from months to provision down to minutes or even microseconds, if you put your mind to this, you can switch on a new 
server just like that, and then you can serve your customersõ needs and if you want a real live current Government example of 
that, Ordinance Survey talked to the Parliamentary IT Committee a couple of weeks ago, and again at a Government event, 
about their new service where they have used Amazon Web Services and they have allowed access from a few thousand users 
concurrently up to 9 million users concurrently.  Now this is the sort of scalability challenge that we face in our industry 
because 60/70% of the UK now has access to web browser, which means 60/70% of UK citizens are going to want to 
access your service, so we need now to think about how to build scalable solutions and a way of doing that is scaling out 
over the large numbers of servers instantly provisioned.  And if you look at Government computing, HMRCõs tax 
assessment service, if you look at VAT returns and other, DVLA road tax, for example, these are all services that need to 
scale at particular times of the month or times of the year and itõs very important to have the ability to do that.  
 
So Iõve actually had the privilege, in the last four months, in work in the G Cloud Project where we have been thinking 
about how we bring cloud computing into Government.  I won't talk about that in any great detail here because (a) I am not 
really supposed to because I have signed a Non Disclosure Agreement, but (b) you can just read it for yourself because two 
weeks ago the Government ICT Strategy was published in which it describes many of the key features.  But like any big 
enterprise, like any Government Department, we are looking at three things there.  One is data centre consolidation.  
Hewlett Packard have gone from something like 85 data centres in the world to 6, which is 1 + 1 in each major geography.  
Just think of the scalability that virtualisation has enabled there.  So Government is thinking about taking its data centres 
down to a number, no-one knows what the right answer to that is yet.  Itõs also looking at delivering infrastructures of 
service, with a combination, perhaps, of in-house private networks but also potentially looking at public networks as well.  
There is a big issue about information assurance, what sorts of information can be published anywhere, but that challenge is 
also being faced within the G Cloud programme too.  
 
And finally the piece that I had most to do with was the application store, not the current version of application store which 
is really an automated procurement system, but looking forwards to an interface for a civil servant where all the services they 
have access to are made available to them online at the touch of a button, and dynamically provisioned.  Now this is 
something that will take some time to produce, but the big value, as far as I am concerned across Government, is you give 
access through one portal to all the shared services and they can scale to meet the demand.  So this is a very important 
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enabling function that cloud computing can give, this infrastructure model allows you to scale up and provide those services 
on demand.   
 
So I think of cloud computing as something that is broadly applicable in the industry, it is a technology of course, it is a 
model that we have.  What we need to do now is figure out how to make it work, and it will take some time to do that.  
 
Okay, thank you.  
 
Mark Pritchard MP: Thank you very much.  I would like to welcome Matt Yardley, Partner at 
 Analysys Mason which, as I am sure you will know, is a technology strategy 
 consulting firm.  Welcome.  
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An overview - cloud computing 
Matt Yardley, Partner, Analysys Mason 
 
Thank you Mark.  Good morning everyone.   
 
My interest in cloud computing has really sparked from the kind of telecoms and network side.  There is a hint of ð haven't 
we seen all this before as well, if you think back 10 years, there was a lot of discussion about the ISP model, I think some of 
that has come back, but I do think there are some things that are new as well here, so it is a very interesting area for us as an 
advisory firm.   
 
In my mind cloud computing is about three things, itõs about the economies of scale and storage and computer power, itõs 
about wide area IP networks and importantly the glue between those two, itõs about the intelligent systems that make those 
two work and the intelligent dynamic resource enabling capabilities that they have.  I think thatõs where the new part of this 
market is.   
 
In terms of the market opportunity.  Itõs undeniably large, but I think there are some challenges and particularly in the 
corporate market, one thing that we do see is clearly there is this redistribution of spend from kind of Capex to Opex, so itõs 
not necessarily a massively growing market, but also potentially from the kind of traditional telecoms spend in private 
networks into IT.  So there is a word of caution there when you look at market forecasts about when you add up IT and 
telecom spend, it won't necessarily add up to the total value, there may be a hint of double counting in there and we have 
seen that on many occasions.  But I think the SME market is particularly interesting.  All of the talk this morning, in my 
mind, has been about the large enterprise market and there is good reason for that, but for me the SME market is very 
interesting.  Perhaps where the biggest market potential is, but also therein lies the biggest problem.  I think driving 
penetration in the SME market, the telecoms players find that a challenging market given the huge diversity there is in their 
needs, and I think particularly in computing as well, itõs the same problem.  I will come back to why I think this is probably 
the most interesting area shortly.  
 
On requirements it seems to me that all of the network computing power and intelligence is already here today, so what 
really lies at the heart of unlocking this market potential is the networks that piece them together and particularly highly 
resilient, highly available networks.  Now in many markets, including our own here in the UK, we are just starting to see 
new networks being rolled out, new higher availability fibre networks, but itõs a long, long way off until we have full 
availability and ubiquitous coverage of those networks, and particularly if we think about both fixed and mobile networks, 
thatõs many, many years away and for me, thatõs really where the issue is for the SME market.  Thatõs a fact, this isn't going 
to change very, very quickly, I suspect for full coverage of high speed, high availability networks in the UK, we are at least a 
decade away from it, so that places a natural constraint, for me, the SME market potential.   
 
But perhaps the most interesting part of this market opportunity is really the value that companies will place on that 
network quality, that network availability.  Now a see a strong analogy between what we are talking about here and telecoms 
and IT in the corporate business market, with what we see in telecoms and media in the consumer market.  Itõs all about 
who has control, who is able to command control of that value in the distribution chain, I think we are going to have the 
same debate again.  So for me, whatõs really important here is the large players, the corporates, have always been able to play 
in this market on terms of their network spending capability, the SME guys haven't, so what I see as the biggest challenge 
for cloud computing, where the big growth potential is, and it will only be unlocked by working together with the telecoms 
market, is how you really seize that SME market potential and get access to their full spending power.  
 
Thank you.  
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An overview - cloud computing 
Questions and comments from the floor 
 

Mark Pritchard MP: Thank you.  Thank you Matt.  Many of you will know that the Digital 
Economy Bill is going through Parliament at the moment, it started in the 
Lords, itõs still being discussed, it should come to the Commons shortly and 
if you are not aware of that bill, please have a look at it.  In fact I think 
Westminster eForum have had seminars and they have some notes outside I 
notice and if you have any particular views, do let them know to Ministers, 
Ben Bradshaw or the Shadow Secretary of State, DCMS Jeremy Hunt, or 
indeed Ken Clarke, Shadow Business Secretary, because your views are 
absolutely vital.  We have got to get this right.  Itõs not a Party Political issue 
but from a national perspective, from the community, public, private and 
hybrid, we need to make sure that this roll out programme is both universal 
and at speeds where we can not only help SMEs but large businesses as well.  
So we need your input from industry, so thank you.  

 

 We have some time now for questions and answers, about 7 or 8 minutes, I 
can tell this is a non-political audience because it says questions and 
comments from the floor, and we certainly wouldnõt have comments from 
the floor if it was in a political audience, you would never get the 
microphone off somebody, so questions and comments.  Sir. 

 

John Shockley: From Becta. 
 I was wondering if the panel had any opinion on how to avoid cloud 

computing accelerating the digital divide issue.  I mean it has been touched 
on in the last speakerõs comments around the lack of a high speed fully 
resilient network across the country.  How can we mitigate those issues. 

 

Mark Pritchard MP: On speed, you mentioned about speed. 
 

Matt Yardley: I donõt know if this is specific to cloud computing really but there are plenty 
of initiatives, particularly out of Lord Carterõs Digital Britain review which 
will start to address that.  How that is going to get forward in the next 
Parliament is not clear to me yet.  I think everybody has acknowledged that 
that risk is there, itõs real and itõs certainly a much bigger problem than it was 
7 or 8 years ago with first generation broadband networks. Whether thereõs 
potentially the interlinking between these two markets, the analogy between 
the media in the consumer market and between telecoms and business in this 
market is quite interesting and what I was talking about, about the potential 
for shifting value around that chain could support more extensive 
deployment.  Now the divide issue is really an urbané.well primarily an 
urban/rural problem, so it all comes down to location of businesses and 
generally they are more urban that rural, thatõs a kind of sweeping statement, 
but generally the concentrations are there, so itõs not obvious to me that 
cloud really alleviates that, but if you start to think about all of the potential 
that it could unlock for small businesses, then I can see that thereõs quite a 
strong overlap with the kind of rural agenda and we know Defra and CLG 
are particularly interested in the kind of exclusion issues around lack of 
broadband in those kind of outlying areas, so I think thereõs a link, but itõs 
not obvious that thereõs a very strong additionality to the business case.   

 

Mark Pritchard MP: Thank you.  Steve do you want to add something to that? 
 

Stephen McGibbon: I think itõs a real issue. I think on the good side increased use of cloud 
computing will drive up demand and that could lead to a virtuous cycle.  I 
think on the Digital Britain Report, I think it was a missed opportunity, it 
doesnõt seem to understand that we are competing as a nation with countries 
like Korea, you know theyõve got fibre to the home, very, very high speed.  If 
we look at the stimulus funds, we are talking about high speed rail networks 
and investments there and completely missing the need for what is the 
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equivalent of our industrial revolution.  So I think itõs a real missed 
opportunity.  I think that we have the right to expect that Parliamentarians 
create the conditions where these things can happen and they either have to 
do one of two things, either they provide the investment to overcome this 
issue and to get a reasonably high speed network across the UK, or 
alternatively they create the conditions that allow private enterprise to do 
that and they seem to be sitting on the fence in terms of saying, well you 
need to put all this investment in but then we are not going to allow you the 
opportunity or the time to take the rewards of that.  So I think itõs a real 
failure of policy and very disappointing and itõs a very real issue.  

 

Mark Pritchard MP: I completely agree and as I say get your views and thoughts in sharpish if you 
would.  Thank you Steve for your candour.  I will take somebody who hasnõt 
asked a question and I will come back to you if I may.  Sir and then you sir.  

 

Dave Wright: From EURIM, Information Society Alliance and Researcher to Nick Palmer 
MP.   

 A question primarily for Ian but also to pick up on the remarks just made by 
Steve McGibbon.  A couple of months ago I attended a workshop at 
Inmarsat with a similar range of delegates and a similar number to those 
present today and one of the questions that the various teams we split into 
had to answer or address was the inevitability of Government services 
migrating to the cloud.  The only delegates who thought this was not 
inevitable were two members from the Cabinet Office.  Have you been 
talking to the Cabinet Office about how you can bring the plans to 
Government? 

 

Ian Osborne: Well, wonderfully ironically of course, Martin Bellamy who leads the G 
cloud project works for the Cabinet Office, as do several of the others who 
are sponsoring, the apps store is sponsored by [transcript gap] so I think itõs 
inevitable that Government services such that can be delivered will be 
delivered by the internet and therefore cloud computing will be at the heart 
of that because we published the swine flu database, it broke moments later 
when 6 million people tried to access it, well we have to build systems that 
are scalable like that, so we have to build applications and services that we 
can deliver the system at home.  A lot of you will have found over 
Christmas, when we had snow, that you wanted to know when your dustbin 
was going to get emptied next and you couldnõt find that information, it was 
not published.  The obvious place to go is on to the internet.  We can save a 
great deal of money by making services available online, and so I think itõs 
the right way to do it.  I did ascribe this yesterday as Googlefication of the 
world or Amazon, well Simone has gone now but the Amazonisation of the 
world. You know we expect to go online and get things there and then at 
any time of the day or night, so we have to build systems that will scale to 
meet demand and we have to be able to put the services there, and thatõs 
what our kids are growing up to expect.  

 

Stephen McGibbon: My comment as far as the Cabinet Office are concerned, itõs clear that they 
get this. They understand it. I donõt think that the structure of UK 
Government particularly empowers them to do anything about it and so it is 
a kind of more federated CIO Council that is making decisions and I think 
the evidence seems to suggest that they all see the benefits of shared service.  
I also think though that it is going to be very important for UK Plc that 
Local Government participates in this, so my concerns are more about whatõs 
the role going to be of Local Government than it is of Cabinet Office and I 
think that thatõs the thing that we should spend effort and attention on.  

 

Mark Pritchard MP: Excellent.  Thank you.  Sir.  
Dave Happy: From Aanonxe. 
 I am running a not-for-profit venture to bid for some funds from the 

European Union to put in one of these rural fibre networks, so this goes 
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back to the digital divide.  We have three or four different problems.  The 
first problem is we can't easily understand what the costs of putting in the 
fibre are going to be and the Government take in particular on rates is not 
clear.  Second problem we have is that the regulator isn't releasing the 
spectrum, so there is spectrum there that we might be able to use, but we 
can't.  The third problem is, how far do we go, in particular, in promoting 
and talking about the benefits of carbon offset and the kinds of things that 
could be done there, and there might be a role for Government in promoting 
projects of this sort, because if you could offset carbon and you could say 
that the data centre would reduce travel, would that not be of real benefit to 
the economy? 

 

Ian Osborne: I will start the ball rolling.  You are quite right.  Carbon emissions, I fear at 
the moment that carbon emissions and the carbon offsetting argument, the 
whole carbon debate climate change might be undergoing one of those 
wobbles, just because a couple of scientists perhaps might have made a 
mistake, everyone therefore believes itõs wrong, in spite of all the evidence.  
So itõs quite right that we should be thinking about changing our behaviours 
at work.  Donõt examine mine too carefully by the way either because I live 
in Scotland, but you know.  The truth of the matter is we should be thinking 
about how we can substitute services for which we jump in a car and drive 
somewhere with another way of doing work and there are a lot of things 
online now that you can do that just come sort of for free.  Skype with 
video, for example is a wonderful way of working with people.  So I think 
there does need to be a push.  I have to say the G Cloud Project has that as 
part of its agenda too, the idea is to reduce the carbon footprint of the 
existing estate and enable collaboration which would therefore potentially 
remove the need to travel, so those are goals that are part of that programme, 
but I donõt think we are doing enough yet.  You know I have been part of 
the European Code of Conduct for Data Centres and thatõs a voluntary code 
for registering the carbon emissions that you currently generate and a 
commitment to reducing those over time.  And itõs all very you know nice 
and friendly but we are not really moving very far.  Government, I think, can 
really lead on this, it can decide to do it and then go off and do it and then 
beat the rest of us with a stick.  

 

Mark Pritchard MP: Ian thank you.  You mentioned climate change and I think that leads us 
nicely on to our next panel discussion, Security and Reliability.  Whether 
there is a cyber attack on a particular university to extract this information, I 
will leave it for other experts in the room to confirm or deny later on.  But 
can I encourage you to thank our panel, it has been a great discussion and 
also whilst clapping, if you want to stretch your legs for 30 seconds, feel free 
to do so and I will invite the other panellists up in the meantime.  Thank 
you.   

 

 Okay ladies and gentlemen we will go into our next session.  Thank you. 
And I would also like to recognise, as the Americans say, Lord Harris of 
Haringey, nice to see you Toby, welcome, who is going to be Chairing this 
afternoonõs session, soé. Well we move on to perhaps my favourite subject, 
security and reliability and information assurance and again we have a great 
panel to talk us through these important issues, we touched on it earlier but I 
think we are going into more detail with our current panel, which is great 
news.  Again gentlemen, 5 minutes each if you would and I am glad to report 
we have something different at the end, and that is a duet from Peter Bradley 
and Richard Prodger, so we are looking forward to that duet at the end.  So 
can I welcome, first of all, Tom Greenback, Solicitor for Outsourcing, 
Technology and Commercial at Pinsent Mason and we are looking forward 
to a legal view.  Thank you.  
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Security and reliability 
Tom Greenbank, Solicitor, Outsourcing, Technology and Commercial, Pinsent 
Masons 
 
Thank you very much.  The focus of this particular panel is on the security and reliability of cloud computing models.  
Other members of the panel are probably better placed to address the more technical aspects of these issues, but two of the 
questions on the agenda, do fall fairly squarely into my area.  These are ð what are the legal issues surrounding the storage of 
data online? And who is responsible for safe storage and the contents of files in the cloud? 
 
Tackling the first question first, I think the legal issues tend to fall into three general categories: 

1. How is the cloud regulated? 
2. What is the contractual position between the supplier and the customer and how is that balanced? 
3. Related to the contractual points, what practical issues should customers and suppliers bear in mind when 

entering into these agreements? 
 
In terms of regulation, probably the most widely applicable concern is the Data Protection Act.  The Act imposes broad 
obligations on those who collect and use personal data and it confers rights on individuals about whom that data is 
collected.  The meaning of personal data is actually very wide, but in a general sense it relates to data that can identify living 
individuals so it would include things like names, addresses, email addresses, phone numbers and so on.  The Act derives 
from European law and it says that generally personal data should not be transferred outside of the European Economic 
Area, although there are a few exceptions to this.  So obviously, as we have heard today, one of the key features of cloud 
computing is that data services are shifting from the server room to somewhere else in the cloud.  Now theoretically this 
somewhere could be anywhere.  So if you are signing up with a cloud provider without checking where your data will be 
located, that could quite easily land you in breach of the Act and this could be a quite complicated exercise because as we 
have already heard from some of the service providers, these data centres are distributed globally, so it might be quite tricky 
to find out where your data will actually end up.  
 
So what do you do if you know that your data is going to be hosted outside of the European Economic Area?  Well if your 
service provider is based in the US and we have heard about this already, then make sure it is signed up to the Safe Harbor 
Scheme.  This assures an adequate level of protection.  If your data is elsewhere, the only realistic option is to get the 
provider to sign a contract that contains European Commission approved model clauses which provide similar safeguards to 
the Act.   
 
Another effect of the Act is that a cloud provider is likely to be classified as a data processor.  This is because the service 
provider is holding or manipulating the data customers in some way.  The effect is that the customer, which could include a 
Government Department, as the controller of that data, must obtain sufficient guarantees from the cloud provider that it is 
taking appropriate technical and organisational security measures to prevent unauthorised access to or loss of that data.  The 
customer also needs to take reasonable steps to ensure compliance with those measures which is likely to require an audit.  
Now obviously this isn't going to involve wandering around the data centre with a clipboard counting little blinking green 
lights but it will mean asking real world questions about security, access control, disaster recovery, what happens in the event 
of a fire, and how they vet their staff.   
 
Outside of the Data Protection Act there may be significant other regulatory requirements.  For example we have heard 
already Sarbanes-Oxley.  In these circumstances, you might need to undertake detailed due diligence into the operations of 
your cloud service provider.   
 
The second legal category relates to the contract between the customer and the supplier.  Broadly speaking cloud 
procurement should be treated in exactly the same way as normal IT procurements, but there are a few quirks to bear in 
mind.  If you are procuring a standardised commodity service from an established provider, such as web based email, office 
applications or some CRM platforms, it will come as no surprise that the standard terms and conditions for those services 
are weighted heavily in favour of the provider.  I have got some examples with me today which are from some of the biggest 
cloud service providers out there.  Hereõs the first one:   
 
ôWe do not warrant that the service offerings will function as described, will be uninterrupted or error free or free of 
harmful components or that the data you store with in the service offerings will be secure or not otherwise lost or 
damagedõ 
 

So put another way, the service won't work, we can corrupt your data with viruses and then lose it for you. From another 
provider: 
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ôWe shall not be responsible or liable for the deletion, correction, destruction, damage, loss or failure to store any 
customer data.õ 
 

I.e. we too have the right to lose your data.  And even if you do get some assurances these are usually pretty weak.  For 
example service credits are commonly the sole and exclusive remedy for any outages.  Other types of losses are likely to be 
excluded.  If you try to negotiate these terms, the response from the likes of Amazon or Google will be no ð this is our 
model, if you amend our terms then we can't deliver the service.  Itõs also worth considering that service credits which act tie 
a customer into the service, might not be appropriate for the Governmentõs procurement regime.  But so far, what I have 
talked about, and to be fair to the service providers those are inexpensive off the shelf tools. If you are procuring something 
a little more bespoke, or if you have sufficient commercial clout, you would hope that you could negotiate more favourable 
terms.   
 
Which leads me on to my final point and that is to ensure that the practical issues are understood before you launch into 
the cloud.  You lose control of your data when you hand it to a third party provider, so you need to cater for this in the 
agreement.  You might want to switch providers in the future or the service provider might exit the market.  In these 
circumstances, how do you get your data back?  What back-ups are taken and when?  What format is the data in and is it 
compatible with other service providers?  Government customers are likely to want to know the answers to these questions 
and they are going to want common standards as well.   
 
So, with all of what I have just said today in mind, the second question on the agenda asks, who is responsible for safe 
storage and the contents of files in the cloud.  To that question, all I can say is this.  Unless it has been agreed otherwise in 
the contract, the general position is the customer is responsible for the data it hands over to the cloud services provider.   
 
Thank you. 
 
Mark Pritchard MP: Thank you.  Great, Tom thank you very much indeed.  I would like to invite 

Rik up to the podium or lectern.  Rik is the Senior Security Adviser at 
Trend Micro.  Welcome.  
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Security and reliability 
Rik Ferguson, Senior Security Advisor, Trend Micro 
 
Thank you.  Good morning still to everyone.  Confirm my geek credentials by having my notes on my laptop and not on a 
piece of paper.  I have tried to blend in today, I have got pinstripe trousers on so I donõt stand out at all, almost.  
 
When it comes to cloud adoption the major barrier to CIOs, certainly in this country according to survey data is security, 
three-quarters of CIOs cite security as being their major barrier to adopting cloud services.  But, if you look up cloud 
services in Wikipedia, I know itõs Wikipedia so hereõs your pinch of salt, if you look up cloud services in Wikipedia, 
security is cited as one of the major benefits of cloud computing.  So thereõs obviously a disconnect somewhere.  So I was 
thinking about how can that be and I think really the problem as well as the technology is also one of language, so the term 
cloud, as we have already heard today from several people, has different meanings to different consumers of cloud services, it 
can be applied in a multitude of different ways.  In fact the term cloud when applied to clouds can have a whole load of 
different meanings as well, so there is not a lot of clarity there and unfortunately, the same is true of security.  You know if 
you ask a sysadmin, a network admin, a security guard, and auditor or a 3 star General what their meaning, their definition 
of security is, you are going to get a different answer every time.   
 
When it comes to executives, really security for them is all about control and accountability, they are two key phrases in the 
executive lexicon when it comes to security and the problem is when we consume cloud services we outsource a substantial 
amount of control, but we donõt outsource any accountability, we can't outsource any accountability and I think thatõs the 
reason why it becomes a barrier to executives to adopt those services.  So the challenge is how do we secure, how do we 
provide the appropriate level of control and security to reassure those executives that they can be held accountable for the 
services they are consuming and the protection of their data.  So we need to look at the technologies that underlie the fluffy 
term cloud and some of the biggest ones have already been mentioned, things like virtualisation, things like multi tenancy 
and storage area networks, these are the engines that power cloud and we need to work out a way to secure those and how 
can we secure data and how can we secure systems and make sure that that security is sticky because things like V Motion 
and multi tenancy where virtual images can move around from one server to another, from private cloud to public cloud and 
you won't necessarily know at any given point in time where you system is or where your data is, means that we as 
consumers of cloud and we as security providers need to rethink our security model and I think this is probably the biggest 
challenge.  The security model traditionally has been one of outside in, so we build our strong perimeter and then we apply 
different layers behind that to build our layered security model, always focusing on the intruder coming into our networks 
trying to steal our stuff.  When we become consumers of cloud, we actually have to change the way we think and focus on 
inside out security, so first of all securing systems, securing access rights, securing data and making sure that we secure the 
whole computing chain because at that point the components can exist anywhere and we look less from inside out and more 
from outside in.  
 
Trend Micro are a security company of 21 years pedigree and you may think well what do you anti-malware guys know 
about cloud security?  Trend Micro was the first company to build a fully integrated cloud based network that powers our 
technology, so we have learned very organically about the problems manifest in building and operating a cloud service.  We 
built our smart protection network on a global basis to provide rapid dynamic updates, real-time updates to our installed 
base and it is through that that we have learned the pitfalls of securing virtualised infrastructure and made some important 
acquisitions over the past 12 months as well and we are set to announce some very exciting stuff as well around data 
security.  In data security terms, if you are a cloud consumer, one of your biggest concerns is ð I contract out to X provider 
and I give them my data, how can I be sure when I want to change providers that my data has really been removed from my 
previous provider.  So we are building technology which allows you to only put encrypted data in the cloud and you remain 
in full control of the keys at all times, so when it comes to moving services, or removing data, even should it remain with 
that service, it will remain in a format which is unusable to the provider.   
 
Welcome any questions about the technology and also about how can we ensure that control remains with the consumer 
and not with the cloud provider.  
 
Thank you very much.  
 
Mark Pritchard MP: Thank you Rik.  Trevor if you would like to go to the podium because I 
 have great pleasure to introduce Trevor Dearing, Head of Enterprise 
 Marketing at Juniper Networks.  Welcome.  
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Security and reliability 
Trevor Dearing, Head of Enterprise Marketing, Juniper Networks  
 
Thank you.  So I am going to do things slightly different.  I have got some pictures because Iõm a picture type guy, and I 
have to admit your stamina, if this was a financial services event, we would have had two coffee breaks by now, so I think 
you are all doing very well.   
 
I really must reinforce everything that everyone else has said, especially Rik, in that the model is changing, so weõve 
traditionally built, as we said, like a castle in our data centre with a moat and weõve put some security appliances in, in front 
of some servers and said that device secures that application for that group of users who are using this particular device.  In 
the world of virtualisation, and I just want to add another new as a service which has crept up recently which is desktop as a 
service and desktop virtualisation, everything moves around.  A security policy was traditionally built around defining a rule 
in a firewall or intrusion prevention device that said, this server with this IP address and that device with that IP address has 
a rule between it.  The challenge with virtualisation is that can change from minute to minute, second to second as the 
application moves and as the user moves, so we need a new model and that model really is around changing to something 
more like a hotel.  When you go into a hotel, you give your details in at reception, you are given a card, you can go into a 
room, every time you go into a room then thatõs recorded and measured and we know who has been in what room and who 
has had access to what device and what information.  So we sort of have to change and start to go away from this box 
protects this application to, this security as a service protects what we are doing.  
 
And really the key pieces to this are around the concept of identifying the identity of the user, the location of the user and 
the application because we sort of have to stop thinking physically and start to think where these people are and what they 
are doing and what application they are using.  So it sort of starts to change the whole process, the whole way we do things 
and potentially the types of devices we use and how we link them together because if you start to think about the concept of 
the cloud and how that is made up, we are made up of potentially a group of clients, a high performance network and some 
data centres.  And traditionally as we said, we have sort of been responsible for our own bit, but if our own bit is somewhere 
else, how are we going to be responsible for that.  So potentially, we have to start to think about, you know, how we are 
securing things within servers and within the virtual machines within the server because, you know, when we are talking 
about the cloud it could be private cloud, it could be hybrid it could be whichever piece.  A lot of the attacks that we may 
see may come from the virtual machine, so potentially we have to be sure that we are providing that and whether the cloud 
service providers will allow access at that layer to sort of be able to embed the security there is anyoneõs question.  Also we 
have to make sure that as information moves around it doesnõt leak, so concepts like data leakage protection become more 
important and also we have to make sure that we are providing support from the client to the data centre.  So you are sort 
of thinking about the whole concept of a virtualised security service.  And the other key piece that goes along with that is 
being able to measure it and report on it, so you sort of get to a point and this is something that is happening within the 
vendor community where we sort of have to start to work together a lot more.  So organisations and we are part of this, we 
have to standardise to a certain extent security, and also we have to open up what we are doing, so weõve provided and 
opened up our operating system and opened up some other aspects of what we do to third party developers who can create 
applications that actually automate the security process as well as the provisioning and deployment process.   
 
So as I said, really the key to this is to sort of stop thinking about the device, stop thinking about the box and think about 
security as a service, and the other thing that happens is that the benefits of cloud computing and virtualisation from an 
economic perspective are quite obvious and so the drive to go down that route and to go down that route to make those 
savings quickly are very strong, but I would ask to make sure that as you go down that route, just take a minute to think 
about what are the security implications and whatõs the implication on the infrastructure that we run of going to a cloud 
model or a virtualisation model and make sure that as you do that you are taking that into account as well as looking at the 
benefits and theé..the economic benefits of going down the cloud or the virtualisation route.   
 
So obviously we take questions on the panel, but I would like to thank you for your attention.   
 
Trevor Dearingõs PowerPoint presentation can be downloaded from the following link: 
http://www.westminsterforumprojects.co.uk/forums/slides/Trevor_Dearingfeb10.pdf   
 
Mark Pritchard MP: Thank you very much.  Thank you Trevor.  It gives me great pleasure now 
 to introduce our next panellist, John Colley, Managing Director of (ISC)2. 
 
 
 
 

http://www.westminsterforumprojects.co.uk/forums/slides/Trevor_Dearingfeb10.pdf
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Security and reliability 
John Colley, Managing Director, EMEA, (1SC)2 
 
Good morning.  I am going to look at this from a slightly different viewpoint.  I have been in information security now, 
running security department more of late being responsible for a security professional organisation for about 19 years.   
 
Sorry, can I ask how many people would describe themselves a security specialists in the room?  Okay a handful.  Right, so 
okay, that means I have got a fairly wide brief on what I can say.  
 
Okay, well when you talk about cloud computing to your information security department, what do they say?  Well the first 
thing they say is oh the sky is falling, the sky is falling, hit the panic button.  We donõt how to secure it, we donõt know 
what we can trust, how can we be sure that what these people are providing is what they are going to do, should we be using 
it, whatõs the risk for the business and all the rest of it.  So they panic.  Itõs new technology, itõs something they haven't really 
thought about, they donõt know how to secure it.  And whatõs their response?  Well like all good information security 
people, their response is to write a policy.  (This is definitely not working).  Here we are, and the policy usually says ð 
donõt, under any circumstances, use it ð itõs too dangerous.  Now we have seen this with the internet, we have seen it with 
mobile devices, we have seen it with wireless networks and we see it now with the cloud.  So thatõs the initial kneejerk 
reaction of the information security department.  But of course what they have actually got to do is get real.  The business 
case for cloud computing, as we are beginning to hear today is actually overwhelming.  So it will happen and it will happen 
with or without the blessing of the information security department.  So the people working in information security and 
those of you clearly who are not working in information security, but you have got to go back and tell your information 
security department that this is what they have got to do, they have actually got to change the way they work.   
 
So the information security role really is to work out how to make it happen securely, work out how to minimise the risk, 
but at the same time ensure the business understands both sides of the risk benefit equation because quite often the business 
will only look at the benefits side, but ignore the risk.  So you have got to turn your information security department round, 
so that it actually looks more at how things can be done rather than why things can't be done and that quite often requires a 
change in mindset.  
 
There are some things to be concerned about though, and some of these have already been mentioned.  Itõs all the usual stuff 
like service levels, how can you ensure that the service level, and as we heard from our legal colleague here, thereõs no 
guarantee on service level.  How can you guarantee contingency and recovery?  Whatõs the resilience requirements?  How do 
you know your data is secured unless you are using something like the Trend product?  I have called it software hamburgers, 
people know what I mean by software hamburgers?  When you buy a hamburger, what are you buying, you have no idea 
what goes into that hamburger unless you actually made it yourself, or unless you have actually gone into the kitchens and 
watched them make it, you know if it is a Gordon Ramsey hamburger with his special ketchup, then maybe itõs okay, but 
the point is you donõt really know what has gone into that hamburger and to some extent you could say you donõt really 
know what has gone into the other aspects on this slide as well, you know the service levels, contingency and all the rest of 
it, you are taking a hell of a lot on trust.   
 
But there are some other stuff you have to worry about as well.  If something goes wrong how do you carry out an 
investigation over the cloud?  How do you carry out computer forensics over the cloud so that you can actually prove that 
things have happened?  What happens if you are involved in a legal case and you are asked to show disclosure but your data 
is held in a jurisdiction where maybe you can't disclose it?  And how do you go about auditing and making sure that the 
service you are getting complies with your security policies as well or do you take the whole lot on trust?  And thereõs some 
other things as well, there are some people stuff.  We heard the very first speaker this morning saying, anybody who has got 
a credit card can actually start a cloud service.  Those of you responsible for IT, if anything goes wrong with that cloud 
service, no matter where it has been initiated from, you are the ones that are going to take the blame, not the poor guy who 
has just thought he is doing good by contracting for a cloud service.  How many of your people are using things like 
salesforce.com without you knowing about it?  How many of your HR are actually using an HR software service etc?  So 
you really need to understand how itõs being controlled and how it is being monitored.  Are all the people made aware that 
they can't just contract for a cloud service because it is actually committing a lot of reputation and risk to the organisation 
unless it has been thought through.  So basically how do you stop the rogue use of those services? 
 
So the way forward then, I think, is three-fold really.  One is changing the information security mindset, so that is really 
concentrating on how to do things rather than concentrating at the moment of why you can't do things.  You obviously 
need to identify and think of all the service issues, not just the obvious ones like availability, scalability and all the rest of it, 
but some of the security ones as well, but I would stress that the thing you have really got to concentrate on are on the 
people issues, things like education, understanding and awareness and they are different.  You know you can educate people, 
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but do they really understand what it is they are doing and are they aware of what situations are required when they have to 
do those things.   
 
And finally to quote the old Russian proverb that Ronald Regan made so very famous is that ð you have also got to actually 
trust people but you also should verify that they are actually doing the right things.   
 
That is all I have got to say.  Thanks very much.  
 
Mark Pritchard MP: Thank you.  Thank you John.  Can I welcome now Peter Bradley Staff 

Officer Operations for the RNLI and also he is going to be supported by 
Richard Prodger, Technical Director, Active Web Solutions.  Thank you.   
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Security and reliability 
Richard Prodger, Technical Director, Active Web Solutions 
 
You will have heard from my esteemed panellists here that thereõs a lot of concern around security and reliability and a lot 
of people will be put off by whatõs been heard.  I am going to take a slightly different approach here and I am assisted by 
Peter, I am going to give you a real life case study of how you can build a secure and reliable service using the cloud. 
 

Security and reliability 
Peter Bradley, Staff Officer Operations (Communications & Information), RNLI 

 
Good morning everybody, Peter Bradley from the RNLI.   
 
We were concerned over the years about the numbers of lives lost amongst fishermen operating small boats because they are 
not as regulated as they could be.  Between 20 and 30 lives lost and itõs actually a risk to the RNLI as well in terms of us 
not knowing where they are, having to do massive search and rescues to try and find people, so we developed a system in 
conjunction with AWS which has been hardwired for the time being and now we have just deployed the system into the 
cloud and we also use a cloud based system for our customer relations management operation as well.  So I am going to 
hand back, just very quickly to Richard to explain how it was deployed, but at the forefront, I am just echoing what John 
was saying, at the forefront of the RNLIõs thinking was resilience, security and cost and each of those is actually addressed 
in this presentation.  Thank you.  
 

Richard Prodger, Technical Director, Active Web Solutions 
 
Thank you Peter.  
 
Itõs quite a fussy slide but I will try and take you through this quite quickly.  Essentially what the solution is, itõs a small box 
of electronics that is fitted on to a fishing boat, down in the left hand bottom corner there.  The fisherman wears a small 
wireless pendant round his neck and if he falls in the water that sends a man overboard alarm via the iridium satellite 
constellation down to a ground station and then we pull those messages back into two data centres.  One is a cloud 
implementation where we are using Microsoftõs offering which is known as Windows Azure, and we have an on premise 
system which is in our won data centre and then those alarms are processed and the appropriate action is taken and messages 
are delivered through to the RNLI operations headquarters down on the south coast and then on to the coastguard who are 
responsible for initiating the search and rescue.  So from a safety perspective, and this is a safety of life system, this has to be 
reliable.  If any of the elements of this system were to fail, then there is a potential impact on the service level and as the 
providers of this system for the RNLI, as you can probably appreciate, theyõve put fairly heavy service level agreement terms 
into our contract.  So we have to be very comfortable that the service that we can offer is actually going to deliver against 
those service level agreements, so there are a number of particular aspects of this solution which I would like you to 
consider.  As Peter mentioned, we initially started with our own on premise system in two separate data centre locations, 
which allowed us to replicate the data.  Now as we have moved to the cloud, essentially what that has done, it has given us a 
third, or a fourth, or a fifth, or as many as we actually want.  So not only does it provide us with a reliability point, it also 
provides us with a scalability point.  So as this service develops and we extend it out to further markets, what it means is 
that we can grow this service in an organic way as the customer demand increases.   
 
There is a very important issue here around what data is stored in the cloud and what is on premise, particularly as this 
system is regarded by the fishing community as a confidential system, in other words they donõt want to give away where 
they are fishing particularly, this is the unregulated fishing market we are talking about here, and itõs the RNLI they trust 
with that data, so the information that is stored in the cloud is no way attributable to an individual.  The information about 
who they are when it comes to a search and rescue situation is still retained on premise in the current implementation, itõs 
encrypted on premise even, but there is a requirement here for the cloud to be able to talk to the on premise system, so this 
is a hybrid solution here.  The customer information is never transmitted or never stored in the cloud, it is accessed directly 
by the end user console applications.  
 
So as far as information security across the wire is concerned, that is handled currently by digital encryption using 
certificates and encrypting the channels that we are using across the internet.  One of the key requirements of this system in 
the early design phase was that should there be a catastrophic failure of the internet, which there has been, in fact, during the 
lifetime of this project there was a major outage in a BT core node and we actually lost our data centre went off the air, our 
main data centre went off the air.  Fortunately we were able to re-route the traffic immediately to the back-up data centre on 
another segment of the internet.  Now actually providing multiple points of deployment of this solution means that in 
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reality the whole of the UK could go off line and this system would still work.  So these challenges that we have heard about 
security and reliability can be overcome and thereõs still a lot more work that needs to be done in this particular area, but 
from our perspective and from the RNLIõs perspective, it certainly is delivering.   
 
Peter. 
 

Peter Bradley, Staff Officer Operations (Communications & Information), RNLI 

 
Just coming back to me.  We have got 350 fishing vessels fitted so far, installing at a rate of about 10 a week at the 
moment.  We have actually saved 9 lives with this system and others assisted as well where there have been fires on board 
vessel or whatever and they have wanted us to come to respond to that.  Thereõs a real opportunity here to increase search 
and rescue response through cutting down search time, taking the search out of search and rescue and also reduced 
operational costs and improved information to the coastguard as it says on the slide.  But in deploying to the cloud as well, 
if we did eventually switch off the hardwired system which we will be facing that challenge in the future, we will be able to 
reduce costs significantly and I am looking at Microsoft, Steve there.  First of all I would like to say thank you to Microsoft 
for the Ã5million donation to the RNLI basically an òin-kindó donation of free software etc. but what this of course does, 
deploying through the cloud is to enable the RNLI to apply money to other services like building lifeboats etc. and if any 
anybody else in the room wants to match the donation by Microsoft, I will be very pleased to talk to you.  Thank you.   
 

Richard Prodger, Technical Director, Active Web Solutions 

 
Just finally, I touched on this briefly earlier on, but I think the key thing here is that this infrastructure now gives us the 
ability to scale globally to support millions of devices, as the number ofé or as the regulations come down from higher up, 
from organisations like the international maritime organisation, regulation of the sea is going to become more important for 
smaller vessels, so thereõs an opportunity here to save many, many more lives, and so what this platform does, is it gives us 
the ability to scale it out without massive step changes in Capex, we can do this almost entirely on an Opex thing now and 
grow it organically.  That helps us drive end user adoption because what that means is that we can keep the end cost, or the 
RNLI can keep the end user cost, or other search and rescue organisations for that matter, the end user cost of this system 
down to an absolute minimum.  I also talked about the benefit of an off premise back-up system, in the fullness of time, as 
Peter said, we will migrate the whole thing to the cloud once there is sufficient confidence there that we have that in place 
and also it means, and I have heard some of the speakers earlier talk about this in terms of faster implementation.  I donõt 
know whether we can upscale it in microseconds which I think was one of the comments earlier, but you can certainly do it 
within minutes, so if there is an increased demand thatõs required, we can do that.   
 
One other key thing on here is that because of the use of the Microsoft offering Windows Azure, it allowed us to migrate 
our existing application, which was all Microsoft based, and the dot net framework for those of you who may have a 
development twist, move that very easily into the cloud without a major re-engineering exercise, so the actual cost of 
migration was considerably reduced.  
 
So we will take some questions at the end.  
 
Thank you.  
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Security and reliability 
Questions and comments from the floor 
 
Mark Pritchard MP: Thank you.  Thank you Richard and thank you Peter, thank you Microsoft 

and also do pass on our thanks to everybody at the RNLI for all the 
excellent work you do, we remain an island nation, I donõt think that is 
going to change and rely very heavily on the expertise and excellent work 
that you all do, so thank you.  

 
Vince Braithwaite: Public Media. 
 I was very interested, certainly in the last presentation in particularly, but 

picking up on Rikõs point about what do we mean by security and I must 
admit my thinking about all the issues about the cloud was very much 
around continuity of keeping the service going, so thatõs why I was very glad 
that Richard brought up the point about the continuity of service.  But what 
I am a bit confused about isé.because it seems to me that the service you 
are using is very much based in this country, even though you may be using 
possibly new systems outside of it in order to support the service if there is a 
power outage or an earthquake or whatever in a certain place, so I am a little 
bit lost as to why is that not under UK laws, you know what I mean, because 
you are operating the system from here I donõt understand why, simply 
because it goes into the cloud, if it goes into another country it suddenly 
becomes under their jurisdiction, could somebody explain that. 

 
Mark Pritchard MP: Okay, given the shortage on time, if I may, youõll recognise the correlation, a 

Leeds United Hat Trick and take three questions and then we will have to 
wrap up.  So we will take another two, thank you, and then the panellists 
will choose.  Over there.  Wonderful, the first lady of the day, wonderful.  

 
Lisa Randles: From the Business Software Alliance. 
 This is probably a related question, but I wonder if the panel could talk a bit 

about the policy implications for the cloud and not just here in the UK, but 
when you look at this being a real cross border service model, what are the 
policy implications and what do you see coming down the pipeline there? 

 
Mark Pritchard MP: Thank you.  Final question.  Right at the back. 
 
Utkarsh Guleri: From Arqiva. 
 All these security issues and referring back to Ian about the virtualisation 

that all this is not new, this has happened in the past and we have 
experimented quite a lot with this, I am referring to ASP which went down 
with dot com bust.  So what makes us think that cloud computing is going 
to sustain.  I mean these issues were in the past and thatõs why ASP, things 
like ASP have fallen down, why not cloud computing.  

 
Mark Pritchard MP: Okay thank you.  On the second question, Tom do you want to prepare for 

that if you are happy to unless you want somebody else and who wants to 
take the first question.  Yes go ahead.  

 
Richard Prodger: The first one, with regard to the location of data and where it is stored and 

the relevance of that.  Yes in this particular scenario when we were first 
developing this application in the early part of last year, the only locations 
that Microsoft had for their data centres were in the US, so that was an 
issue, or certainly one that we considered because at that stage we were 
considering putting customer data into the cloud.  However, since then 
Microsoft have an EU data centre, recently announced in Dublin, so we 
could put the sensitive data within the EU boundaries.  However, the 
application, as it is currently designed, does not store any, what would be 
regarded as sensitive data in terms of Information and Security Act and so 
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on.  So that isn't a particular issue for us, but it should be an issue for 
everybody thatõs thinking about perhaps the storage of information thatõs 
attributable to individuals.  Does that answer your question.  No? 

 
Mark Pritchard MP: Does anybody else, briefly?   
 
John Colley: Yes, I think itõs interesting because when cloud services first started and you 

started asking questions like ð well whereõs my data going to be stored and 
all the rest of it, the answer was well it could be stored anywhere, and that 
was really quite unsatisfactory.  But now itõs looks as though the providers 
are beginning to recognise that because of, particularly, Data Protection 
legislation, they are actually having to say ð oh well this particular customerõs 
data we will actually store on data centres in the EU for example, or in 
North America and so on and so forth.  So the thing seems to be changing I 
guess thatõs how these services are going to evolve over time as well.  

 
Mark Pritchard MP: Thank you and in fact I think Matt mentioned earlier about the layered 

approach and I think thatõs coming out quite strongly today.  Question 2, if 
you would like to kick off on policy. 

 
Tom Greenbank: Sure, yes.  By policy I am assuming you mean Government policies about 

how to approach cloud computing.  Well I think thatõs already underway, we 
have already heard today about the G Cloud thereõs significant initiative, itõs 
being taken extremely seriously by the Government, vendors are involved, 
thereõs a lot of engagement with the legal profession as well who are advising 
on what risks should be mitigated.  Itõs already rumbling on, itõs going down 
the tracks already the US is quite vast hereéé 

 
Lisa Randles: I guess I wasnõt asking so much about Government adopting it as what kinds 

of things are happening at EU level, what is the need for some sort of 
international policy that addresses security issues in the cloud, given that a 
service may have a data centre in Sao Paolo a data centre in Ireland and a 
data centre in, you know, Prague, thereõs sort ofé.thereõs been a lot of talk 
about, you know the need for policy solutions, public policy solutions to 
security issues that are being raised by the cloud and so I was thinking more 
along those lines. 

 
Tom Greenbank: Right okay. 
 
Lisa Randles: At national level as well as kind the broader international landscape. 
 
Tom Greenbank: It has been talked about and I understand, or I have read it, there is a bill 

being discussed in the US at the moment about addressing these issues 
within that jurisdiction.  Obviously we have got the Data Protection Act 
which covers the UK and Europe, more broadly than that on a global level I 
am not sure, but there are a number of initiatives that are coming up at the 
moment, organisations are looking to get consumer confidence in cloud 
based solutions by, a bit like a kite mark or a tag which means that the cloud 
service provider has ticked a number of boxes about security, about how they 
export data, how they back it up.  I think the objective is really just to get a 
bit more confident so that you as a consumer or as a buyer of that cloud 
service, knows itõs been independently checked, well looked at by someone 
else independently.   

 
Mark Pritchard MP: Right thank you.  I am not sure if you were here earlier, but Ian Osborne, are 

you still here, Ian?  Yes.  Ian Osborne down here I think you might want to 
have a chat with Ian because heõs the expert, so perhaps afterwards, after 
coffee, just to be helpful but thank you Tom.  

 
Rik Ferguson: Can I just add a quick point on that as well.   
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Mark Pritchard MP: Yes sure. 
 
Rik Ferguson: When it comes to policy, obviously we think about legislation, but itõs 

important to consider regulation as well, things like PCIDSS is a really 
important global regulation and what we are seeing happen in that space is 
vendors and consumers are making sure that their cloud implementations 
conform to existing industry regulation rather than trying to design new 
regulation because things like PCIDSS, it has its problems and it has its 
detractors and rightly so, there are issues with the regulation itself, but itõs 
written in such a way that you can apply it both to the physical environment, 
to the virtualised environment and to the cloud environment and thatõs the 
way we should be designing policy in that it can be equally applied across 
environments not trying to create specific policy for specific environments 
because the nature of that is that they are going to change over time.  

 
Mark Pritchard MP: Absolutely and as, dare I say it, a Conservative, there needs to be a Brussels 

based approach to this European Union wide and really monitor and follow 
closely whatõs happening in the United States and some of us are doing that 
and that on a more global level.  Right final answer to the final question.   

 
Trevor Dearing:  I will take that one.  So the question was about why do we think that the 

cloud is going to survive when the Application Service Provider model of the 
early 1990s failed.  Iõm old enough actually to remember Computer Bureaus 
which was 10 years before that as well.  I think the difference is is the 
accessibility and the infrastructure.  The ASP model sort of failed on lack of 
bandwidth, lack of reliable communication, lack of easy deployment, lack of 
provisioning, lack of measuring, there was just so many things that were 
against it.  It was a good idea at the time, but the execution just didnõt work.  
I think where we are at the moment we have a set of technologies and we 
have a huge amount of available bandwidth to be able to do this and I think, 
as we said, we talk about the cloud it is a selection of different definitions 
but the reality is that a lot of the technologies being developed for the cloud 
will trickle down into the enterprise, into Government, into your own 
private networks anyway, whether thatõs virtualisation, whether thatõs 
security, whatever it happens to be so the key bit that is missing is going to 
be the automation, the easy provisioning of this, whether you are building 
your own network, whether you have the UK Government cloud or whether 
that is a third party cloud and being able to provision across those three 
areas is something of a challenge and there is an organisation called IP 
Sphere which is looking at the ability to do what they call cloud bursting, so 
thereõs another one for you, which is, if you data centre is running at capacity 
you can easily use someone elseõs and how do you extend your security and 
all your control across that level, so I think it is that the technologies we are 
using are just much more mature than where we were at the same time with 
the ASP model.  

 
Rik Ferguson: If I could chip in a little extra bit on that one as well.  One of the things that 

persuades me personally that the cloud is absolutely a viable model and has 
longevity is the fact that it has already been adopted by criminals and they 
areé. this is absolutely true, they are the people who are leading edge 
adopters of technology that is going to work and going to stick around for a 
long time.  So we already see customers of Google, customers of Amazon 
who are criminals and who use Google and Amazon services, among others, 
in order to run command and control services for botnets in order to launch 
spam campaigns in order to host phishing websites.  They see the power, the 
scalability, the availability and for them the anonymity thatõs possible 
through cloud services and they are using it to its fullest extent, and for me 
thatõs a real strong indicator that itõs going to stick around for a long time.  
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Session Chairõs closing remarks 
Mark Pritchard MP, Chairman, All-Party Parliamentary Group on Cyber-Security 
 
Well said Rik, said like a true security adviser, absolutely fantastic and thank you Trevor, and can I thank all our panellists 
and speakers, I think it has been a great morning, I have certainly learnt a huge amount, I hope you have, and thank you to 
you for being so well informed in your questions and for being patient and not shouting at me as the Chairman, I am very 
grateful for that.  
 
I am going to dash over to Prime Ministerõs question time, if I get called by the speaker, who knows I might ask a question 
on cloud computing and we will have to see whether Gordon Brown or even David Cameron knows what it is, because I 
donõt think I know.  
 
But anyway thank you, bless you, take care. 
 
Bye. 

 
Session chairõs opening remarks 
Lord Harris of Haringey, Treasurer, Parliamentary Information Technology 
Committee 
 
I have been asked to take over the second part of this and I think actually to be fairer to Mark Pritchard, he is hoping to see 
his name in lights at Prime Ministerõs questions in about 20 minutes, but we will see whether he is successful or not.   
 
I think this morning we have had an extremely good overview of where we are at the moment, we had a very interesting 
session on security and reliability.  We are now really trying to look at what the future holds in terms of all of these things 
and the first session we are going to have is longer than many of the others, you will notice, is from Reuven Cohen who is 
Founder and Chief Technology Officer of Enomaly and he is going to be talking about the future prospects, lessons from 
one of the thought leaders.  I suspect he didnõt define the title because most people would not want to describe themselves 
as a thought leader, but others can do it for him.  So Reuven. 
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The future for working in the cloud 
Reuven Cohen, Founder & Chief Technology Officer, Enomaly 
 
Thank you.  So before I begin I would like to first thank the Canadian High Commission and the Westminster eForum for 
inviting me to speak today and my presentation, I guess, would best be described as maybe an un-keynote or a low-keynote, 
but not keynote.  So before I get into it, basically what I am going to do today is give you a bit of a story, a story of where I 
have come from, how I stumbled into cloud computing and some of my various adventures over the last few months 
travelling the world, sort of spreading the gospel of the cloud in a sense.   
 
So I have been in a kind of unique position as both the founder of a successful cloud computing infrastructure company as 
well as a big mouth when it comes to cloud computing, so thatõs given me a unique opportunity to find myself in various 
strange and interesting situations, Iõd figure I would tell you about some of these as various adventures.  
 
So first of all, who am I and why do you deserve my time?   
 
Lord Harris of Haringey: Perhaps he would have used the title actually. 
 
Iõm just kidding, Iõm just kidding.  So I am the Founder of Enomaly and Enomaly has been an interesting story and I donõt 
want to spend too much time pitching my wares because I think there are much more interesting things to talk about, but to 
understand how I sort of found myself in this situation, I have to tell you how I sort of found myself in this situation.  So I 
started the company, I suppose 6 years ago, initially just to implement open source technologies within enterprises in the 
midst of the previous downturn who were really looking to save money.  The problem was most of the open source 
technologies that I was implementing were not really built for large scale enterprises, they were built by guys in their 
basement, they were built by hobbyists, they werenõt built for the needs of a large enterprise.  So I had this dilemma.  I had 
to take these open source technologies, mostly content management systems and figure out an easy and practical way to scale 
them, which was not an easy endeavour, so what I devised was this scheme.  So I created an interface to a relatively unknown 
hypervisor at the time called Zen and what I did was I created a web accessible API, which later became known as a 
RESTful interface and I used that as a secure mechanism to sort of adjust the infrastructure in tandem to the demands 
placed on my applications.  So what that really meant is I separated each of the components horizontally, and could 
replicate them based on the demands so I could use this API and elastically scale upward and downward and this was in 
2004 which, back then, the basic premise for virtualisation was take your 100 servers and boil them down to 2 and my 
premise was to do the opposite, take your 100 servers and use them more efficiently, more effectively and more elastically 
and as the story goes, people told me I was nuts, thatõs stupid, why in the world are you going to do that. So I put the thing 
on SourceForge and sort of let it bake a while.  Opened up a whole variety of opportunities for me because it seemed that 
the opportunity for elasticity in computing at that time was sort of missing, most applications were static.  Maybe you 
would add some more hardware, but thatõs about the extent of the elasticity of an infrastructure at that time.   
 
Then Amazon came around in 2006 and they were somewhat intrigued by my use of elasticity and invited me into this beta 
program, which at this time was a private beta and for the first time I could see the opportunity to use an infrastructure that 
was remote in an elastic way, in a kind of hybrid model, one that said I have a data centre or a set of hosting resources 
somewhere, but I can also utilise someone elseõs and only utilise someone elseõs for the length of time I need it, for the 
demands in which I need, and this was revolutionary and no-one else really grasped it, so I became kind of the elastic 
computing guy and worked with companies like NBC Universal and others who were trying to sort of figure out what in 
the world this stuff was and NBC actually was one of the first in the sense that they created a kind of remote free render 
farm and that sort of set something off in my head, I saw that there was an opportunity to not only provide services, which 
is kind of where I came from as a kind of consultant of sorts in my company, but to actually offer the elastic computing 
platform, the actual infrastructure as a service software that would enable others to kind of be Amazon, and thatõs what 
Enomaly is now.  Enomaly basically works with a variety of hosting companies in telecoms around the globe who effectively 
see an opportunity to augment their existing hosting and service portfolios with cloud based services.  
 
So I made a conscious decision, I was not going to go after the American market, itõs a large market but itõs also one that is 
sort of stuck in the midst of a recession of kinds and itõs fairly fragmented.  So I decided to go everywhere else and it could 
have been my own sort of going everywhere else was sort of you know kind of adventurous and it was an opportunity to see 
the world and so forth so it ended being a pretty good opportunity for me so we ended up doing projects for setting up 
clouds on a regional basis, places like Sweden, or the Isle of Man, or Taiwan, or Korea, or China, or Japan, you know, you 
get the point, everywhere rather than the United States, which has turned out to be a pretty good idea.   
 
I am also again the advocate in the space, so one of the things I dreamt up was in 2008, it was June 2008, I saw an 
opportunity to get together with some of my Twitter friends, so I thought hey why not create a CloudCamp, so we created 
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a CloudCamp in San Francisco actually, at the Microsoft offices in downtown San Francisco really just to have some drinks 
with the friends on Twitter at the time, which were a lot less than they are today and what was interesting is thing called 
CloudCamp went viral instantly and the next one happened two weeks after in London, which became one of our, probably, 
most successful locations for CloudCamp, and now a year and a half later, we have had CloudCamps in more than 60 cities 
around the globe and itõs one of the predominant venues for learning about cloud computing.  It also provides the ability to 
get a kind of pulse for what is going on in cloud computing and more than a pulse, it provides an actual face to face social 
network, so if I want to meet someone in cloud computing I can meet them on Twitter sure, but if I want to actually meet 
someone, you need to meet someone in person, you need to have that conversation and for me as a young guy but with sort 
of old school business mentality, I really enjoyed the handshake, the drinks and late night in the Ginza in Tokyo or 
something, I enjoy that aspect of business, and CloudCamp was a facilitator of this, it allowed me to have a tool to get that 
pulse of the worldwide cloud.  If there is a cloud movement happening somewhere, I am typically the first to know about it, 
so thereõs a CloudCamp coming up, for instance, in Rio de Janeiro, thereõs a CloudCamp coming up in Bangalore, we have 
had previous CloudCamps in the last month or so in Seoul Korea, in Japan we have got one coming up in Beijing, so it gives 
me a unique opportunity to get in the local scene and to be honest it was complete dumb luck, it never occurred to me that 
we would go global, again it was just meant to be a one off party.  
 
So I am also active in the space of sort of an advocacy of interoperability and standardisation.  I have had a variety of 
different things I have done.  A most notable one recently was a manifesto, (note to self ð never write a manifesto), it ended 
up becoming a kind of political document more than anything else, but it was interesting, it was an interesting endeavour, 
you may have heard of it.  Also created a couple of in person events in San Francisco and New York which basically bought 
together the sort of key players in the interoperability space, companies like Cisco, and Microsoft, and IBM and others.  
 
And then thereõs the Government thing.  The Government stuff has been really odd because again I seem to stumble my way 
through these various opportunities and there is no set plan to become the Government cloud computing guy, it just kind of 
naturally happens, so I need to tell you exactly how I stumbled into this one because it gives a little back story to the US 
Federal cloud initiative.  So as you know, Barak Obama was elected, but before Barak Obama was elected there was a group 
called Blue State which basically handled his cloud, well letõs say web infrastructure for a more specific term and he can 
basically thank the reason for being elected to his ingenuity around things like Facebook, Twitter and other various cloud 
based infrastructures that he used to sort of gain online momentum, and when he was elected one of the first things he said 
to his Cabinet was ð I want change but within the technology field the change that I think is relevant is the cloud.  So for 
the first time we had the President of the United States saying the word cloud computing.  But that posed an issue.  All the 
CIOs were old school, these guys, you know, they have been there for years, they were now faced with this word, this idea 
that they didnõt get.  They were basically saying ð what in the world is cloud computing and how am I going to make this 
change to the administration and the technical systems of the United States, how am I going to implement the cloud?  So 
they called me, funnily enough, and I get a call from Vivek Kundra who I had met a few times before, basically saying can 
you help us with the cloud.  So the first thing I said to the administration was this.  You can't buy something you haven't 
defined.  How are you supposed to set up procurement if you haven't defined what you are procuring.  So my suggestion to 
them was (1) create a definition, a definition that would act as the key, I guess litmus test, for the procurement of cloud 
based services, and that was a fiasco because now we have an $80billion IT organisation with many, many different moving 
parts, many different requirements which needed to agree on one common definition of cloud.  Boy did I get myself into a 
problem there.  So the underlying aspect that I told the folks at NIST, Peter Mell and Tim Grance, was this.  At the most 
basic level cloud computing is broken into two parts, the cloud which is just simply a metaphor for the internet, itõs nothing 
more, and cloud computing which is an analogy for internet computing.  So if you base your definition on those two things, 
it will make it a lot simpler.  There was a lot of back and forth between the five basic parts in this document, but the 
underlying theme of the document is that, and that really helped push it through.  So that document was drafted in a little 
over three weeks and was then sent for kind of ratification, that was an interesting meeting.  So when it was ratified, it was 
ratified by a group of CIOs within the US Federal Government, these CIOs represent probably the 15 or 16 largest agencies 
within the Government, itõs called the US CIO Panel, and again I was invited down to Washington DC, I was also invited 
there with a number of other large technology players, so you had people in the room like Microsoft and Amazon and 
others and then you had little old Reuven from Enomaly, which was really odd, and I am not even sure if they even knew I 
was Canadian at that time, which I am.  And the conversation was quite interesting because it went sort of [tape change] 
moved on to the next conversation and that was one of security and trust and Casey Coleman basically asked the question, 
can we trust you?  And one by one all the major players in the room said yes and she said, okay how?  And the response was, 
just trust us, we know how to do it better than you and you should just trust us and what was interesting because ôjust trust 
usõ isn't really a good response for again the United States Government and my suggestion again, because I like to talk and I 
was in a room full of people who like to listen so I suggested that they take a mentality of trust but verify.  The ability to 
see your entire environment but also verify that the environment is actually secure, thatõs kind of where the mentality of this 
sort of cloud based deployments that they have done to this point have sort of gone, you know itõs kind of interesting to 
shed a little light on that.   
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I am also involved with Microsoft, ironically they are the ones that said I wasnõt open enough, but we are still cool.  I was on 
the board of advisers for some Micro systems up until about a week ago when they apparently shut down their entire cloud 
based stuff, so thatõs I think no longeré.I should probably get rid of that and I am an active blogger at ElasticVapor.com.  
I share most of my various exploits and so forth on that site.   
 
So global, again I have mentioned that I do quite a bit of travelling, for instance last week I was in Shanghai, so I thought I 
would take a moment to sort of tell you about some of the things I am seeing from some of the different geographies that I 
have visited recently.  Letõs start in Canada, Iõm Canadian so it seems like a good starting spot.  So the Canadian aspect to 
cloud computing is interesting, I think itõs a view shared by a lot of Governments around the globe, so in Canada in October 
I set up a CIO summit basically inviting various CIOs from around the globe as well as sort of key stakeholders within the 
Canadian Government to discuss the opportunities of cloud computing and the issues that faced the Canadian Government 
are probably not all that unique, but they are unique in a few different ways.  In one, Canada faced a dilemma from the 
1980s where they had this scandal of sorts where information was shared amongst various agencies and departments within 
the Canadian Government for people coming in and leaving the country which basically did a kind of stereotyping of 
certain characteristics of people, and that was used against them and anyway it turned out to be against the Canadian 
Constitution which led to a number of different laws being passed that basically dictated that information could not be 
shared amongst various Canadian Government agencies which poses a huge issue in Canada, so what that really means, if 
you wanted to share cloud infrastructure in Canada, one agency could not, in a multi tenant fashion be on the same server or 
data centre as another.  So effectively, in Canada, if you wanted to do a national cloud infrastructure, you would have to 
change Government policies and Government laws to make that happen.  So the privacy laws in Canada really mean, right 
now, cloud cannot happen in a Government context in that country.  Kind of interesting.   
 
And they are not alone, Japan, for instance, where I have been involved in the Kasumigaseki, I think I am pronouncing that 
right now, Kasumigaseki being the sort of Washington of Japan, theyõve actually been actively building a cloud 
infrastructure which I have been assisting with for a while.  The problem in Japan though, for the first time I think since the 
Second World War they have had a change of administration which basically meant that their cloud project has been 
permanently put on hold until they figure out whatõs going on, may the old administration will come back and the project 
will happen again, so they are stuck in a kind of state of limbo in their cloud project, but the underlying premise of their 
cloud project and the Government cloud initiative is very similar, again, to the UK and others in the sense that they see that 
as a way of enablement, they see it as a way of a kind of economic stimulus to provide a competitive advantage to their 
country and I think a lot of Government initiatives around cloud computing see it as that sort of economic advantage, that 
stimulus of sorts, that IT stimulus.  Korea, is another perfect example where I was last month in Seoul.  They have a massive 
implementation around the aspects of a national high speed internet network, so again, someone mentioned earlier that the 
Koreans actually have a unique advantage in the sense that they have fibre to something like more than 50% or 60% of the 
country.  So they see the building of a cloud infrastructure again as a way for them to enable their small businesses and mid-
sized businesses to be competitive on a global scene and this is a recurring theme that I am hearing from a variety of 
countries as well.   
 
Then thereõs China, which I was lucky enough to be in the PRC last week and what a place that is.  So China has been 
particularly interesting and I have to tread lightly on some of the things I am going to say here, so I am going to take a 
calculated statement here.   
 
Lord Harris of Haringey: We are all friends here. 
 
We are all friends here, some of you may have Twitter and I tend to stick my foot in my mouth, so China is an interesting 
place.  They have arguably the fastest growing economy on the planet, when they do anything they do it big, they also have 
an interesting hosting environment.  The hosting environment for China is made up basically of three to four companies, 
there is no mid-tier, thereõs no small host providers thereõs basically three or four State sponsored telecoms who provide 
hosting for everyone in the country.  If you want to host in China for the most part, you have to use one of these State 
sponsored hosts.  Thatõs just the way it is there.  They also have a massive internet population growing at an exponential 
rate, I think at last count something like 330 million users, I think right now, and thatõs expected to grow tremendously 
through a number of different initiatives. One initiative is an initiative that they have taken on; itõs a sort of public works 
initiative to build a national high speed railway.  You might wonder how a national high speed railway will relate to cloud 
computing and itõs interesting because this national railway, one that they are spending $300billion on is going to have a 
parallel wireless internet infrastructure which will effectively bring the internet to the population, and when I say the 
population, we are about to see the internet population of that country go from 330 million, which is already pretty big, 
thatõs probably bigger than the population of the United States, to 7 or 800 million which is almost the population of the 
entire worldõs internet right now, in the next few years.  So you are seeing an explosion in the need of capacity in a country 
that has a unique approach to managing their internet infrastructure, if you know what I mean.  So they now have to deal 
with a scale that has never been seen before in things that need to adapt to different demographic patterns, again I am being 
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polite here.  So they have had to deal with this huge and changing internet landscape.  So how do you manage 700 million 
internet users that require oversight?  Itõs called cloud computing.  So they are building a massive cloud infrastructure on an 
order of magnitude of several billion dollars to enable applications through the cloud to these users.  So they see the internet 
as both an information delivery system, the internet, which is what itõs good at, as well as an application delivery system.  So 
applications in China in the very near future will most likely be delivered through a browser or more likely a mobile device 
of some sort and it will be controlled and operated by the State.  Itõs an interesting shift we are seeing here.  
 
In a conversation I had with a major non-related Chinese official, one of the things that they described is information being 
sort of the great democratiser.  Access to information, even controlled access to information provides opportunities that 
were never available before and I think that we are going to see that the access to the information through internet enabled 
technologies is going cause a radical shift in this particular geography, and it will be interesting to watch and see what 
happens there.  
 
So China is some place I would keep a close eye on and luckily for me as an entrepreneur itõs a place where I seem to have a 
lot of traction as well where we have been lucky enough to land one of the largest telecoms in the region as one of our 
customers and in that conversation it was actually kind of funny because they saidéthey are very blunt there, they said this 
to me, they said ôweõd like to use a Chinese infrastructure as a service platform but there isn't any, so we will use you because 
you are not Americanõ.  Alright ð tell me what you really think.  You know, itõs just an interesting place, interesting 
opportunity.  
 
So again, if I had to pick a region of the world right now that I think I am seeing most of the opportunities in general I 
would say itõs the Pacific Rim, I think that that is the heart mark over cloud computing, I would say that more than 40% of 
the business that I am seeing from my company is coming from places like again, Korea, Taiwan, China, Singapore, you 
know even places like Malaysia, thereõs this real move, this push to enable their populations with the internet.  And I think 
you are going to see a tremendous shift in the next few years because of it.  And to remain competitive, you need toé.I 
guess what it comes down to, they have something that you donõt, they donõt have a legacy, they donõt have legacy in 
infrastructure, in you do, so they have a green field opportunity where you have the sort of baggage of the past, so thatõs 
something that needs to be considered.  
 
You also notice India. Hype, I love Hype Cycles, I am like the ultimate hyper so I will just go into this quick.  This is the 
Gartner Hype Cycle and I would just point it out quickly, because itõs interesting to see how quickly we are moving here.  
So in 2008 we were roughly there in the Gartner Hype Cycle, we are going up, the technology trigger they call it, sort of 
that move, that rapid acceleration.  Then we sort of moved in 2009 to the Peak of Inflated Expectations, which I love, itõs 
like what do you expect.  I expect too much apparently.  Now we are going into the Trough of Disillusionment which is 
actually probably a pretty accurate description, itõs a point where you actually make money, itõs that point after you have 
heard the hype, you have heard it everywhere you go and people get sick of hearing about it, enough of the cloud computing 
already, and whatõs interesting when we go into that Trough of Disillusionment itõs when the business gets done, itõs when 
the deals get done, itõs when people start spending money.   
 
I skipped that part, but thatõs the important aspect and again, what we are going to see in the near future I think is the 
aspect of geopolitical cloud computing and what I am seeing from again as a sort of enabler of clouds, my customers are 
Governments, they are telcoms, they are hosting companies and what we are seeing is these clouds popping up on 
geographical basisõs, we are seeing places like the Isle of Man, we are seeing places like Sweden, the Cayman Islands, Poland, 
Slovenia, all these various places are all creating their own regional clouds.  They may not be to the scale of an Amazon or a 
Microsoft, but for the needs of a particular population, theyõre fine, and I think the opportunity is going to be connecting 
these regionalised clouds together and defining the policies in terms of governance and data management to say I have a 
spike and I have a spike for a particular location, I am going to scale using resources from that particular location.  So the 
aspects of geotargeting are going to become very, very important.  But also the aspects of the policies and laws that go along 
with that are also going to be important because the technology is moving quite a bit quicker than the policymakers 
themselves, so thereõs regulatory concerns as I mentioned earlier, the Patriot Act.  The Patriot Act for most people outside 
the United States, and I think it scares the hell out of you, itõs a law that doesnõt provide a whole lot of insight, that basically 
says the US Government can go and monitor or take your data without ever telling you and it applies to American 
companies, Safe Harbor or not, thereõs a lot of things the American Government can do without you ever knowing and that, 
for a lot of countries, a lot of companies, is a scary thought.  Thereõs a lot of talk right now about cyber warfare and so 
forth, you know letõs be honest about it, everybody is doing it, just some people are getting caught.   
 
So itõs just, itõs something that I think that needs to be discussed and bluntly I think itõs something that needs to be revised, 
I think the Patriot Act was a reaction, and it wasnõt a reaction that made sense in our current economic environment, our 
current technology environment, it just doesnõt make sense, I think there is a more multi-national approach that should be 
taken rather than one that arbitrarily sets one against everybody else.  But Iõm a young guy, Iõm probably naµve.   
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As a few people mentioned earlier, compliance.  Again, this is fairly American focused so I am not particularly aware of laws 
outside the United States, because I do spend a lot of time in the United States, but I assume thereõs similar laws in various 
other regions, you know HIPAA in the United States which is health related records and so forth, these are very important 
things to look at, and I think that as the geopolitical aspects of regionalised cloud computing become more prevalent, these 
are going to become more and more important.   
 
I think the EU provides an interesting model in the sense that thereõs sort of this collective of source that can be used as 
well.   
 
Again, accountability and autoability, there is again that comment I made earlier about the CIO panel is that sort of ôjust 
trust meõ approach.  We need a little more than the ôjust trust meõ again I called it again trust and verify but there needs to 
be a level of accountability and autoability in these infrastructures, whether itõs a public, private or community based 
approach.   
 
And then there is the question of authority and there is this sort of move towards, you know, the term of data havens and 
the places like the Isle of Man, for example, where people are looking at replacing their data and information and itõs 
interesting to see where that it is.  
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The future for working in the cloud 
Questions and comments from the floor 
 
Lord Harris of Haringey: I was going to suggest that we might take the questions after we have had the 

whole panel if you were happy to stay for that, partly because if everyone 
overshoots a bit, we might be in trouble.   

 
Reuven Cohen: Okay. Well I was going to thank you for giving me the opportunity to sort 

of tell you about my various adventures and I hope to see you guys soon.   
 
Lord Harris of Haringey: Okay, well thank you very much.  Itõs not often you get a presentation which 

draws a comparison between providing for the Isle of Man and providing for 
China which are the two ends of the spectrum, so we are very grateful for 
that.  Could I ask the other panel members to come up here.  We are moving 
more now into the business case, I think Reuven has set us the context of 
where we are going on this and we are going to hear first from Simon 
Abrahams, who is the Head of Product Marketing for Rackspace for 
EMEA.  So as soon as we have changed the guard as far as technology is 
concerned we will move on to that.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The business case for cloud computing 
Simon Abrahams, Head of Product Marketing, EMEA, Rackspace 
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Okay, good morning everybody.  So first of all as was just stated I am from Rackspace.  Shall we just have a quick show of 
hands who has heard of Rackspace?  So I was just doing a show of hands to see who had heard of Rackspace, about 50% of 
the crowd so thatõs good.   
 
Lord Harris of Haringey: Fewer the second time you asked, a bit worrying.   
 
I didnõt want put people through that twice.  So basically we are a relatively small firm. Thereõs about 550 of us in the UK, 
we are managing more than 10,000 servers in the UK, about 55,000 worldwide and in spite of that we wouldnõt characterise 
ourselves as a technology firm, we are really a service firm because much of the hardware we buy is pretty standard stuff that 
anyone could buy and we are running standard operating systems that anyone could buy but we are hiring really unique 
special individuals to run all of that to provide an unparalleled service experience, thatõs what people come to Rackspace for.  
Itõs really paying a bit of a premium to get a better service than you can get elsewhere.   
 
So whatõs that got to do with the cloud?  Well about 10% our revenues today come from the cloud and as Simone said 
before, at the beginning of the day, Amazon doesnõt really declare what it earns so we have to turn to specialist research 
shops to find out those numbers, and we tend to turn to Tier1 Research they really focus on the hosting markets and cloud 
computing increasingly, and they tell us that we are number 2 in that market so with about 65% of Amazonõs revenue.  So 
thatõs where our interest comes.   
 
Now the topic for this quick slot is really whatõs the business case for cloud computing from a user perspective.  Well I am 
going to run through that very quickly because there are some pretty obvious points and then I am going to try and 
highlight some traps to avoid as you look at cloud computing.  But clearly one of the attractive things about cloud 
computing is the fact that you get minimal capital costs, so if you are a start up with not much money in your pocket, you 
can quickly get going and if your business is a success then your costs from a cloud solution will increase as your revenues 
increase so thereõs very limited speculative investment up front.  Equally you can really cut down on the number of staff you 
need to employ because you are basically buying a cloud service so you donõt need to have people operating a data centre for 
you, you can get rid of a whole level of staffing.  And from a investorõs perspective this is very attractive because it means 
that any money you are putting into such a start up is really going into value creation because it will be about product 
development and market development and you won't be funding boring things like computers and data centres, which are 
somewhat commoditised and really not where a new start up is going to achieve value.   
 
In terms of comparative costs of cloud computing compared to a more traditional dedicated solutions, it really depends 
what you are trying to achieve.  When we look at more traditional corporate uses, we see them as customers achieving cost 
reduction in the region of 15-20%, when we look at really start-ups which are trying to do something very different, they 
can typically be achieving between 50 and 80% cost reduction compared to an alternative solution on dedicated 
infrastructure, but what that really means is their business would never have got off the ground with a dedicated 
infrastructure.  Okay, so it enables some kinds of businesses that otherwise would not exist.   
 
Now going on to the next theme, there was a question, apart from the financials what are the drivers for take up.  I mean I 
would really focus on speed to market and business agility, so as you heard earlier on today, you can really get your 
infrastructure up and running in minutes.  Okay, before you launch a service you are going to have a period of development 
and test and do beta programs and that kind of thing, but we do have customers who are literally up and running within 5 
or 6 weeks for their whole business, so thatõs from concept to execution and live and generating revenues.  So thatõs a huge 
difference.  And the other part of that is the business agility, the ability to change to a response on your environment 
whether you have got some new customer requirements or whether something in your competitive environment changes, a 
couple of your competitors gang together and you have to dramatically change what you are doing, well with a cloud 
solution you are much more able to do that, you are not tied into either contracts or infrastructures that is locking down the 
way you have to operate.  
 
So, all of those are really significant things to contemplate when looking at a cloud solution.   
 
So the kind of things that people typically use it for.  Well I mean Test and Dev is really popular just because it is very easy, 
you know, if you are working in a corporate environment where you can request a server but it might take a couple of 
months to arrive, the ability to start up a virtual server and get testing your code within minutes is very popular, but 
generally speaking anything which has a variable or seasonal or unpredictable traffic profile, all of that lends itself well to the 
immense scalability of cloud solutions.  So those are all very, very popular areas.  
So what about the traps.  Well I think the first trap to avoid is really trying to do a comparison of what would this look like 
if I put it in the cloud compared to what would it look like if I do it in a dedicated solution?  Thatõs pretty much what 
everybody does, but really the key trend that we are seeing nowadays is the hybrid solutions, so donõt just do an either/or 
analysis really look deeply at what parts of the solution you are contemplating could be delivered in a cloud, because thatõs a 
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way to achieve cost reductions and flexibility, whilst maintaining your security requirements or your availability 
requirements, probably on a dedicated solution.  
 
The other thing to avoid is, in your business case, which you put together, itõs difficult to quantify what the demandõs going 
to be, so when you are putting together your business case, you are typically, you are going to know what your initial 
infrastructure might look like in terms of your hardware costs, you are going to know what your upgrade infrastructure 
might look like and how many staff it is going to take to develop and operate that service.  Donõt ignore the massive benefit 
of a cloud solution in enabling you to get the forecast wrong on what the demand is going to be.  Thatõs a bit of a complex 
concept or maybe I just make it sound complicated, but really what I am saying is, with a cloud solution, if it turns out that 
your forecast demand is completely wrong, you can quickly ramp up or down, whichever you need to do and you just can't 
do that with the traditional infrastructure, and thatõs a benefit that you need to build into your business case.  
 
And finally the last point I would make on the cloud is really think about what level of service you are going to get with 
your cloud solution.  Itõs difficult to quantify when you are just doing a comparison of multiple cloud providers, thereõs 
really a lot of alignment in terms of price around Amazon because they are so much the largest player in the market, but I 
think itõs critical to think about what kind of response you get to service calls and thatõs a very good reason to try it out on a 
small scale before you actually go ahead with your implementation, is to work out how the service process works for you.  
 
Okay, thank you very much.  

 
Lord Harris of Haringey: And we are now going to hear from Guy Mucklow who is Managing 
 Director and Co-Founder of postcodeanywhere.com. 
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The business case for cloud computing 
Guy Mucklow, Managing Director and Co-founder, postcodeanywhere.com 
 
Good morning everyone.  What I would like to do this morning in the brief time that we have been allocated is really just to 
give you a bit of background information about my company to sort of set out our credentials and to hopefully answer 
some of the questions around the business case for cloud computing.  And then also just sort of highlight a few sort of areas 
where we have sort of expertise and experience which might possibly help to direct some of your questions for the Q&A 
session afterwards.   
 
We came into really sort of the cloud computing environment 10 years ago when I spotted an opportunity really for 
delivering data as part of a fully hosted service.  The traditional way of delivering data which was being provided by our 
competitors at the time was to burn that information on to a CD ROM, ship it out to customers, now obviously thatõs an 
exceptionally expensive process to burn the information and then to send it out, it then obviously relies on someone at the 
other end having the time, the trouble to install that information within their own applications.  Because data is so dynamic, 
I mean in the case of the Royal Mailõs postal address database where there are 28 million records and over 100,000 changes 
every month, it lends itself exceptionally well to being delivered as part of a fully managed service, so thatõs, I guess, where 
we were sort of coming from.  The other benefit that we saw were in terms of the new payment models that cloud 
computing would enable us to provide, things like sort of a transactional model which for someone wanting to sort of buy 
data in small amounts or just on an occasional basis was obviously very interesting and also obviously when something that 
has evolved as a consequence after that really is the ability to combine data with other data sets, from other providers, also 
operating within a cloud environment to combine and make useful applications, we have all no doubt heard of mashups 
where data is combined with things like Google Maps to visualise information.  
 
So thatõs really where we sort of came from.  We have been doing this for 10 years, we are known primarily for sort of the 
watch postcode technology, we have got 7,000 customers so we have grown really quickly.  The cloud really has provided us 
with the agility to move exceptionally quickly within this space and to grow our customer base.  We service over a million 
queries a day and again thatõs sort of growing at 20-30% currently, so again in terms of scalability we have that really sort of 
locked down in a way in which we wouldnõt be able to do if we were operating in a pure client server type environment.  
 
So relating that toé.you know, our experiences to some of the business case questions that we have got about cloud 
computing we have discussed some of the sort of economic benefits certainly in relation to us as a service provider.  In terms 
of sort of drivers to take up, we have already heard and I guess this is actually one of the biggest sort of enablers in our 
market is that it enables our customers to just dip a toe in the water, they can test our technology, download it in 5 minutes 
or thereabouts and have access to, in the case of the Royal Mail database, over 28 million records, directly within their 
applications.  If we were operating in the old traditional way of doing things we would have to send out a CD ROM, wait a 
couple of days to make sure that they had received it, obviously itõs impractical to download a database of that kind of 
magnitude, and then we would sort of follow that up with a sales call and so on and so forth, but you can see what I mean 
in relation to the speed of adoption.  So it also obviously enables our potential customers to deploy those applications 
exceptionally quickly.  You know once the user is satisfied that what we are providing works and is of benefit to the 
organisation, then that application can be deployed across a whole multitude of uses exceptionally quickly.  So the ability to 
devolve applications is also really, really beneficial.   
 
In terms of businesses that might be best suited for being in the cloud, we have over 7,000 customers that we service, a very 
broad breadth of coverage across all sectors.  I guess this is probably, being a Westminster Forum, has a slight bent towards 
the Government space and that G Cloud obviously is fairly topical at the moment, we see a lot of interest certainly amongst 
Government users.  Government users are trying cloud based technologies and deriving benefit.  Ié. as part of something 
that we have recently been involved in, we provided the apps, fragments, one of the components for the app, fragments for 
the recent G Cloud Quick Wins demonstration and something that sort of came out of that at the meeting last week really 
was just on sort of reuse, we had forums where we got together with Local Authorities and other Government users, a 
particular example was Housing Benefit.  At the moment Local Authorities, all 370 odd in England and Wales spend 
£8million to update the Housing Benefits calculations which then sort of integrated into their applications every year.  
Thatõs done 370 odd separate times.  Now from the point of view of it being provided as a cloud based application you 
would do it once, it wouldnõt cost that much to do and you would deploy it instantly depending on how the integrations 
were done across all 374 Local Authorities.  You would save yourself a very significant part of that £8million budget that 
they are currently allocating to that particular application.  So you can see instantly that there are huge costs savings to be 
made and this is just obviously one very small example of where that might apply.   
 
In terms of expertise and experience, just to sort of help perhaps direct some of your questions, you might consider things 
like the growth and potential of software as a service, the tendency towards commoditisation of a software, whether thatõs a 
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good thing and pricing obviously, whether thatõs a good thing or a bad thing from the userõs point of view.  Obviously 
visibility is very much at the forefront of software, of software being provided as part of a service.  The dangers and pitfalls 
we have obviously discussed at fair length this morning, things like security, in our experience we have had in the 10 years 
that we have been doing this, things like distributed denial of service attacks which we have had to deal with, we bar certain 
countries from seeing our services as a consequence of that, just because itõs easier from our point of view.  Things like 
pricing and licensing, whether itõs to rent or to buy.  We are only as good as the last transaction that we deliver using our 
service, so if we fail, and fail abysmally then it will get known throughout the community and we will lose a lot of business 
as a consequence of that.   
 
So from the deliverers point of view it places a lot of responsibility on capability, but similarly, obviously from the users 
point of view, you know it provides a fairly broad breadth of potential users.  You might consider also just any questions 
you might have on G Cloud.  I am similarly under non-disclosure but there are certain things I think I am at liberty to 
discuss.   
 
And just in relation to opening up the platform.  We have seen, for example, data.gov.uk, I am not sureéI would be 
interesting to have a sort of quick show of hands to see who has heard of that.  Yes.  Well thatõs kind of an enabler that will 
help potential end users to start thinking about how cloud based services apps might facilitate their particular businesses.   
 
So thank you very much for your time.  
 
Lord Harris of Haringey: And next, we have a sort of late substitution from Morgan Stanley.  Mostafa 
 Afifi has stepped in at very short notice to take over from his colleague.  
 Over to you.  
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The business case for cloud computing 
Mostafa Afifi, Internal IaaS Cloud, Morgan Stanley 
 
Good morning.   
 
So I really wanted to focus, and I will keep my conversation very short about what sort of benefits we see in my firm around 
cloud computing.  And I think you have heard this all day long and Simon summed it up actually in quite a few good 
sentences.  For us, probably not too different from anyone else, it will take us a couple of months maybe to put out a 
production server for some internal consumer of it and in our business, thatõs just too long, that could very easily be a 
missed opportunity for a new product that we could be trying to launch and trying to grab market share with.  And for us 
something like cloud is literally just about that ability to grow and give people what they need within minutes.  It doesnõt 
necessarily mean obviously that the product would hit market that quickly, it could be as long as 6 weeks as Simon said, but 
the fact that our technology division is not the obstacle for us grabbing market share is a key thing to us.  Weõre not the 
bottleneck here, they can actually just jump in, launch the idea, test it, develop it, you know, in minutes.  And I think one of 
the things that probably distinguishes larger companies from others is for us internally we will have lots of different lines of 
businesses, some more successful than others.  We can't potentially just give everyone the same solution and the same price 
point all the time.  We absolutely need flexibility on what they need, the high availability requirements, the replication 
requirements and using something like cloud gives us that flexibility and it gives us the ability to ramp it up and ramp it 
down if that line of business wasnõt successful.  Something that we would struggle with tremendously if we were trying to 
do this completely internally.  
 
So I will leave it literally at just that, itõs flexibility and time to market.  You know thereõs great benefits around capital costs, 
if any of you do business cases for that, you will see it too, really shine compared to traditional services, but in our line of 
business just time to market is the key thing.   
 
Thank you.   
 
Lord Harris of Haringey: And finally in this panel is Mike Brookbanks who is the Leader of the 
 Global Cloud Programme for IBM. 
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The business case for cloud computing 
Mike Brookbanks, Leader, Global Cloud Programme, IBM 
 
Good afternoon.  My name is Mike Brookbanks I lead cloud for UKI, so UK and Ireland.  Thats part of a dynamic 
infrastructure, part of the overall IBM cloud messaging on Smarter Planet.  My background is I am an engineer, although I 
am talking about cloud environments, I have had 22 years experience looking at IT, IT environments, so I am an evangelist 
for cloud.  As part of that I am leading a worldwide team looking at how cloud environments are going to change so when 
we heard something of the previous presentation about the future of cloud.  So looking at how workloads will move 
between clouds, because people will develop cloud environments but how will the workloads move?  How will services be 
advertised to users within cloud environments? How scaling will work across cloud environments and how fundamentally 
service integration will change.  Part of my role is, I am representing IBM on the Government Cloud Initiative.   
 
We define cloud in this way.  So cloud is defined as a user experience and a business model, so my view, and my companyõs 
view is its more than the piece below, just infrastructure.  So itõs more than infrastructure management and a methodology.  
Clearly you know the rapid provisioning, standardised offerings managed by service level are key and the users will access 
the services through the internet, but it is key around this flexible pricing model based on service, based on the way services 
are defined and based on user requirements.  As we said, the delivery of services and the elastic scaling is key, but itõs the 
ability to define that service catalogue, define the services that are required within organisation, create that internal cloud, 
the private cloud, and use providers for overspill.  So as demand increases, peaks of demand increase, use the public cloud as 
the overspill for capacity, so the ability to have a service defined within the cloud and in the private cloud that can then 
overspill into that public cloud as required.  
 
When we talk about a bit about the business, the economics for cloud, I mean clearly cloud environments provide greater 
flexibility.  I mentioned the ability to manage by service, but one of the key things is that those services need to be clearly 
defined and the way they are managed clearly defined.  Earlier, I said about my involvement within Government Cloud and 
service management.  One of the key things I see is that service integration layer within organisations will change with the 
adoption of cloud environments and that really needs to be considered and is one of the mantras that I have within the 
Government cloud space that organisations need to really consider how they change the way they deliver service.  
 
The set up and running costs clearly for users, set up and running costs are low.  For providers, suppliers, my view is to get 
the enterprise level of service that will be required by organisations in the future, then there is a considerable set up cost and 
management of that, although automated, clearly will be expensive, becauseé..expensive at the centre, balanced with the 
ability to provide highly utilised, highly virtualised environments, so the ability to manage the environment, manage vastly 
and highly utilised server environments.   
 
The drivers for change, again very much on this you know, flexibility of service that the environment can scale.  Workload 
though, in the cloud environment, to me at the moment is clear.  It is very much as stated earlier, it is very much the sort of 
storage for Test Dev environments.  Today we are beginning to get into a world where cloud services are coming into that 
enterprise level of service, but it is developing as we see them today.   
 
I have summarised my key messages here, or the key points.  So my view is cloud computing is disruptive.  It will change the 
way that IT services are delivered.  It can be a threat to the CIO because as I am seeing across many organisations, including 
some financial market organisations, the front office are starting to use cloud based services outside the remit of the IT 
organisation.  But it is an opportunity, lower cost of delivery, more responsive, ability to optimise and you can 
fundamentally change the way that you charge for service to the lines of business.  
 
Thank you.  
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The business case for cloud computing 
Questions and comments from the floor 
 
Lord Harris of Haringey: We have got about 20 minutes for questions and discussion and a number 

of perspectives in terms of what are the opportunities, what is actually 
happening, plus the sort of description we had earlier from Reuven about 
what is happening in various parts of the world.  So who wants to go first.  
Again, if people could introduce themselves and say where they are from 
please first, and a microphone is winging its way to you.  

 
Vince Braithwaite: Public Media. 
 I hope my voice holds out actually.  Yes I was very interested in a lot of 

things that Reuven was saying and picking up on some of the issues that he 
raises.  Oh, can I just ask you quickly have you got a CloudCamp happening 
in the UK at any point.  

 
Reuven Cohen: We have one on Monday.   
 
Vince Braithwaite: Oh I have missed it.  
 
Reuven Cohen: Thereõs another one next month. 
 
Vince Braithwaite: Okay.  Given what you were saying about Chinaõs approach and I dare say 

the Chinese Government arenõt necessarily going to worry too much about 
what their public necessarily think about them going ahead with this, but 
given as you kind of raised about the situation in Canada around the policy 
there and certain issues here, I mean particularly I am thinking around things 
to do with like ID cards and the issues that we have here about, in the 
publicõs mind about data protection and how we use it and personal data and 
that sort of thing, I am just wondering does something need to happen in 
regards to the public perception, the general public perception around cloud 
computing to sell this idea to them because it strikes me that you could get 
into a situation where it becomes a bit like GM food here.  You know in 
certain parts of the world, you know, people embrace GM food, here you 
have got a hell of a job to sell it and I am just wondering is there a danger 
that you could run into a situation like that whereby Government and 
technology companies and experts are running ahead with this idea, but 
actually when it gets out into the general public they turn around and they 
say ð no we donõt want this because we are concerned about personal data 
abuses, etc. etc.  So I am just wondering do you think there is a job to be 
done there in regards to getting the public onside.  

 
Reuven Cohen: Well yes, you know, what is cloud computing?  Itõs a marketing term, itõs a 

buzz word, right.  You can claim itõs technology all you want but really itõs 
just a way to market the next big thing and like any marketing term you run 
the risk of having it be taken and used for various purposes, like you are 
seeing various companies just cloud washing, taking their existing products 
and saying oh I am going to run it in a VM or I am going to run it 
somewhere else, and now itõs only the cloud.  So perception is part of 
marketing, so I think the question, I am not sure whether I am answering or 
not, but I think looking at different aspects of cloud computing, security in 
particular is one that suffers from this as well and the reason why security is 
probably the most discussed aspect of cloud computing has to do with the 
companies who didnõt have a solid strategy in place and said, well I donõt 
have any real offering here so what I am going to do, I am going to pick on 
the things that are most obvious about cloud computing in terms of 
problems and make that the sort of discussion, and what has happened is in 
reality the security aspects of cloud computing have been sort of brought to 
the forefront and when you are deploying in a cloud, now security is a thing 
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that you look at most closely because of all the fud being generated cloud 
apps tend to be more secure you know, and thatõs a direct result of the 
perception.   

 
Lord Harris of Haringey: I mean I think thereõs going to be in any event a very interesting issue about 

trust generally and that may be an issue about trust in Government, but it 
may also be a trust in big corporates and it probably depends on what was 
the last big scandal that occurred in terms of losses in any of these areas.  
There was a point over there, have we got anyone else who is wanting to 
come in at this stage?  Okay so there, no, no right at the back first, he was 
first.   

 
John Sheridan: From Alsbridge. 
 We have heard a lot about the opportunity, the promise and the risk 

associated with cloud, I tend to look at things from a sort of pure 
commercial reality and the protection that the corporate world looks for in 
its commercial relationships with existing traditional providers.  SLAs in 
cloud are wonderful things but they are only worth whatever the black and 
white underlying it is and the financial liabilities that go with it and we have 
also heard that there is very limited liability within the existing offerings.  
Do you see the existing providers having to offer some of the commercial 
liabilities in cloud contracts that you are getting in traditional outsourcing 
contracts and if so, do you feel that they are going to then have to 
underwrite that risk through insuring against it, and by insuring against it are 
they then going to recover the cost of that by having to put up the price of 
those services and therefore destroying the commercial model in the first 
place.   

 
Lord Harris of Haringey: I am going to take another question and then I am going to ask the panel 

members to respond.  Please there.  Anyone else? 
 
Richard Sarson: Iõm afraid I smell snake oil. 
 
Lord Harris of Haringey: You need to say who you are first.  
 
Richard Sarson: Freelance Journalist and a Member of PITCOM. 
 As I said I smell snake oil.  I have been around a long time and I have been 

through business process re-engineering, through the dot com chain, through 
outsourcing through Government transformation, none of these things have 
delivered what they said they were going to do.  I in fact purveyed some of 
this snake oil myself over the years.  Please could somebody say what 
particular applications are good for cloud computing, I haven't got that quite 
clear yet.  

 
Guy Mucklow: Well if I could just interject, I mean I have got 7,000 customers that are 

happy using our service and itõs definitely not snake oil that we are selling.  I 
can understand a sort of a general cynicism that exists certainly within 
Government towards technology generally because I donõt want to kind of 
upset people, but there have been far too many failed IT projects over the 
last 10 or 20 years and I can definitely see the viewpoint that, yes this is just 
a kind of another type of approach that you know is probably going to end 
up delivering the same results.  I do think that there are certain applications 
that do lend themselves very well to this mode of delivery, there are probably 
others that require for, perhaps security reliability and other types of reasons, 
being maintained within more traditional type of delivery approach, soé.. 

 
Simon Abrahams: Perhaps I can jump in as well.  One of the questions earlier was can you 

imagine sort of military applications going into the cloud and I have to say 
the answer for me would be yes because today we run a private cloud for the 
MOD which is across services private cloud which enables them to achieve 
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some of the scalability and availability that we have been talking about today.  
I mean another very easy kind of application that proved attractive to the 
public sector has just been blogs, because blogs typically have very 
unpredictable traffic profiles, a topic or an individual becomes very 
interesting to the general public and we have run political blogs for various 
individuals which have been able to autoscale up to the demand so that there 
was never a reputational risk to that individual of their blog being suddenly 
unavailable because they said something that was of interest.   

 
Lord Harris of Haringey: Anyone else want to come in on any of this.   
 
Reuven Cohen: My comment is this.  I can see why you think itõs snake oils, itõs overhyped, 

of course it sounds like it will solve every problem known to man.  When it 
comes down to it, information is power, the faster you can get that 
information and analyse that information, the more competitive and more 
you know the more competitive you will be.  So the big difference is the 
democratisation of technology.  It used to be that only the IBMs and the 
Microsofts of the world had access to that type of large computing 
environment.  Now some guy in a basement with a credit card has the same 
computational resources of the largest universities, the largest banks, the 
largest companies on the globe.  Thatõs revolutionary.   

 
Mike Brookbanks: Coming back to the applications or the snake oil question.  I mean from my 

perspective, and this is my perspective, I see a progression of where IT is 
transforming so the various pieces you mention of process re-engineering 
and outsourcing it, the next wave.  But the other point is, and coming back 
to that statement, that I see this as being user driven so the requirements 
being user driven or developed in the basement so the wider community 
driving the demand for this type of access or access to computing or access 
to storage; the world where a user wants to access their data in London and 
then travel to the top of a mountain and still have full access to that data and 
it not be stuck on aé.as in reliably access the data.  Coming, if I should, to 
the other question about the movement to the service levels and 
requirements and do we see the requirements for service levels moving into 
the outsourcing model.  Again, personally my view is that will happen, but it 
will be again user dependent, so financial services organisations who use 
cloud based services will demand the supplier to comply with operational 
risk standards or, as mentioned in Government, whether itõs Sarbanes Oxley 
or HIPAA in the States, the users will demand the suppliers actually operate 
to those standards because the risk travels with the supplier.  So enterprise 
level service level agreements need to be developed around the services in the 
future in my view.  

 
Mostafa Afifi: I think Mike is right there that probably has to change.  You have to have 

some kind of financial liability with it, but I can't really predict the future I 
can only tell you without that being in place we will be very choosy about 
what applications we put on there.  We are not going to put our proprietary 
trading applications out into the cloud and just say, thatõs fine we are happy 
with but at the same time if something like a payroll system where it doesnõt 
necessarily matter if your electronic pay check is late by an hour or two, that 
sounds completely fine to actually completely put out in the cloud, even with 
its current state. 

 
Lord Harris of Haringey: Okay there was a question over here, yes, please there in the middle and then 

in the front.  
 
Branden Faulls: I am currently working as a consultant developing a site for the DCSF and 

we are using cloud computing for a number of our services that we run and 
we are taking an approach as a consultancy within a larger organisation to 
provision all of our services internally as though they were cloud services, itõs 
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similar to what it looks like Mostafa is doing.  And what I was wondering is 
how do you members of the panel see organisations adapting to these new 
methods of provisioning for cloud resource when that can be quite 
disruptive to traditional approaches.  Obviously that has an impact on 
resource and the business case for it, but I was just wondering how you are 
seeing that ripple through organisations as people adopt these new practices.   

 
Lord Harris of Haringey: In the front.  
 
Stephen McGibbon: My question was for Mostafa and Mike really, it was about mainframes.  So 

IBM recently said $5billion worth of applications on mainframes at the 
moment, which is about equal to the sum of all the stimulus programs in the 
world, 5 trillion sorry.  And the question I have is do you think that the 
mainframe is going to play a part in interoperability in this space or is the 
mainframe going to stay as an island whereéyou know everybody has talked 
about virtualisation, you can't virtualise underneath a mainframe because 
IBM donõt open that up, itõs very difficult to get into some of these islands 
of data, so are we going to seeé..itõs a very pertinent question for the public 
sector where I am sure an awful lot of that $5trillion sits.   

 
Lord Harris of Haringey: Any more?  Okay, this is the final chance, so there we are last one.   
 
Inbali Iserles: I just had a clarification reallyé.. 
 
Lord Harris of Haringey: And who are you?  Sorry? 
 
Inbali Iserles: From Ashurst.  Iõm a lawyer. 
 To put it out thereé.. no, no donõt harangue me.  
 
Lord Harris of Haringey: Well you said it. 
 
Inbali Iserles: Itõs just about your point about Canada and how the fact that data from 

different agencies couldnõt be shared there and that caused limitations for 
how cloud computing could be used.  I think weõve come across similar 
issues here because there are only certain circumstance, you know, with crime 
and so on where data can be shared under certain powers but generally the 
databases are segmented, and I wondered were you suggesting that that 
would be a limit as to the benefits for Government of cloud computing? 

 
Lord Harris of Haringey: Okay, fine.  Do you want to go first Reuven. 
 
Reuven Cohen: Well basically the typical architecture for a cloud is multi-tenancy, right, so 

you have got shared hardware and shared applications across that hardware, 
so the problem in Canada is the aspects of multi-tenancy and how that 
relates, even though the information isn't really being shared, the underlying 
principles of this law basically donõt allow the sharing of the technical 
environment, the hardware itself, so there would need to be a semantic 
change to the definition of this law that would allow for multi-tenancy and 
thatõs the problem facing Canada.  Again the law itself needs to be 
modernised in a sense.   

 
Lord Harris of Haringey: Okay. 
 
Guy Mucklow: I will get on to is it Branden? 
 
Branden Faulls: Branden. 
 
Guy Mucklow: Yes, if I understand your question correctly Branden itõs about sort of how 

service providers within this space are adapting to new ways of delivering.  Is 
that correct? 
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Branden Faulls: More about how the organisations, the clients of computing platforms are 
adapting to the new practice, how they are internally either provisioning 
cloud services or provisioning traditional services internally, physical 
hardware and how current practices are changing. 

 
Guy Mucklow: Right, okay.  I am not sure I was kind of necessarily on the same wave length 

as you in relation to the initial question that you had, but I mean in terms of 
what we are doing, and I guess this is what quite a lot of software as a service 
providers are doing, they are now opening up their own platforms to allow 
their customers to have the choice of either sort of operating on their own 
environment or actually within their own environment, so in our case if 
customers want to have their data sort of, and keep it in situ, they can use 
our platform just as sort of a communications medium to distribute that 
information within their own environment, if that makes sense. 

 
Reuven Cohen: Yes as someone said earlier, itõs sort of the Googlefication or the 

Amazonification of your infrastructure and what seems to be happening is, 
people are going to the cloud, they are going to places like Amazon or 
Microsoft or Google and using these applications and development 
environments and saying, hey that kind of works, but I want to do that 
internally.  So itõs sort of a proving ground of sorts.  So itõs like anything, itõs 
sort of helping push this idea into the enterprise quickly.  

 
Simon Abrahams: Yes, I just want to make one point. When we look at what we do or what 

Amazon does or what Google does, I mean it is pretty complicated stuff, 
they have got their own code typically running on servers that they have 
specified for themselves and their software only works with those specific 
servers, so it isn't something that an end user organisation could typically do 
themselves and achieve the same costs savings, so thatõs point number one.  
Point number two is one of the attractions, to be honest, of the cloud 
computing model to large organisations is it allows you, as a department, to 
avoid the approvals process, right, so thatõs what we see in practice is that 
thereõs take up from organisations that want to avoid the approvals process 
because they know what the lead times are going to be, they know what the 
policies are going to be and they want to do something different and in 
reality thatõs a lot of what we see from the largest organisations is that take 
up is kind of unstructured and departmentalised.  

 
Mike Brookbanks: Just to answer the question.  I will answer it in my way which is I spent 6 

months of 2008/2009 designing and architecting a cloud environment for a 
large organisation that has multi-platforms and the way we designed it and 
architected this environment was, and worked with them, was that they, over 
a period of time would actually ignore what the platform was, so we 
designed the programme over 18 months, it was actually probably closer to 
3 years to affect that cultural change that they didnõt say it has to be in a 
mainframe or it has to be on an Intel box or it has to be here, they ignored 
that and thatõs how I see cloud computing move up the stack, people 
ignoring what the platform is, because they spend too much time going, it 
has to be this running on that platform. 

 
Reuven Cohen: Yes, itõs the cloud is the platform, the cloud is the computer, it doesnõt 

matter whatõs underneath, the operating systemé 
 
Mike Brookbanks: System resource.   
 
Reuven Cohen: Yes, the operating system is irrelevant at this point, the CPU is even less 

relevant, who cares, itõs getting my problem solved, getting it done quickly.  
 
Lord Harris of Haringey: Mostafa. 
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Mostafa Afifi: I think for anything that is going to be disruptive for your department.  It 
really has to come from the top and your internal customers must be 
banging on their door saying why isn't this here already, why is it costing me 
this much, so there is someone there trying to answer all these questions and 
cloud goes part of the way to actually answer these questions and help you 
do it.  That change, you know, as disruptive as it will be, has to happen to 
meet your Intel customersõ needs.  

 Coming to the mainframe, I am not really sure I quite understood the 
question.  I think you donõt have to virtualise the mainframe thatõs the only 
platform where you can very easily run multiple services, multi-tenancy quite 
easily on it.   

 
Brandon Faulls: My question really was a lot of the cloud on this side is based on X86 

economics and the disruption that the X86 kind of platform, if you want to 
call it that, has brought and yet the mainframe still sits there as an add on so 
I know you can abstract from the top of it and thatõs very nice, but to open 
up and get real change in the public sector, there is still this wall around the 
mainframes that needs to be broken, and in the banking sector as well.  

 
Mostafa Afifi: I mean I might upset Mike a little by saying this, but mainframes are just out 

of fashion.  I donõt think they have to transition to the cloud, the 
applications are running on there will eventually just transition to the X86 
platform.  They are more dynamic, they are cheaper, you can grow them 
more easily, all the advantages that you have on the mainframe you can have 
on a different platform.  
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Session chairõs closing remarks 
Lord Harris of Haringey, Treasurer, Parliamentary Information Technology 
Committee 
 
Okay, can I thank our panel and Reuven for the contributions that they have made.  We have had an extraordinarily wide 
ranging discussion.  I am not sure that it will have changed anyoneõs minds.  I suspect there are some people here who are 
already convinced as to which direction they are going in and there are others who are still trying to make their minds up on 
that, but I think it has been enormously helpful to have the different perspectives that we have.  I am quite clear that this is 
going to become an increasing political issue, perhaps with a small ôpõ well certainly once we get past the next three or four 
months, in terms of increasing interest as to what the safeguards are going to be for the public, what is also going to be the 
infrastructure which is best going to suit the UK economy and how we can capitalise on whatever skills and advantages we 
may or may not have in this country.  So I think it is going to continue to be a very hot topic, both in individual 
organisations who will have to make their own judgements but also in a broader terms, politically in terms of what are going 
to be the safeguards and what are going to be the expectations in terms of building for the future.  
 
So on that note I am going to ask Peter van Gelder, Director of the Westminster eForum to send you off with a spring in 
your step and a song in your heart.   

 
Westminster eForum closing remarks 

Peter van Gelder, Director, Westminster eForum  
 
I am only going to keep us for just a little minute because I know that you would want to join me in thanking everybody 
who made today possible.   
 
Now I am going to have to follow most of the proceedings today from the transcript and thatõs a transcript that you will all 
get in about a weekõs time and will go to a wider group of Parliamentarians, officials and others who want to follow the 
discussions that we have had today and if you feel that there is something else that you wanted to say or you think there are 
minds that can be changed here or elsewhere, please do take the opportunity to put in an article into that transcript, even if 
you have spoken already.  We would accept an article of up to 600 words from anybody in the room, and just take a look at 
the ôhave your sayõ bit in your delegate pack and you will see how that is done.  
 
First of all a word about our sponsors.  We are always very grateful for any support that we get for the forumõs completely 
impartial seminars and always grateful to organisations that support the constructive timely discussion and impartial 
discussion of these events.  We donõt have any specific sponsors for todayõs seminar, but our core sponsors are BLP, BT and 
Arqiva.  Always very grateful to them.  We are also very grateful today to the Canadian High Commission for making it 
possible for us to have Reuven Cohen here, so great thanks to them.  
 
Our speakers, I think you will agree, from first to last have been most helpful and very generous with their thoughts.  We do 
draw attention, especially usually to our keynote speakers who were Simone Brunozzi and of course Reuven Cohen, thank 
you very much for being with us.  
 
And then finally on behalf of all of us at the eForum and particularly my colleague, Tom Raynsford, our Senior Producer 
who organised today, assisted by Emma Shaw who is standing guarding the door so you donõt go out before the thanks to 
them.  I think we would all acknowledge that itõs great to have Chairs who are so knowledgeable about the subject matter, 
very grateful to our Chairs today, Mark Pritchard in the first half and Lord Harris of Haringey, Toby thank you very much 
for taking us through part two.  
 
So please join me in thanking sponsors, speakers, Chairs and all in the time honoured and traditional way, and good day to 
you all.  
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http://www.itpro.co.uk/620344/it-security-must-change-for-the-cloud 
 
http://news.zdnet.co.uk/security/0,1000000189,40035885,00.htm 
 
http://www.computerweekly.com/Articles/2010/02/10/240258/security-professionals-must-embrace-cloud-or-fail-
says.htm 

http://www.itpro.co.uk/620344/it-security-must-change-for-the-cloud
http://news.zdnet.co.uk/security/0,1000000189,40035885,00.htm
http://www.computerweekly.com/Articles/2010/02/10/240258/security-professionals-must-embrace-cloud-or-fail-says.htm
http://www.computerweekly.com/Articles/2010/02/10/240258/security-professionals-must-embrace-cloud-or-fail-says.htm
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Comment 
 

Mark Polley  
Marketing Manager 
Fujitsu UK  

 
Cloud computing has the potential for a step change improvement in IT efficiency. It has significantly lower costs, with the 
ability to increase and decrease the amount of IT, paying only for want is required. With no capital investment required and 
no need for data centre premises to house IT, it is an appealing alternative to IT ownership.  
 
The key issue is, understanding where best to deploy Cloud Computing alongside existing IT systems such that security, 
reliability and performance continue to be assured.  
 
òHybrid Cloudó is emerging as the practical model, where existing IT is supplemented by Cloud Computing. This approach 
is being assessed in Government, through a number of ways; - in the form of Private Clouds (single customer), Community 
Clouds (shared services) and Public Clouds (Amazon, Google, etc.), each cloud type being suitable for different purposes.  
 
The key considerations for success include: 
 

¶ Data protection ð to ensure that sensitive and personal data continues to be protected, clear guidance is 
required for IT personnel and all civil servants with access to data, to ensure that clouds are used appropriately 
to protect the public interest whilst achieving the cost benefits of cloud based services 

 

¶ Guaranteed service levels ð How can highly available, secure and robust services be delivered when multiple 
service providers are involved in the delivery of a single end-to-end business process? How will take 
responsibility for the end-to-end service level and the resolution of service incidents? 

 

¶ Current contractual constraints ð Government and the service providers need to work together to enable cloud 
transformation. The introduction of the new technologies that underpin cloud, e.g. virtualisation and 
automated provisioning tools, can be hampered by existing contracts that discourage both parties from 
adopting cloud computing 

 

¶ Investing to save ð whilst significant cost savings are possible through the implementation of cloud computing, 
the move towards fewer, more robust and secure, data centres, and the virtualisation and automation of IT 
infrastructure often requires an initial investment. 

 
None of these obstacles is insurmountable, and Fujitsu has worked closely with HMRC, HO and other Government 
Departments customers as well as with CESG and the Governmentõs G-Cloud Programme to find solutions ð and see good 
progress with significant savings.  
 
Ministerial level collaboration and co-operation is the key enabler for an effective G-Cloud implementation. It will establish 
the right climate for cross-departmental collaboration and effective implementation. Leading to a change to a ôconsider 
cloud firstõ culture, and enable the new cloud based IT services to realise their full potential. 
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with over one million daily queries processed through its systems, is arguably the one of largest dedicated UK web service 
providers.  The company has over 7,000 customers and is actively involved in the current G-Cloud consultation. Guy is 
married with three children and lists golf and rugby amongst his interests. 
 

Ian Osborne, Director, Digital Systems Knowledge Transfer Network, Intellect 
Ian Osborne is Director of the Digital Systems Knowledge Transfer Network, a Technology Strategy Board funded 
programme operated by a consortium led by Intellect with QinetiQ and National Physical Laboratory. He also holds the 
posts of Chair of the BCS Distributed and Scalable Computing Specialist Group, Vice President of Enterprise for the Open 
Grid Forum and is a Principal in the European FP7 Project, OGF-Europe. Ian has worked in ICT since 1972, with early 
stints at British Airways and International Computers. He held senior management positions in Hewlett-Packardõs 
Corporate Research Laboratories in Bristol and Telecom Systems Business in Edinburgh. He has a Masters degree in the 
Management of Technology; a joint degree awarded by the Universities of Sussex and Brighton in 1992 and conducted 
research work in the area of Innovation Management in the Doctoral Programme between 2004 and 2006. He is a Member 
of the British Computer Society and a Chartered Information Technology Professional, a member of the Association for 
Computing Machinery and an Associate Member of the Institute of Electrical and Electronics Engineers. 
 

Mark Pritchard MP, Chairman, All-Party Parliamentary Group on Cyber-Security 
Mark Pritchard MP is a Conservative MP and is Chairman of the All-Party Parliamentary Group on Cyber-Security. He 
was the first member of the House of Commons to table a major debate on cyber-security in 2006 in which he gave an 
òearly warningó on the threats to governments, the military, and to the private sector of military and corporate espionage.  
He regularly speaks on cyber-security and resilience matters ð both in Parliament and in the international media.  He is also 
secretary of the Conservative Parliamentary Defence Committee and has a wide interest in defence matters ð including 
cyber-warfare and emerging EMP technologies and EMP and resilience counter-measures. 
 

Richard Prodger, Technical Director, Active Web Solutions 
Richard Prodger is a Founding Technical Director of Active Web Solutions with more than 25 years experience in the 
R&D and computing sectors. Richardõs primary responsibilities are technical strategy and systems development. Richard is 
the Director responsible for the AWS Technology Centre.  Prior to joining AWS, Richard managed BT's Web Services 
unit. At BT, Richard was responsible for implementing large scale e-commerce and web based systems and for translating 
emerging technology into practical business solutions.  Richard was the Principal Architect and technical design authority 
for the multi-award winning RNLI Sea Safety system. More recently, Richard has been working closely with Microsoft on 
their cloud services platform, Windows Azure. 
 

Matt Yardley, Partner, Analysys Mason  
Matt Yardley is a Partner at Analysys Mason. He has worked with operators, broadcasters, investors, vendors, regulators 
and governments on a wide range of next generation network-related issues. He directed THE fibre costing work for the 
BSG which was a key input to Digital Britain, and our project for Ofcom on delivering high-quality video services online. 
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He has also advised clients on the future structure of broadband markets, and on network neutrality. He joined the 
company in 1997 and holds a B.Eng. Honours Degree (First Class) in Mechanical Engineering from UMIST, and a Ph.D. 
in Aerospace Engineering from the University of Manchester. 
  

All biographies provided by speakers 
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About the Core Sponsors of the Westminster eForum 

 
About Arqiva 
Arqiva operates at the heart of the broadcast and mobile communications industry and is at the forefront of network 
solutions and services in an increasingly digital world. The company provides much of the infrastructure behind television, 
radio and wireless communications in the UK and has a growing presence in Ireland, mainland Europe and the USA. There 
are three business units: 
 
Terrestrial Broadcast provides transmission for all UK terrestrial TV broadcasters, including the new networks being built 
for the Digital Switch Over. Transmission is also provided for BBC Radio and most commercial radio stations, both 
analogue and DAB. The company owns and operates two of the six UK digital terrestrial TV multiplexes, enabling major 
media companies to bring their TV and radio services to Freeview. 
 
Satellite & Media provides global communication platforms to enterprise, government and broadcast customers around the 
world. It owns and operates teleports at key locations including Los Angeles, Washington, London and Paris, as well as 
comprehensive satellite capacity, an international terrestrial fibre network and extensive media facilities. These enable Arqiva 
to provide world leading organisations with a comprehensive range of services to deliver their data, broadcasts and media 
across the globe. 
 
Wireless Access provides cellular, wireless broadband, voice and data solutions for the mobile communications, public 
safety, local government, and commercial markets. Arqiva is the largest independent provider of radio sites in the UK and 
Ireland. With its own spectrum, the company can provide complete mobile communications networks including backhaul 
links. 
 
Arqiva has its headquarters near Winchester and other major UK offices in London, Warwick, Buckinghamshire and 
Yorkshire. The company is owned by a consortium of investors led by Macquarie Communications Infrastructure Group. 
Major customers include the BBC, ITV, Channel 4, Five, BSkyB, Classic FM, the five UK mobile operators, the RNLI and 
the Metropolitan Police. 
 
 

 

 
Berwin Leighton Paisner: Lawyers for Digital Britain 
 
We are delighted to show our commitment to the technology, media and telecoms (TMT) sector by being a core sponsor 
of Westminster eForum. 
 
òhighly commercial outfitó - Chambers UK, 2009 
 
Our team believes that ôtechnologyõ, ômediaõ and ôtelecommunicationsõ are no longer three distinct sectors or areas of 
expertise - the ways in which technology can be used to connect, process, communicate, publish, consume and entertain are 
now so converged that it is impossible to treat these as separate. 
 
òTheir focus on market convergence has impressed clients, who add that ôthe firmõs real strength is in the technical aspectsõ.ó 
- Chambers UK, 2009 
 
Let us use our TMT sector knowledge and experience to guide you while you make key decisions putting in place 
arrangements to build and grow your business. 
 
òthe lawyers get to grips with a problem quickly and efficientlyó - Chambers UK, 2009 
 
We understand every step of the TMT food chain, including: 
 
- setting up tax efficient business structures, including off-shoring 
-  software development, licensing, support and maintenance 
-  technology ownership structures, including the knock-on effects of use of open source software 
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- network projects, including international IP networks, mainframe and server acquisitions and web-enabled device 
design 

-  purchase and lease of hardware, including network equipment, PCs and hand-held devices 
-  managing employee and consultant issues, including in relation to data theft and the re-use of computer code 
-  management and enforcement of intellectual property rights, particularly copyright, confidentiality/privacy, trade 

marks and, where relevant, patents 
-  business models relating to the consumption of content/services across Internet, mobile and interactive TV 

platforms, including publishing, broadcasting, music and computer games 
-  advertising, marketing and affiliate strategies, including intellectual property issues connected with domain names and 

key word marketing 
-  Web 2.0 technologies, including social networking, virtual worlds, mash-ups and user generated content 
-  customer facing issues, including terms and conditions, competitions and payment processing/e-wallets 
-  sector specific compliance, including e-tail, betting and gaming, financial services and competition 
-  data protection, particularly cross-border and the collection of data via online or mobile business channels 
 
òreally understands commercial and technology issuesó - Legal 500, 2008 
 
For further information, please contact: 
Vanessa Barnett 
Partner 
T: +44 (0)20 7427 1104 
vanessa.barnett@blplaw.com 
 
òclear-cut communication style and tenacious work ethicó - Chambers UK, 2009 
 

 
 
 
 

BT 
An introduction to BT: 
BT is one of the worldõs leading providers of communications services. Its principal activities include local, national and 
international telecommunications services, higher-value broadband and Internet products and services, and ICT solutions. In 
the UK, BT serves more than 20m business and residential customers with more than 29m exchange lines, as well as 
providing network services to other licensed operators. 
 
BT is a global company, helping multi-site organisations master the complexity of business communication.  We have won 
major business with companies like Volkswagen, Volvo and Fiat and with the EU, NATO and the NHS ð over £24 billion 
of major business contracts in the last four years.  We employ nearly 30,000 people in 53 countries, providing service in 
170 countries around the world.  We are building a ônew waveõ business based upon networked IT services, broadband and 
mobility.  This new wave business grew by almost 40% last year and now represents over a third of our revenue, at over £6 
billion per annum. 
 
BTõs bold decisions, the power of its research and development, and its innovative approaches have fuelled the rapid 
expansion of its broadband network to cover over 99.8% of the country.  The UK leads the G8 in availability. The UK has 
higher penetration per 100 of the population than the USA. 2mbit/s is now BTõs standard speed, with 8mbit/s services 
being rolled out now. 
 
In the future, national economic success will require access to and use of knowledge and technology.  The UK needs to 
compete with the rest of the world, particularly places like China and India that are fast becoming the critical hubs for 
manufacturing and software.  The UK needs a network to deliver state of the art services quickly and efficiently.  BT has a 
major part to play with its investment in its 21st Century Network (21CN) - an end-to-end Internet Protocol (IP)-based 
network, replacing a number of existing networks and systems to provide for faster, more efficient, and cheaper delivery of 
new services than now. 
 
Convergence lies at the heart of the rapid changes in communications, and it is central to BTõs strategy.  For example, we are 
offering our customers a converged òbest of fixed and best of mobileó combination through our BT Fusion product, giving 
them freedom and flexibility, rather than worrying about choosing between those two ways of delivering services.  Our 
Internet-protocol based 21CN programme will support a range of technologies and services to allow customers to do the 
things they want. Our global networked IT capability will deliver converged end to end services to major corporate 
customers around the world. We led the way in VOIP services.  We are developing a range of broadband to TV services 
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called BT Vision.  We have launched BT Movio, a wholesale service providing live tv and DAB radio to mobile handsets. 
Today, BT customers have access to over 8,500 wireless ôhotspotsõ across the UK and Ireland and over 30,000 globally.  
We have announced agreements with a number of cities to become wireless pioneers as part of our plans to create a first 
phase of Wireless Cities across the UK, including Birmingham, Cardiff, Edinburgh, Leeds, Liverpool, Newcastle and 
Westminster. 
 

The speed and scale of the major investment needed for the future means that the environment in which we work is critical 
ð we and others need the right incentives and to have confidence in the future before committing our shareholdersõ money.  
This is why last yearõs Ofcom Strategic Review was so important. As part of the settlement, BT created Openreach, which 
has been operational since January 2006. Openreach is responsible for the nationwide local BT network ð the òfirst mileó of 
wire that connects homes and businesses to BT exchanges across the UK ð the life-blood of the business. Its priorities are to 
provide a fair and equivalent service to all communications providers ð and speed up the broadband revolution. For end-
users, it means that, whichever telephone or Internet service provider Openreach is working for, they will all receive the 
same, even-handed treatment. 

 


